[eHepanbHbIN NapTHEP

ECOMNEWS BO3MOXHOCTU MMMNOPTO3AMELLEHUS
MPOrPAMMHOIO OBECNEYEHUS
B KJ/TIOYEBbIX COEPAX UB

CPEACTBA OBHAPY)KEHWS U NPEAOTBPALLEHNSA BTOPXEHWI (INTRUSION DETECTION/PREVENTION SYSTEM, IDS/IPS)

Ha3BaHue
POCCUNCKOro
npoAaykKTta

Mapt 2025

O SOLAR

Crpaternueckue  :l|i
napTHepbl njie

UserGate [APA A

CETEBAS BE3OMNACHOCTb

ME)XCETEBbIE 9KPAHbl HOBOIO NOKONMEHUSA (NGFW)

Kopa knacca N0
no Peectpy PeectpoBas
0TEYEeCTBEHHOrO |3anucb

VPN-LU/TIO3bl

Kop knacca MO
Ha3BaHue no Peectpy

poccuiickoro
0TEeYeCTBEHHOrO
npoayKTa no

HasBaHue
POCCMNCKOro
npoAaykrta

3apy6exHble aHanoru (MHocTpaHHoe MO,
UMetoLLLee CXOACTBO (YHKLMOHAMBHbIX
XapaKTepUCTUK C MPOrpamMMHbIM obecreyeHrem)

3apy6exHble aHanorn (MHocTpaHHoe MO,
MMetoLLLee CXOACTBO (YHKLMOHANbHBIX
XapaKTepUCTUK C NPOrpaMMHbIM obecneyeHrem)

3apy6exHble aHanoru (MHocTpaHHoe MO,
MMetoLLLee CXOACTBO (YHKLMOHAMbHbBIX
XapaKTepUCTUK C NPOrpaMmMHbIM 0becneueHnem)

CermeHT 6U3Heca;
OpraHn3sauum

CermeHT 6U3Heca;
OpraHusauum

PeectpoBas
3anucb

CermeHT 6M3HeCa;

Poccunckuu BeHgop OpraHusauuun

®opmart nocraBku |Ceptuchmkarbl @CTIK, ®Ch Poccum Poccuiickuin BeHpop ®opmar nocraBku |Ceptuchnkarbl ®CTIK, ®Ch Poccun Poccuiickuin BeHgop ®opmar nocraBkn |Ceptuchnkarbl OCTIK, ®Ch Poccun

000 «AiineKo»

Ideco NGFW

Ideco NGFW VPP

Knacc
He npe/ocTaBneH

N° 329 o1 08.04.2016

Komnaxuu Kpynsoro

11 cpeaHero 6usHeca:
NPOMbILEHHOCTD,
rocceKTop, GUHAHCOBbIN
CeKTOp, pUTeinn u ap.

KpynHble KoMnaHuu;

06nauHble, MarucrpasnbHbie
n I/IHTepHET'HDOBaVIﬂepr;

JaTa-LeHTpbI

NAK

C NpeayCTaHOBNEHHbIM
M0. 06pas gns
06nauHom
WHPACTPYKTYPbI,
cbopka Ans pa3BepTku
B MH(PACTPYKTYype
3akasunka

NMAK

C NpeayCTaHOBNEHHbIM
M0. 06pa3 ans
06nauHoM
WHPACTPYKTYPbI,
cbopka Ans pa3BepTku

Cisco ASA;

Cisco Firepower;

Fortinet Fortigate;

Kerio Control;

Microsoft Forefront Threat Management Gateway (Forefront
TMG);

PaloAlto NGFW

Cisco ASA;

Cisco Firepower;

Fortinet Fortigate;

Kerio Control;

Micr;)soft Forefront Threat Management Gateway (Forefront
TMG);

000 «AiaeKo» Ideco NGFW VPP Knacc

He npeaocTaBneH,
NOCTaBNAETCA BMECTE
¢ NGFW

0314 03.02

AO «NHoTeKC» ViPNet IDS NS

KpynHble KomnaHnu;

NocTtaBnserca BMecTe

o6nauHble, MarncrpanbHble ¢ NGFW

1 NHTEPHET-NPOBANAEPbI;
JaTa-LeHTpbl

MOXeT 6bITb UCMO/b30BaH
KaK ANns He6OoNbLNX
othucos, Tak u ans Li0Jos

N27058 ot 07.10.2020

MAK; Virtual Appliance

CepTucmkar cootsetctena ®Cb Poccun NO CO/C311-0656 ot 30.06.2023.
CooTBeTcTBYeT TPe6OBAHNAM K CPeACTBaM 06HAPYXEHNA KOMMbIOTEPHbIX aTak
Knacca B n MOXeT Mcnonb3oBatbca ANA 06HAPYKEHNSA B aBTOMATUYECKOM peXume
KOMMbIOTEPHBIX aTak (BTOPXXEHMII) HA OCHOBE aHaNN3a CeTeBOro Tpathmka

B aBTOMATM3MPOBAHHbIX NH(OPMALMOHHBIX CUCTEMAX, 06pabaTbiBalOLLAX
NHGOPMALNI, HE COAEPXALLYI0 CBEAEHMI, COCTABAAIOLLNX FOCYAAPCTBEHHYIO TailHy,
Mpy YCNOBUY BbINONHEHNA TPEGOBAHMIA IKCMNYATALNOHHON LOKYMEHTALN
cornacHo dopmynspy OPKE.00211-0130 01 ®O ¢ yueTom n3BeLLeHNs 06 U3MEeHeHNN
N2 6 OPKE.00211FB.6-2023. CepTuchnkar cootsetctaus OCTIK Poccun NO 4329

0T 24112020, CpOK AeincTBIs — 24.11.2025. TpeboBaHus noepus (4), TpebosaHus

Cisco 10S Intrusion;

FortiGate IPS;

IPS Software Blade (Check Point);
Prevention System Cisco Firepower;
StoneGate IPS;

Trend Micro TippingPoint;
WatchGuard Firebox

000 «AiigeKo»

AO «AnapauH P.O.»

AO «NHhoTeKC»

Ideco NGFW (VPN)

Aladdin LiveOffice

ViPNet Coordinator KB 4

Knacc
He npeaocTaBieH

1516 NAK ans
obecneuenns
6e30nacHoi
JVCTaHLNOHHO
pa6ortbl

0317

N© 20648 ot 1412.2023

N 5793 ot 20.09.2019

KomnaHuu ¢ yganeHHbiMu
nonb30BaTeNnsMu

1 noapAAUNKaMmM

1 ¢ hunuanbHbIMM
CTPYKTypamu

[ins rocynapCTBeHHbIX
CTPYKTYP, OPraHoB
UCTIONHUTENbHON BNACTH,
npeanpustuit KN,
oneparopos UCMAH,
6aHKOB, NpeanpuUATUiA
ONK; nns kKoMmepueckux
opraHu3aumi

KpynHble opraHusauum,

MocTaBnserca BMecTe
¢ NGFW

Cneunanu3npoBaHHbI
3aUULMLEHHbI
(hnew-HakonuTenb

C Habopom
npeaycTaHoBNIEHHOTO
M0 1 CpeacTs 3aLwuTbl,
paboTatowui

no TexHonoruu LiveUSB

MAK

Ceptudpmkar cootsetcraus OCTIK Poccun N2 4355 Ha mporpammHo-TexHn4Yeckoe
CPeACTBO 06ecneyeHns 6e3onacHoi AncTaHLnoHHo paboTbl Aladdin LiveOffice
(vA-4,1Y)

Ceptucpukar cootsetctaus OCb Poccun NO CO/525-4931 oT 14.06.2024. MAK

Cisco Any Connect

TeamViewer (M0);

Citrix XenDesktop (chyHkumoHan Remote PC);
GOTOMYPC;

Check Point Remote Access VPN;

Check Point Abra

Checkpoint Security Gateway; Juniper SRX;

PaloAlto NGFW k COB, Mpocunu 3awwtbl COB (ceTvt uetBepToro Knacca saubl. UT.COB.C4.M3)

Ceptucunkar coorsetctsus GCTIK Poccum N2 4666 0T 22.03.2023, cpok
JLencTBus - 22.03.2028. Tpe6osanus aosepus (4), Tpe6oaHus k M3, Mpodunb
3awuTbl M3 (B yeTBeproro knacca auTbl. UT.M3.B4.M3), Tpebosakusa k COB,
Mpochunu 3auwthl COB (y3na ueTsepToro knacca 3awmtbl. UT.COB.Y4.N3), 36

B MH(PACTPYKTYpe
3aKasumka

Pa3BepTblBaHue
B MH(pACTPYKTYype

03.03 (ncnonwenna Ha nnatopmax: KB100 N1, KB1000 Q6, KB1000 Q8, KB2000 Q4, KB2000 Cisco ASA; PaloAlto NGFW;
Q5, KB5000 Q1 1 KB5000 Q2) cootsetcTayet TpebosaHunam OChb Poccuu Fortinet Fortigate; Sophos Firewall;
K YCTPOICTBAM TUMA MEXCETEBbIE IKPaHbl 4 KNacca 3allULeHHOCTH Huawei USG; Zyxel ATP
Ceptudmkar coorsetctana GCb Poccun NO CD/124-4824 ot 03.04.2024. MAK

COOTBETCTBYET Tpe60BaHMAM K CPEACTBAM KpUNTOrpatnueckoi 3aluThl

nHopmaumm knacca KB

oneparopbl cgs3u, LLOJ
ViPNet EndPoint
Protection

N2 8640 07 3112.2020  [ins obecneueHus
3aLUMLLEHHOCTH
MH(OPMALMOHHbIX CUCTEM,
02.01; 3aKa3unka unu B obnake LIOf, paboumx CTaHLmi
02.07; cepBuC-npoBaigepa nonb3oBarenei, cepepoB

021 1 TeNeKOMMYHNKaLMOH-

03.03; N2 5923 ot 1911.2019 [ins 3awuTbl NMAK Ceptudukar cootsetctBus GCTIK Poccum NO 4501 ot 2812.2021, cpok Barracuda NGFW; Huawei USG; HOro 060pyAOBaHNS

03.04; KOPMOPaTUBHbIX CETEN feicTeus - 2812.2026. Tpebosanua gosepus (4), Tpe6osanus k M3, Mpodunb Checkpoint Security Gateway; Juniper SRX; [insi obecneyeHmns NK
0312; 3awmTbl M3 (A yeTBepToro knacca awwrbl. UT.M3.A4.M3), Mpodunb 3awutsl M3 Cisco ASA Firepower; Palo Alto NGFW; 3aLUMLEHHOCTH

0314 (b uetBeptoro knacca sauwTbl. UT.M3.54.13), Tpebosaus k COB, Mpodunu 3awmTsl  Cisco Firepower; Sophos Firewall; VH(OPMALMOHHBIX CUCTEM,
COB (ceTv yeTBepToro Knacca sauwwtbl. UT.COB.C4.M3), 36 Fortinet Fortigate; Sophos SG 110, paboumx cTaHumiA
Ceptudmkar cootsetctans OCb Poccun N2 CD/124-4972 ot 30.08.2024. MAK nonb3oBareneu, CEpeepos
COOTBETCTBYET TPeHOBAHNAM K CPEACTBAM KpUNTOrpaduueckon 3alluTbl 1 TENEKOMMYHNKALMOH-
nHdopmaumn knacca KC3. Ceptudpnrar coorsetctaus OCTIK Poccun NO 4831 HOro 060pyA0BaHNS

0T 25.07.2024. flBNA€TCA MeXCeTeBbIM 3KpaHOM TUMa A 1 b ueTBepToro Knacca
3aWWKTbI N CPEACTBOM 06HApY)eHUs (MPefoTBPaLLEHNs) BTOPKEHIN YPOBHS CETU
UeTBEpPTOro Knacca 3aliuTl

Ceptucukar cootsetctauss GCTIK Poccum N 4496 ot 1412.2021, cpok

fencTBus - 1412.2026. TpebosaHus nosepus (4), Tpebosanua k M3, Mpodunb
3awuThl M3 (A ueTBepToro Knacca sawmtbl. UT.M3.A%.N3), Mpocunb 3auutsl M3
(b uetBeptoro knacca sauwTbl. UT.M3.54.M13), Mpodunb 3awwtsl M3 (1] ueTsepToro
Knacca saurbl. UT.M3.014.N3), Tpe6osaHus k COB, Mpodpunu 3auwtsl COB (cetn
YeTBEPTOrO Knacca 3awuTbl. UT.COB.C4.M3)

On-premise, =

BMPTYasbHbIi 06pa3

Alient Vault;

Check Point Harmony;
Cisco Secure Endpoint;
Intercept X Endpoint;
McAfee Endpoint Security;
Palo Alto Cortex;
Trend Micro Apex One
Alient Vault;

Check Point Harmony;
Cisco Secure Endpoint;
Intercept X Endpoint;

000 «Bbl3oH» BI.ZONE Secure SD-WAN  02.13;

01.02;

N2 9005 0728.01.2021  OpraHu3aLim ¢ KpynHon
(0T 50 nnowaAok)

pacnpefieneHHoi ceTbo

Ceptudhukar OCb CK3N KC1 Fortinet ZTNA, FortiClient;
Palo Alto Prisma Access;

Forcepoint ONE ZTNA

Cisco AnyConnect Client;
Check Point Harmony SASE;
Versa Zero Trust Everywhere;

ViPNet L2-10G N@ 24240 ot 0410.2024  [inq 3awuTbl IT-cepBrcos

11 KaHaNOoB CBA3N MeXay

CermeHTamm

IT-uHtpacTpyKTypbl

Paboune mecTa u ceteBble

YCTPOWCTBA, Manble oduc

n hunuansl, npeanpuaTyUS

Masoro u cpegHero

613Heca, KpynHble

npeanpuaTUs

1 koprnopauuu, LOA

[Ing 3aWuTbl KAHANoOB MNAK, noctynHo
CBSAI3W PA3/IMYHOTO YPOBHS, BUPTYanu3MpOBaHHOE
6ecnpoBofHbIX CeTel UCMOMHEHNe
CBSAI3W U MYNbTUCEPBUCHbIX

ceTen

ViPNet xFirewall 5

ViPNet Coordinator HW 4 0311;

03.03

N2 2798 ot 10.02.2017 CepTudmkar cootsetctena GCB Poccun NO CD/525-5028 oT 1411.2024 NMAK
(ncnonHenna Ha annapartHbix naaropmax HW50 N1, HW50 N2, HW50 N3, HW50 N&;
HW100 N1, HW100 N2, HW100 N3; HW100 Q1, HW100 Q2, HW1000 Q4, HW1000 Q5;
HW1000 Q6, HW1000 Q7, HW1000 Q8, HW1000 Q9; HW2000 Q4, HW2000 Q5; HW5000
Q1, HW5000 Q2, Bepcua MO 4.5.4) COOTBETCTBYET Tpe6OBAHUAM K YCTPOCTBAM TUNA

MeXceTeBble 3KpaHbl 4 Knacca 3aluiLeHHoCTH

Checkpoint Security Gateway; Juniper SRX;
Cisco ASA; PaloAlto NGFW;
Fortinet Fortigate; Sophos Firewall;
Huawei USG; Zyxel ATP

ViPNet IDS HS N2 3441 ot 03.05.2017 Ceprudpukar cootsetctaus OChb Poccun N CO/C311-0686 ot 28.12.2023. I13roToBneH
B COOTBETCTBUM C TexHUueckumn ycnosusamu OPKE.00177-02 97 01 TY, cooTBeTCTBYET
Tpe6osaHuam OCB Poccum K cpefcTBam 06HAPYXEHNA KOMMbIOTEPHbIX aTak

(Knacc b) n MOXeT UCNONb30BATHCA 4711 06HAPYKEHNS B ABTOMATUUECKOM PeXMMe
KOMMbIOTEPHBIX aTaK (BTOPXXEHMII) HA OCHOBE aHaNN3a CEeTeBOro Tpathmka McAfee Endpoint Security;
B aBTOMATM3MPOBAHHbIX MH(OPMALMOHHBIX CUCTEMAX, 06PabaTbIBAOLMX Palo Alto Cortex;
UHGOPMALNI, HE COAEPXALLYI0 CBEAEHMI, COCTABNAIOLLAX FOCYAAPCTBEHHYI0 TaitHy, Trend Micro Apex One
Mpu YCNOBUM BbINMONHEHNS TPEOOBAHNI IKCNNYATALMOHHON JOKYMEHTALMM

cornacHo dopmynspy OPKE.00177-02 30 01 ®O. CepTudpnrar coorsetctsus OCTIK

Poccuu NO 3802 o 12:10.2017, cpok feicTaus — 1210.2025. TpeboBanus gosepus (4),

Tpe6osanua k COB, Mpodunu 3awmTbl COB (y3na ueTeepToro knacca 3awutbl. T,

COB.Y4.M3)

Ceptudpmnkar coorsetctaus OCTIK Poccun N2 4496 ot 1412.2021, cpok

JHeicTBus - 1412.2026. Tpebosanua gosepus (4), Tpe6osaHus k M3, Mpodunb
3awmTbl M3 (A yeTBepToro knacca awwrbl. UT.M3.A4.M3), Mpodunb 3awutsl M3
(b uetBepToro Knacca saubl. UT.M3.54.113), Mpodunb 3auwthl M3 (1] ueTsepToro
Knacca 3awmtl. UT.M3.14.13), Tpe6osaxus k COB, Mpodunu 3awuthi COB (cetn
4YeTBepTOro Knacca saurbl. UT.COB.C4.M3)

ViPNet Coordinator HW 5  03.17; N2 17434 ot 02.05.2023
01.01;
01.03;
03.03;

0314

[lns 3aWnTbl KAHaNoB MAK, goctynHo

CBAA3U PA3NYHOIO YPOBHS, BUPTYanu3upoBaHHOe
6ecnpoBOAHbIX CeTeil NCNONHeHne

CBA3U U MyNIbTUCEPBUCHDBIX

ceten

ViPNet Coordinator HW 5  03.11;
01.01;
01.03;
03.03;

0314

NC 17434 ot 02.05.2023 Ceptucmkar coorsetctans OCH Poccun N2 CD/124-4972 ot 30.08.2024. MAK
COOTBETCTBYET Tpe6oBaHNAM K CPEACTBaM KpUNTOrpachnueckor 3aluTbl
nHgopmauny knacca KC3. Ceptudpuar coorsetcramus OCTIK Poccun N2 4831

0T 25.07.2024. fiBNsA€TCA MeXCeTeBbIM 3KpaHOM TUMNa A 1 b ueTBepToro knacca
3aUWWTHI ¥ CPEACTBOM 06HAPYXeHUs (MPEAOTBPALLEHIS) BTOPXKEHNUIA YPOBHS CETH

UYETBepTOro Knacca 3alinuTbl

Ceptucimkar OCB Poccum NO CO/124-4843 ot 03.04.2024, feiicTBuTeneH 10 30.03.2027. Cisco AnyConnect;
CepTudmkar OCB Poccum N2 CO/124-4844 oT 03.04.2024, neiicTuTeneH Ao 08.12.2025; Fortinet FortiClient
CK3M knacca KC1/KC2/KC3 (Windows); CK3U1 knacca KC1/KC2/KC3 (Linux)

Ceptudukarbl ®Ch Poccun no knaccam KC1, KC2, KC3

000 «Kop be3onacHoctn» Komnnekc 6€30macHOCTM N° 13885 ot 14.06.2022

«KOHTUHEHT» Bepcus &4

03.03;
03.04;
03.11;
0314

OpraHbl rocsnacty,
cy6bekTbl KN, KpynHbIA
11 cpeaHuin busHec

MAK + nuuieH3uns Mpsmon umnopt nonutuk - Check Point, FortiGate, Cisco, Palo
Alto;
MMNOPT NOAUTMK C Juniper u Apyrux MHOCTPaHHbIx MCI uepe3

npomexyTouHbi umnopt B Check Point

000 «Kop be3onacHoctu» Komnnekc 6e30nacHOCTH NC 13885 0T 14.06.2022

«KOHTUHEHT» Bepcus &4

03.03;
03.04;
03.11;
0314

OpraHbl rocBnactu,
cy6bekTbl KN, KpynHbli
1 CpeaHuin 6u3Hec

NAK+nuueH3ns Mpsmon umnopt nonutuk - Check Point, FortiGate, Cisco,
Palo Alto;
WMMNOPT MOANTUK C Juniper u ApYrux MHOCTPaHHbIX MCI yepe3

npoMeXyTouHbI UMnopt B Check Point

000 «Kop besonacHoctn» KoOHTUHEHT Al 4 031 N2 11557 0T 24.09.2021  OpraHbl rocBMACTH,
cy6bekTbl KNI, KpynHbii

1 CPefHNi 6U3Hec

Cy6bekTbl KUN;
[ocyaapCTBEHHbIE OpraHbl
11 OpraHu3aumu;
Onepatopb! MH;
OpraHusauum
(hMHAHCOBOTO CEKTOPa;
Hble opraHu3aumm,
KOTOPbIM HEO6X0AMMO

beccpounas nuueHsna

000 «KpunTo-TMpo» Kpuntollpo NGate N2 4330 ot 29.03.2018 B Bupe MAK unu B Bupe

MO ans ucnonb3oBaHus
B BUPTYaNbHbIX Cpefax

Cisco AnyConnect;
Check Point VPN;
Fortinet VPN;

Palo Alto VPN

AO «CekbloplIT» (Zecurion) Zecurion NGFW 03.01; NC 4616 oT 05.07.2018

0314

KpynHblid 1 cpeaHnin
OU3HeC, roccekTop

Cisco ASA;
Forcepoint NGFW;
FortiGate (Fortinet);
Fortinet;
CheckPoint;

Palo Alto;

Cisco

Juniper NGFW;
Palo Alto NGFW

AO «Conap Cekbloputu»  MPOrpamMMHbI KOMANEKC N2 24710 ot 15.11.2024
«0bHapyxeHne

" pearnposaHue»

03.14;
03.02;
03.07,
0315

03.11;

AO «Conap Cekbroputu»  Solar NGFW 03.03; N2 20043 ot 2711.2023 MAK n N0

03.04;
03.2;
0314

B2B, B2G Ceptudukaums OCTIK Poccun: YAz, UT.M3.A4.N3 n UT.COB.C4.M3

000 «C-Teppa Cudcllu»  C-Teppa COB NO 5345 0T 06.05.2019  Manbiit 6u3Hec, cpefHuin  MoctaBka uepes (OCTIK: COB ypoBHA ceTn 4 K. 3awWwuTbl, 4 yp. [loBepus. Cisco Secure IPS;

000 «C-Teppa Cudcln»

HNO «3wenon»

C-Teppa 3kpaH-M

MexceTeBoW 3KpaH

0312;
03.01;
03.04;
03.07;
03.09;
03.14;

B npouecce
peructpauuu B Peectpe
poccuiickoro N0

N© 240 ot 18.03.2016

Manbliii 6U3Hec, cpegHui

CErMEHT, KpYNHbIi BU3HeC,

LLOAbi

[insi He6oNbLUNX, CPEAHMX,

MocTaBka uepes
NapTHepoB B Buae
nNporpammHo-
annapaTHoro
komnnekca (MAK)

MAK

®CTIK: MM3 ypoBHs ceTw 4 K. 3aWnTbl, 4 yp. fOBEpUS;
Ceptudpnrar OCTIK Poccun B npoLiecce nonyyeHns

Ceptudmkar OCTIK Poccum N2 2574 ot 17.02.2012, cpok Aeicteus — 17.02.2026.

Palo Alto Networks
Next-Generation Firewall;
Fortinet FortiGate;

Check Point Next Generation
Firewall;

Cisco Firepower NGFW;

Check Point Quantum;

Juniper Networks SRX Series;
Sophos XG Firewall;
Barracuda CloudGen Firewall;
WatchGuard Firebox;
SonicWall NSa Series NGFW

03.03

CErMEHT, KPYMHbIN 6U3HEC,
LO/bt

NapTHepoB,
B Buge MNAK,

n160 MO - BO3MOXKHbI
annaparHble
CTONHEHUS COBMECTHO
UNN OTAENbHO

ot VPN-LUnto3a,

11 NPOrpamMMmHble

Ceptuchnkar OCTIK Poccum N2 4055 0T 24.12.2018, cpok AeicTBus - 2412.2028.
Tpebosanua gosepus (4), Tpe6osanua k COB, Mpodunu 3awmtbl COB (ceTn
YeTBEpTOro Knacca saurbl. UT.COB.C4.M3)

Palo Alto Networks Threat Prevention;
Fortinet FortiGate IPS;

Trend Micro TippingPoint;

Check Point IPS Software Blade;
McAfee Network Security Platform;
Juniper Networks SRX IPS;

Cisco Secure IPS

000 «C-Teppa Cudcln»

C-Teppa Knuent

N@ 5021 ot 03.12.2018;
N2 5019 o1 0312.2018

06ecneyuTb 3awuTy
nepenaBaemon
NH(opMaLn

11 yaaneHHoro Aoctyna
KoHeuHble paboune
CTaHLMW NoNb30BaTenein,
BCe CermMeHTbl 6u3Heca,
3alLMTa YAaNeHHoro

MocTaBka uepes
napTHepoB B BuAe
NporpammHoOro
obecneyeHns

OCB: CK31 KC1, CK3K KC2.

OCT3K: M3 B4, 4 yp. nosepus.

Ceptucpukar OCH Poccum N2 CO/114-4766 0T 14.02.2024, Cpok fencTBus - 14.02.2027.
CK3M KC1, ncni-1.

Cisco AnyConnect Secure Mobility Client;
Fortinet FortiClient VPN;

Check Point Remote Access VPN;

Palo Alto Networks GlobalProtect Client;

11 cucTema 06HapyxXeHUs
BTOPXXEHNI «PyOUKOHY

KpYMHbIX CETeM, Cisco Secure Firewall;

FortiGate (Fortinet)

Tpe6osaHus gosepus (2), TpebosaHus k M3, Mpodunb 3awmtsi M3 (A BTOpOro
AN NPOMbILMEHHbIX Knacca 3aubl. UT.M3.A2.M3), Tpebosanua k COB, Mpodunu 3awmtbl COB (ceTn
11 TPRHCMOPTHBIX 06HEKTOB BTOPOrO Knacca 3awutbl. UT.COB.C2.N3)

CpenHuit 6u3Hec; 6onblune AnnaparHas nnatdopma; Ceptucimkar cootBetcTaus OCTIK Poccum N 3905 ot 26.03.2018, cpok
KOpNnopaTuBHble cetyn BUpTYanbHas nnardopma AencTeus - 26.03.2026. Tpebosanus gosepus (4), Tpebosanusa k M3, Mpodunb

1 IHTEpPHET-NpoBalaepbl; 3awmTbl M3 (A yeTBepToro knacca awwTbl. UT.M3.A4.M3), Mpodunb 3awmtsl M3
KpYnHble KoprnopaTuBHble (b uetBepToro knacca sawwTbl. UT.M3.64.13), Mpodunb 3auwTel M3 (I yeTBepToro
cetu n LUOA; Knacca 3auol. UT.M3.14.M3), Mpodunb 3awmtsl M3 ([ yeTBePTOro KNacca 3auuTbl.
NPOMbILUNEHHbIE INT.M3.[14.113), Tpebosawusa k COB, Mpodyusn 3awmTsl COB (ceTn uetBepToro Knacca
11 TPAHCMOPTHBIX 06BEKTbI 3awuTbl. UT.COB.C4.M3)

MCNOMHEHUs COBMECTHO
AN OTAENbHO
ot VPN-LUnto3a

[ins He6onblnx, cpegHux, MAK

KpYNHbIX CeTe, Ans

N2 C/124-4767 0T 14.02.2024, cpok AecTBus - 14.02.2027. CK3U KC2, nen-3.
CepTucmkar OCTIK Poccun N2 4479 o1 2911.2021, cpok AencTaus - 2911.2026.
Tpe6osaHus gosepua(4), Tpebosawua k M3, Mpodunb 3auwtbl MI(B ueTseproro
Knacca sawwsl. T.M3.B4.M3)

®CB: CK3M KC1, CK31 KC2, CK3W KC3.

OCT3K: M3 B4, 4 yp. nosepus.

Ceprudpukar OCH Poccum NOCD/124-5015 ot 30.10.2024, cpok aeitcTeuns — 0111.2025,
CK3W KC3, ncn.7-5

NOCD /114-4755 0T 14.02.2024, CpoK AeicTeua - 14.02.2027, CK3U KC1, ucn.7-1.

Juniper Networks Pulse Secure VPN (lvanti Connect Secure);
OpenVPN (OpenVPN Access Client);
WatchGuard Mobile VPN

Joctyna

000 «l03eprenT» UserGate NGFW N 1194 ot 05.09.2016 Check Point Secure Gateways; Juniper SRX;
Palo Alto NGFW; Sophos SG;
Fortinet FortiGate; SonicWall NGFW;
Cisco Firepower; Huawei USG ;
Cisco ASA; Sangfor NGFW

Cisco Secure Firewall;

HMO «3wenon» MexceTeBol 3KpaH N2 240 ot 18.03.2016
1 cucTeMa 06HapyXeHns

BTOPXKEHNN «PYOUKOH»

CepTudpmrar OCTIK Poccum NO 2574 o1 17.02.2012, Cpok aenctsus - 17.02.2026.
Tpe6osaHua gosepus (2), Tpe6osarus k M3, Mpodusb 3awmuTtsl M3 (A BTOPOTO
NPOMbILLUIEHHbIX Knacca 3awmTbl. UT.M3.A2.N3), Tpe6osanusa k COB, Mpodunu 3awutsl COB (cetn
11 TPAaHCMOPTHbIX 06HEKTOB BTOPOro Knacca 3auurbl. UT.COB.C2.N3)

CpepnHuid 6u3Hec; 6onblune AnnapatHas nnatdopma; Ceptucmkar cootsetctaus OCTIK Poccum N2 3905 ot 26.03.2018, cpok
KOpNopaTuBHble CeTH BUPTYanbHas nnatdopma AencTena-26.03.2026. TpebosaHus gosepus (4), Tpe6osaHua k M3, Mpodunb

IBM Security Network IPS;
McAfee Network Security Platform (IPS);

Trend Micro TippingPoint CTeppa KnuexT A

N@ 10472 ot 06.05.2021;
N° 10470 ot 06.05.2021;

N2 10469 ot 06.05.2021

KoHeuHble paboune
CTaHLKN Nonb3oBatenen,
BCe CermeHTbl busHeca,
3alUMTa YAaneHHoro
aocryna

MocTaBka uepe3
NapTHepoB B BUAe
NpPOrpamMmHOro
ob6ecneueHns

Cisco AnyConnect Secure Mobility Client;

Fortinet FortiClient VPN;

Check Point Remote Access VPN;

Palo Alto Networks GlobalProtect Client;

Juniper Networks Pulse Secure VPN (Ivanti Connect Secure);

000 «H03epreiT» UserGate NGFW N 1194 ot 05.09.2016 Check Point Secure Gateways; Juniper SRX;

Palo Alto NGFW; Sophos SG;

Ha OTKPbITOM BO3ayxe

YHUBEPCA/IbHbIE LU/1K03bl BE3OMACHOCTU (UNIFIED THREAT MANAGEMENT, UTM)

Poccuiickui BeHaop

000 «Aiigeko CodprBep»

000 «bU3oH»

HasBaHue
POCCUNCKOTO
npoaykTa

Kop knacca N0
no Peectpy
0TeyeCTBEHHOro
no

MexceTeBo 3KpaH Ideco  15.03

UTM OCT3K

BI.ZONE Secure SD-WAN

ViPNet xFirewall 5

0213;
01.02;
02.01;
02.07;
021

03.03;
03.04;
03.12;
0314

PeecTtpoBas
3anucb

N2 18339 o1 02.08.2023

PeectpoBas 3anucb
N2 9005 ot 28.01.2021

N2 5923 ot 19.11.2019

CermeHT 6M3HeCa;
OpraHu3auum

KomnaHuu KpynHoro

1 CpeaHero 6usHeca
(NpoMblLNeHHOCTb,
roccekTop, hMHaHCOBbIN
CexTop, puTein u ap.)

¢ hunuanbHbIMm
CTPYKTYpaMi B pasHbix
0TpacnfxX IKOHOMUKM

OpraHn3aLym ¢ KpyrHoi
(0T 50 nnowaaok)
pacnpefieneHHoi CeTbio

[ins 3awnTbl
KOPMOpaTMBHbIX CETEM

Mopmart noctraBku

[lporpammHo-
annapTHbIA KOMMNEKC
C NpefyCcTaHOBNEHHbIM
M0. O6pa3 gns
06nauHoM
NHPACTPYKTYpbI,
cbopka Ans pa3BepTku
B MH(pacTpyKType
3akasumka
Pa3BepTbiBaHNe

B MHGpacTpyKType
3aKasumka unu B obnake
cepBuc-npoBangepa

MAK

Ceptudukatbl ®CTIK, ®Cb Poccuu

CepTudpmnrar coorsetctBus OCTIK Poccum N2 4503 ot 2812.2021, cpok

feincTus - 2812.2026. Tpebosanua gosepus (4), Tpe6osanus k M3, Mpodunb
3awmTbl M3 (A yeTBepToro knacca sawwtbl. UT.M3.A4.M3), Mpodunb 3awutsl M3

(b yetBepToro knacca 3aubl. UT.M3.54.113), TpeboBaHus k COB, Mpodunu 3awuThl

COB (ceTv uetBepTOro Knacca auuol. UT.COB.C4.M3)

Ceptudukar OCb CK3N KC1

Ceptudukar coorsetctBus GCTIK Poccum NO 4501 ot 2812.2021, cpok

feicTeus - 2812.2026. Tpe6osaHus gosepus (4), Tpebosanus k M3, Mpotunb
3awmTbl M3 (A yeTBepToro knacca sawwtbl. UT.M3.A4.M3), Mpodunb 3awutsl M3

(b uetseproro knacca sauwTbl. IT.M3.54.M13), Tpe6osanua k COB, Mpothnnm 3awwuTbi

3apy6exHble aHanoru (nHocTpaHHoe MO,
VMEHOLLEE CXOACTBO PYHKLNOHAMBHbIX
XapaKTepUCTIK C MPOrPaMMHbIM 06ecreyeHrem)

Fortinet FortiGate;
Huawei USG;
Check Point Next Generation Firewall;

Fortinet Secure SD-WAN. Fortinet;

Prisma SD-WAN. PaloAlto;

Cisco SD-WAN. Cisco;

VMware SD-WAN. VeloCloud;

Versa SD-WAN. Versg;

Huawei SD-WAN

Barracuda NGFW; Huawei USG;
Checkpoint Security Gateway; Juniper SRX;
Cisco ASA Firepower; Palo Alto NGFW;
Cisco Firepower; Sophos Firewall;

1 UHTEPHET-NPOBANAEPbI;
KpynHble KOPNopaTuBHble
cetu n LOA;
MPOMbILINEHHbIE

11 TPAHCMOPTHbIX 06 BEKTbI
Ha OTKPbITOM BO3flyXe

CUCTEMbI AHANTU3A TPAOWKA (NETWORK TRAFFIC ANALYSIS, NTA)

pynna komnauui «fapga» fapaa NDR

000 «NHTennekTyanbHas Security Vision UEBA
6e3onacHoCTbY

CermeHT 6M3HeCa;
OpraHn3auum

NO 3521 01 03.05.2017  KpynHblit U CpegHNi

613HeC

NO 364 oT 08.04.2016  KpynHbli, CPegHNN
1 Manblii. PasHble NuHenKm

[ONA pa3Horo macwraba

(dopmart NocTaBKm

Nuuensus (On-premise,
6eccpounas) /AMK

MoafepKKa yCTaHoBKM
B BUfE KOHTENHEPA,
Ha «ronoe Xenesoy,

B Buge 1SO 06pa3a,
RPM-nakeToB,

13 rpachnueckoro
WHCTannATopa

11 U3 KOMaHHOW CTPOKMU.

MoanepXxKa cuctem
BMPTYan13aLmun

3awmTbl M3 (A uetBepToro knacca auwrbl. UT.M3.A4.M3), Mpodunb 3awutsl M3

(b ueTseproro knacca auTbl. UT.M3.64.M13), Mpodunb 3awutbl M3 (I uetBepToro
Knacca awwtbl. UT.M3.14.N3), Mpodunb 3awutsl M3 (I ueTBEPTOro KNAcca 3awuTbl.
IUT.M3.014.13), Tpe6osaHus k COB, Mpodunn 3auwthl COB (ceTin yeTBepTOro KNacca
3awuTbl. UT.COB.CA4.N3)

Ceptudmkarbl CTIK, Ch Poccum

Ceptucunkar cootsetctaus GCTIK Poccum N 4613 ot 3110.2022, cpok
JHencTus - 1o 3110.2027. TpebosaHua nosepus (4), Tpebosaxus k COB, Mpodunu
3awuTbl COB (ceTw ueTBepToro knacca 3awmtbl. UT.COB.C4.N3)

3akntouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024;

Ceptudmkar coorsetcrana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);

CepTudmkar cootsetcteus OALL npu Mpe3ngente Pecny6nuku benapycb BY/112 02.02.
TP027 036.01 01673 0T 6 Aekabpa 2024 roaa (Mo Tpe6OBAHNAM TEXHUYECKOTO
pernamenTa TP 2013/027/BY).

Fortinet FortiGate; SonicWall NGFW;
Cisco Firepower; Huawei USG;
Cisco ASA; Sangfor NGFW
Cisco Secure Firewall;

3apy6exHble aHanoru (nHocTpaHHoe MO,
MMENOLLEe CXOACTBO PYHKLNOHAMbHbIX
XapaKTepUCTUK C MPOrPAMMHbIM 06ecreyeHmnem)

Cisco StealthWatch;

Flowmon Networks Flowmon;

RSA NetWitness Network;

FireEye Network Security;

RiverBed Alluvio NetProfiler Advanced Security Module

Splunk User Behavior Analytics (UBA);

Microsoft Defender for Identity (UEBA);

Exabeam Fusion SIEM & UEBA;

IBM QRadar User Behavior Analytics (UBA);
Varonis UEBA;

Forcepoint UEBA;

Rapid7 InsightIDR UEBA;

Darktrace Enterprise Immune System (EBA/UEBA);
Securonix Next-Gen SIEM & UEBA;

LogRhythm UEBA;

C-Teppa lOHuT

C-Teppa Lnio3

C-Teppa KN

N°20359 ot 14.12.2023;
N@ 6712 ot 09.06.2020;
N° 6704 ot 09.06.2020

NC 14721 o 05.09.2022;
NC 23651 o 12.08.2024;
NC 23649 0T 12.08.2024;
NC 23647 0T 12.08.2024;
NC 23421 oT 25.07.2024;
NC 23423 0T 25.07.2024;
NC 23422 0T 25.07.2024;
NC 23322 o 15.07.202%;
NC 23320 0T 15.07.2024;
NC 23321 0T 15.07.2024;
NO 23496 0T 30.07.2024

N° 1855 ot 23.09.2016

KoHeuHble paboune
CTaHLMM NONb30BaTENEH,
ACY T, 6aHKOMATb,
yAaneHHble yCTPONCTBa
6e3 OC, Bugeokamepbl,

3afnpaBoyHble CTaHLuK, BCe
CErmeHTbl bU3Heca, 3alwmTa

yAaNeHHoro Aoctyna

Bce cermeHTbl 6U3Heca

oT Manbix oucos Ao LIOA

LleHTpanbHble oducl

locTtaBka uepes
napTHepos, B Buge MNAK,
nn60 MO - BO3MOXHbI
annaparHble
UCTIONHEHUS UNK
nporpamMmHble
UCTIONHEHMS

lMocTaBKa yepes

NOCD/124-4756 0T 14.02.2024, CpoK AercTBUA — 14.02.2027, CK3U KC2, ncn.7-3.
Ceptudukar GCTIK Poccum NO 4479 ot 2911.2021, cpok AeicTeus — 2911.2026.
TpebosaHus gosepus(4), Tpebosanua k M3, Mpodunb 3awmtel M3(B uetsepToro
Knacca 3awwtbl. UT.M3.B4.M3)

OCh: CK3U KC1, CK31 KC2, CK31 KC3.

OCTIK: M3 A4, 4 yp. foBepus.

CepTudimkar OChb Poccum NOCD/124-4757 0T 14.02.2024, CpoK AeicTBUS — 14.02.2027,
CK3W KC1, ncn.6-1, NoCD /124-4758 ot 14.02.2024, cpok aeicTaus - 14.02.2027, CK3N
KC2, ncn.6-3, NoCD/124-4759 oT 14.02.2024, Cpok AeicTBrA — 14.02.2027, CK3U KC2,
nen.6-5.

CepTucinkar OCTIK Poccun N2 4476 ot 01.12.2021, cpok aenctaus - 01.12.2026.
Tpe6osaHus gosepus (4), Tpebosanusa k M3, Mpotunb 3awwtsl M3 A (uetBepToro
Kknacca awmrbl. UT.M3.A4.N3)

OCh: CK3U1 KC1, CK3 KC2, CK31 KC3.

OCT3K: M3 A4, M3 b4, 4 yp. noBepus.

Ceprucpukatsl OCB Poccum NOCD/114-4760 oT 14.02.2024, cpok feicTBuA — 14.02.2027,
CK3W KC1, nen.3-1; NoCO/124-4761 oT 14.02.2024, cpok AencTaus - 14.02.2027, CK3U
KC2, ncn.3-3; NoCQ/124-4762 oT 14.02.2024, CpoK feidcTBUA — 14.02.2027, CK31 KC3,
nen.3-5; NoCO/114-4768 oT 14.02.2024, Cpok AeicTBUA — 14.02.2027, CK3M KC1, ncn.3-7;
NOCD/124-4769 0T 14.02.2024, CpoK AeicTBuA — 14.02.2027, CK3U KC2, ucn.3-9;
NOCD/124-4770 0T 14.02.2024, CpOK AeicTBms — 14.02.2027, CK3 KC3, nen.3-11.
Ceptudmkarsl OCTIK Poccum NO 4477 ot 30.11.2021, cpok aeicTBus - 30.11.2026.
Tpe6osaHus gosepus (4), Tpebosanus k M3, Mpotunb 3auwtbl M3 A (uetBepToro
Knacca 3awmtbl. UT.M3.A4.M3);

NO 4478 ot 30.11.2021, cpok felicTeus — 30.11.2026. Tpebosanus aosepus (4),
Tpebosanua k M3, Mpodunb 3auwThl M3 b (4eTBEPTOrO KNAcca 3auiuTh.
IAT.M3.54.M13)

CepTudpukaums B pamkax C-Teppa KnueHt

OpenVPN (OpenVPN Access Client);
WatchGuard Mobile VPN

Cisco AnyConnect Secure Mobility Client;
Cisco ASA / Cisco Firepower VPN Gateway;
Fortinet FortiGate VPN Gateway;

Check Point Quantum VPN Gateway;

Palo Alto Networks GlobalProtect Gateway;
Juniper Networks SRX VPN Gateway;
Barracuda CloudGen Firewall VPN Gateway;
WatchGuard Firebox VPN Gateway;
SonicWall Network Security Appliance (NSA)
Cisco ASA / Cisco Firepower VPN Gateway;
Fortinet FortiGate VPN Gateway;

Check Point Quantum VPN Gateway;

Palo Alto Networks GlobalProtect Gateway;
Juniper Networks SRX VPN Gateway;
Barracuda CloudGen Firewall VPN Gateway;
WatchGuard Firebox VPN Gateway;
SonicWall Network Security Appliance (NSA)

Cisco Secure Firewall Management Center (FMC);

COB (ceTv ueTBepToro Knacca sawwtbl. UT.COB.C4.M3), 36

Ceprudpukar coorserctaus OCB Poccun NO CD/124-4972 oT 30.08.2024. MAK
COOTBETCTBYET TpeGoBaHMAM K CPEACTBAM KpUNTOrpadhMueckoil 3alnTbl
nHdopmaumn knacca KC3. Ceptudpmkar coorsetctaus OCTIK Poccun NO 4831

0T 25.07.2024. ABNAeTCA MexceTeBbiM 3KpaHOM Tuna A n b yeTBepToro knacca
3aLUNTBI U CPEACTBOM 06HAPYXEHMS (MPEAOTBPALLEHIS) BTOPXKEHNIT YPOBHS CETH
UeTBEPTOro KNacca 3aluTbl.

Ceptudpnrar OCTIK Poccun NO 4863 0T 8 0KTAGPS 2024 roga:

no 4 knaccy 3awwsl M3 (IT.M3.54.M3) «Mpodusb 3aLATbl MEXCETEBbIX IKPAHOB
Tina «b» yeTBepToro Knacca 3awutbi» UT.M3.b4.MN3;

no 4 knaccy 3awwtsl M3 (UIT.M3.4.N3) «Mpodusib 3auimTbl MEXCETEBbIX IKPAHOB
TiNa «M» YeTBepToro Knacca 3awmrbl» UT.MI.M4.MN3;

10 4 knaccy 3awutbl COB ypoBHs cetu (UT.COB.C4.M3) «Mpodunb 3awuTsl cuctem
06HApYXEeHNs BTOPXXEHNI YPOBHSA CeTU ueTBepTOro knacca» UT.COB.C4.M3;

10 4 ypoBHio JoBepus (Y 4)«Tpe6oBaHns No 6e30MacHOCTI MHOpPMALWHY,
yCTaHaBNUBAtOLLME YPOBHM JOBEPISA K CPEACTBAM TEXHUUYECKOW 3aLLNTI
VH(OPMaLLMN 1 CpefcTBaM obecneyeHns 6e30nacHOCTY NHOPMALMOHHBIX
TEXHONOrn»

Fortinet Fortigate; Sophos SG (VMware, VirtualBox,

Hyper-V, Xen, Parallels,
KVM). NMoanepxusaetca
YCTaHOBKa B 061ake

1 on-prem.

On-premise

Fortinet FortiSIEM UEBA;

Palo Alto Networks Cortex XDR (skntouaet UEBA);
Cisco Secure Analytics (ex. Stealthwatch);
Huntsman Security UEBA

B OCHOBHOM, BO3MOXHO ~ MapTHEpOB, BO3MOXHA

BCE CermeHTbl bu3Heca nocraska B suge M0,

ot menkux opucos Ao LIOJ nu6o Bmecte
€O cneumnanusu-
POBaHHbIM CEPBEPOM
B Buae MAK. Cuctema
LieHTPaNnn30BaHHOIO
ynpaseHus ABNAeTca
ONLMOHANbHON, 6e3 Hee
MOXHO TaKXe HacTpouTb
CETb BPYUHYHO

Bce cermenTbl 613Heca locTaBka yepes

ot menkux opucos Ao LIOJl napTHepos B Buae
MAK - nporpammHo-
annaparHblil KoMANeKc

OCh: CK3U KC1, CK31 KC2.

OCT3K: M3 B4, 4 yp. nosepus.

Ceprudpuar OCH Poccum NO CO/114-4766 0T 14.02.2024, Cpok AedcTus - 14.02.2027.
CK3W KC1, ncn-1.

N CQ/124-4767 oT 14.02.2024, Cpok AeicTBUs - 14.02.2027. CK3W KC2, ncn-3.
CepTuchmkar OCTIK Poccun N2 4479 o 2911.2021, cpok AencTBus - 2911.2026.
Tpe6osarus gosepua(4), Tpebosawua k M3, Mpocunb 3auwtsl M3 B (B uetseproro
Knacca 3awmrbl. UT.M3.B4.M3)

Fortinet FortiManager;

Check Point Security Management Server (SMS);
Palo Alto Networks Panorama;

Juniper Networks Junos Space Security Director;
Sophos Central;

WatchGuard Dimension;

Barracuda Firewall Control Center

ViPNet Coordinator HW 5  03.17; N2 17434 o1 02.05.2023
01.01;
01.03;
03.03;

0314

[lns 3aWnTbl KAHANOB MAK, gocTynHo

CBAI3M Pa3/IMUHOr0 YPOBHS, BUPTYann3npoBaHHOE
6ecnpoBOAHbIX ceTeil NCNONHeHne

CBSAI3W W MyNbTUCEPBUCHBIX

cetent 000 «Caibep/lumea»

(UDV Group)

UDV NTA - cucrema
BbISIBNIEHNS Yrpo3
6€30MacHOCTI Ha OCHOBE
aHanu3a ceTeBoro
Tpaduka, koTopas
no3BONSET BUAETb
AKTUBHOCTb Kak

Ha nepumeTpe, Tak

1 BHYTPU CETU

000 «CkaitfiHC» (SkyDNS) SkyDNS

Mnanupyetcsa
perucTpauus K nioHio
2025+

Arista NDR;

Vectra Al;

Cisco SNA;

ExtraHop RevealX NDR;
Corelight Open NDR Platform;
Darktrace Detect;

FortiNDR

Ceprudpukar cootsetctaua OCTIK Poccun NO 4719 (B pamkax cepTuchukara Ha UDV
DATAPK Industrial Kit)

3aLmTa KOpNopaTuBHbIX
ceTen

000 «KoHdmpeHT» MexceTeBo 3KpaH 03.03 NC 21831 ot 15.03.2024
npuknagHoro yposHa WAF

Dallas Lock

Pewenne moxet 6biTb lporpammHas
1CMONb30BaHO pa3pa6oTka B Buge
B MHOTOMO/Mb30BATENbCKNX MPaBa
aBTOMATU3MPOBAHHbIX Ha Mcnonb3oBaHne
cuctemax (AC),
NH(OPMALMOHHBIX
cUCTEMAX NePCOHANbHbIX
AaHubix (UCNAH),
TOCYAPCTBEHHbIX
NH(OPMALMOHHBIX
cuctemax (T1C),
aBTOMATU3MPOBAHHbIX
cUCTEMAX ynpaBneHus
TEXHONOrNYeCKMMU
npoueccamu (ACY Tr)

11 NPV 3aLLUTe 3HAUNMBIX
06BEKTOB KpUTUUECKOW
WH(OPMALIMOHHON
uHdpactpyktypbl (KUK)
B2B, B2G

Wallarm;

F5 BIG-IP Application Security Manager (ASM);
Barracuda Web Application Firewall (WAF);
Citrix NetScaler AppFirewall

C-Teppa LLnto3 DP N2 23496 ot 30.07.2024;
N° 23649 ot 12.08.2024;

N© 23422 ot 25.07.2024

MCh: CK3U KC1, CK311 KC2, CK31 KC3.

OCTIK: M3 A4, M3 b4, 4 yp. noBepus.

CepTudimkar OCb Poccum N2 CO/114-4763 0T 14.02.2024, Cpok AeicTBUS ~ 14.02.2027,
CK3W KC1, nen.5-1; N CO/124-4764 oT 14.02.2024, Cpok aeicTeus - 14.02.2027. CK3U
KC2, ncn.5-3; N C/124-4765 0T 14.02.2024, Cpok AeiicTms — 14.02.2027, CK31 KC3,
nen.5-5; NO CO/114-4771 ot 14.02.2024, cpok feidcTBua — 14.02.2027, CK31 KC1, ncn.5-7;
NO CO/124-4772 oT 14.02.2024, Cpok AeicTeus - 14.02.2027. CK3W KC2, ncn.5-9;

NO C/124-4773 0T 14.02.2024, CpoK feidcTBMA — 14.02.2027, CK31 KC3, ncn.5-11.
Ceptucimkar OCTIK Poccum N2 4477 ot 30.11.2021, cpok AeitcTaus - 30.11.2026.
Tpe6osaxus gosepus (4), Tpebosanus k M3, Mpotunb 3auwtsl M3 A (yetBepToro
Kknacca 3awmrbl. UT.M3.A4.M3);

NO 4478 ot 30.11.2021, cpok aeicTeua - 30.11.2026. TpebosaHus gosepus (4),
Tpe6osaua k M3, Mpodunb 3auwTel M3 b (4eTBEpTOrO KNACCA 3aUWTL.
IAT.M3.54.113)

Bce cermeHTbl 6U3Heca MocTaBka uepes OCB: CK311 KC1, CK31 KC2. Cisco Secure IPS;

ot menkux ohncos Ao LIOA naptHepos, B Buge NAK, Ceptudukatsl @CBb Poccum N CD/114-5016 oT 30.10.2024, cpok aeiicTBua — 0111.2025. Palo Alto Networks Threat Prevention;
160 MO - Bo3amoxHbl  CK3M KC1, ncn.8-1; Fortinet FortiGate IPS;

annaparHble NO C/124-5017 oT 30.10.2024, cpok AeiicTus - 01.11.2025. CK3U1 KC2, cn.8-3 Trend Micro TippingPoint;
ICTIONHEHUs COBMECTHO Check Point IPS Software Blade;

1NN OTAENbHO McAfee Network Security Platform;

ot VPN-LlUnto3a, Juniper Networks SRX IPS

11 NPOrpamMMmHble
MCMOMHEHUS COBMECTHO
1NN OTAENbHO

ot VPN-LUnto3a
locTaBka yepe3
NapTHepoB, B BUAe
NpOrpamMmHoro
NCMOMHEHNA

Thales (High Speed Encryptors);
Cisco Nexus MACsec;
Certes Networks (Certes Enforcement Point);

N° 1084 ot 01.06.2016 RAD SecFlow SEC (unu EtherAccess Encryptors)

Cisco Umbrella;
Fortinet;

Palo Alto;

WebRoot;
DNSFilter

KpynHbli, CPERHNIA, Manbld INeKTPOHHAsA nuueHsua  He Tpebyetcs
Ha nonb3oBarens

AO «Conap Cekbloputu»  Mopynb Solar NTA MK N2 24710 ot 1511.2024
«06HapyxeHue

W pearmpoBaHuex»

03.14;
03.02;

Mogynb Solar NTA
[OCTYMeH Kak B COCTaBe
03.07; KOMMNNEKCa, Tak

0315 1 OTAeNbHO

Cepeuc Solar - Avanus cetesoro Tpachmka (NTA) - aHanu3 ceTeBoro Tpadiika 1 BbIIBNIEHUE BHEWHNUX U BHYTPEHHMX yrpo3 24/7 Ha 6a3e TexHonorun NTA

LUN103bl UHOOPMALIMOHHOM BE3OMACHOCTU (SECURE WEB GATEWAY, SWG)

C-Teppa TLS Linio3 N2 25638 ot 20.12.2024

Cepeuc Solar - 3awuTa ot cetesbix yrpo3 (UTM).

3awyTa ceT KOMNaHUM Nojd ynpaBneHnem 3KCNepToB LEHTPa

npoTuBogencTaus knbepatakam K «Conap»

C-Teppa 3kpaH-M 03.2; 03.09;
03.07; 03.14;
03.04; 0315
03.07;

AO «Conap Cekbtoputn» Cepsuc Sangfor;

3apy6exHble aHanoru (nHoctpaHHoe MO,
Huawei

MMetoLLLee CXOACTBO (YHKLMOHAMbHBIX
XapaKTePUCTUK C MPOTrPAMMHbIM 06ecreyeHmnem)

PeecTtpoBas
3anncb

CermeHT 6M3HeCa;

opraHusauum @®opmar noctaBkn |Ceptucukarsl QCTIK, ®Cb Poccun

Check Point Next Generation
Firewall;

Barracuda CloudGen Firewall;
WatchGuard Firebox;
SonicWall TZ/NSa Series
Check Point Secure Gateways; Juniper SRX;

Palo Alto NGFW; Sophos SG;

Fortinet FortiGate; SonicWall NGFW;

Cisco Firepower; Huawei USG ;

Cisco ASA; Sangfor NGFW

Cisco Secure Firewall;

000 «C-Teppa Cndcln» B npouecce Manblit 6U3Hec, CpeaHui
peructpauuu B Peectpe CermeHT, KpYnHblv GU3HeC,

poccuitckoro MO LIOAbi

locTaBKa yepe3
napTHepoB B Buae
nporpammHo-
annaparHoro
komnnexca (MAK)

CpenHuin 6usHec; 6onblme AnnapatHas nnatdopma; Ceptudpmkat cootsetctaus OCTIK Poccuum N 3905 ot 26.03.2018, cpok
KOpnopaTuBHble cetun BUpTYanbHas nnargopma AencTBus - 26.03.2026. Tpebosanus gosepus (4), Tpebosanusa k M3, Mpothunb

1 MIHTEpPHET-NpoBaKaepbl; 3awmTbl M3 (A yeTBepToro knacca sawwrbl. UT.M3.A4.M3), Mpodunb 3awmtsl M3
KpynHble KoprnopaTuBHble (b uetBepToro knacca sauwTbl. UT.M3.54.13), Mpodunb 3auwtsl M3 (I yeTBepToro
cet n LUOA; Knacca 3aubl. UT.M3.14.N3), Mpodunb 3awmtsl M3 ([ ueTBepTOro KNacca 3auuTbl.
NPOMbILINEHHbIE INT.M3.[14.113), TpebosaHusa k COB, Mpodyunu 3awmTsl COB (ceTnt ueTBepToro Knacca
1 TPAHCMOPTHBIX 06BEKTbI 3awuTbl. UT.COB.C4.M3)

Ha OTKPbITOM BO3/lyXe

OCT3K: MM3 ypoBHs ceTu 4 Kn. 3aWuTbl, 4 yp. fOBEpUs;
Ceptudpmrar OCTIK Poccun B npoLiecce nonyyeHns

Cisco Firepower;

Palo Alto Networks
Next-Generation Firewall;
Fortinet FortiGate;

AO «CekbloplT» (Zecurion) Zecurion SWG N2 4616 ot 05.07.2018  KpynHbiit n cpeaHui

6U3Hec, roccekTop

Trend Micro;
Cisco;

AT&T,;
Barracuda;
Verizon

WebRoot;
DNSFilter

On-premise Forcepoint;
Fortinet;
McAfee;
Symantec;

Check Point;

Cisco Umbrella;
Fortinet;
Palo Alto;

CepTucnumpoBaHHas Bepcus Solar webProxy BHeceHa B peectp ®CTIK Poccum kak — Cisco SWA/WSA;

«Komnnekc MexceTeBoil 3KkpaH Solar» 1 COOTBETCTBYET Tpe6oBaHUAM Forcepoint SWG;

Mo 6€30MaCcHOCTY, YCTaHaBNMBAIOWMM YPOBHY 10Bepus (4 yposeHb) n Tpebosanuam Fortinet FortiGate/FortiProxy;

K MeXCeTeBbIM 3KpaHam no NpoduNIo 3aluTbl MeXCeTeBbIX 3kpaHoB UT.M3I.64.N3.  Kerio Control;

Ceptudpmkar coorsetctBus OCTIK Poccun N 4784 ot 05.03.2024, CpOK AeicTBUA — McAfee Web Gateway;

05.03.2029. Quantum Security Gateway (Checkpoint);
Symantec Protection Suite Enterprise Edition/Proxy SG;
TrendMicro SWG

Cisco Secure Web Appliance;

Trend Micro SWG;

Symantech ProxySG;

McAfee SWG;

Microsoft TMG

000 «l03eprenT» UserGate NGFW 03.02; N2 1194 ot 05.09.2016
03.03;

03.04;

03.06;

03.11;

0312

0314

000 «CkaitIHC» (SkyDNS) SkyDNS N2 1084 o1 01.06.2016  KpynHblil, CpesHui, Manblii INeKTPOHHas NuLeH3ns He Tpebyetcs

Ha nonb3osarens =
C-Teppa BupTyanbHbin N° 1888 ot 23.09.2016

LLnto3

OCb: CK3U KC1. Cisco ASAv (Adaptive Security Virtual Appliance);
OCTIK: M3 b4, 4 yp. noepus. Fortinet FortiGate VM;

Ceprucpukatbl CB Poccum NOCD/114-4760 ot 14.02.2024, cpok AeidcTBUs — 14.02.2027, Check Point CloudGuard Network Security Virtual Gateway;
CK3M KC1, ucn.3-T; Palo Alto Networks VM-Series Virtual Firewalls;
NOCD/114-4768 0T 14.02.2024, CpoK AeicTBUA — 14.02.2027, CK3U KC1, ucn.3-7. Juniper Networks vSRX Virtual Firewall;
Ceptudpmkar OCTIK Poccum NO 4478 ot 30.11.2021, cpok aenctaus - 30.11.2026. Barracuda CloudGen Firewall Vx;

Tpe6osaus gosepus (4), Tpebosanua k M3, Mpodwunb 3awmtel M3 b (etBeptoro  Sophos Firewall Virtual Appliance (Sophos XG VM);
Knacca 3awmtbl. UT.M3.54.113) WatchGuard FireboxV (Virtual Edition);

SonicWall NSv Series Virtual Firewall

Check Point Secure Gateways; Juniper SRX;

Palo Alto NGFW; Sophos SG;
Fortinet FortiGate; SonicWall NGFW;
Cisco Firepower; Huawei USG;

Cisco ASA; Sangfor NGFW
Cisco Secure Firewall;

Manbii 6u3Hec, CpegHui

CermeHT

AO «Conap Cekbloputu»  Solar webProxy NO 5984 01 1911.2019  B2B, B2G BuptyanbHoe

ncnonHexHue

CUCTEMbI KOHTPO/IA AOCTYMNA K CETW (NETWORK ACCESS CONTROL, NAC)

Kop knacca NO
ggzg:l;lr:oro no Peectpy PeectpoBas
0TeYeCTBEHHOro |3anucb

NpoAyKTa Mo
000 «lasundopmcepsuc» Efros Defence Operations: 03.01;
mogynb Network Access  02.08;
Control 03.07
Cucrema ynpasneHus 03.01;
CeTeBbIM JOCTYNOM 02.08;
WNAM 2 03.02;
0317

3apy6exHble aHanoru (MHocTpaHHoe MO,
MMEKLLEE CXOACTBO PYHKLNOHANBHBIX
XapaKTepUCTUK C MPOrpaMMHbIM obecrneyeHmem)

000 «l03epreinT» UserGate NGFW N 1194 01 05.09.2016  CpeaHui  Manbiil 6u3Hec; AnnapatHas nnatopma; Ceptudmkar cootetctBus OCTIK Poccum NO 3905 ot 26.03.2018, cpok

KpyNHble KOPMOPaTUBHbIE  BUPTYaNbHas Nnatdopma AencTBus-26.03.2026. Tpebosanusa gosepus (4), Tpe6osaxus k M3, Mpodusb

cetu n LIOA 3awmTbl M3 (A uetBepToro Knacca sauhl. UT.M3.A4.M3), Mpodunb 3awuthl M3
(b uetBepToro Knacca sauTol. UT.M3.64.N13), Npodunb 3auwTel M3 (I yeTBepToro
Knacca auwwrbl. UT.M3.14.N3), Npocunb 3auwtsl M3 (I UeTBEPTOro KNacca 3auuTbl.
I1T.M3.[14.N3), Tpebosakus k COB, Mpodunu 3awwthl COB (ceTn yetBepToro Knacca

3awuThl. UT.COB.C4.N3)

CermeHT 6M3Heca;
OpraHmsauum

000 «l03eprenT» UserGate NGFW NO 1194 ot 05.09.2016  CpepHui 6u3Hec; 6onblime AnnapatHas nnatopma; Ceptudpukar coorsetcTBus OCTIK Poccun N2 3905 ot 26.03.2018, cpok
KOPMNopaTuBHble cety BUPTyanbHas nnaropma aencTBus - 26.03.2026. Tpe6osaHus gosepus(4), Tpebosanusa k M3, Mpodunb

1l IHTEPHET-NPOBaNAepbI; 3awmTbl M3 (A yetBepToro knacca sawwrbl. UT.M3.A4.M3), Mpodunb 3awutsl M3
KpynHble KoprnopaTuBHble (b uetBepToro Knacca sauwTbl. UT.M3.54.M13), Npodunb 3auywtel M3 (I ueTBepToro
cetv u LIOA; Knacca 3awwTbl. UT.M3.M4.N3), Mpodunb 3awmtbi M3 ([ 4eTBEPTOro KNACCA 3ALMUTHI.
MPOMbILLNEHHbIE INT.M3.[14.N3), Tpe6oBaHus k COB, Mpodunu 3awwtsl COB (ceTnt uetBepToro Knacca
11 TPAHCMOPTHbIX 06BEKTbI 3awuThl. UT.COB.C4.M3)

Ha OTKPbITOM BO3ayxe

Poccuiickuin BeHpop ®opmar nocraBku |Ceptudhmkarbl @CTIK, ®Ch Poccum

N° 18615 ot 22.08.2023 Cisco ISE;

Aruba Clear Pass;
Portnox;

Cisco ISE;

Aruba ClearPass;
Huawei AC Campus;
FortiNET FortiNAC;

Microsoft NPS;

FortiNAG;
ForeScout

CepTudpmkar cootsetctBus OCTIK Poccun NO 4618 0T 0712.2022, CpOK ENCTBUS —
0712.2027. Tpe6oBanus nosepus (&), T

000 «Hetamc» N2 26381 07 12.02.2025  BaHKu, NpOM3BOACTBEHHbIE On-premise Her (He TpebyioTca 409 AAHHOMO Knacca cuctem)
KOMNaHNu,

TrOCYAAPCTBEHHbIe

npeanpuaTus, HedTHON

6U3HeC U T. m. - Nto6as

CEPBUC ITOCT VPN

VMPAB/TIEHUE KOHOUIYPALMEN CETEBbIX YCTPONCTB (NETWORK CONFIGURATION MANAGEMENT, NCM) HasBaHue

Kopg knacca NO

no Peectpy 3apy6exHbie aHanoru (nHoctpaHHoe MO,

PeectpoBas

000 «l03eprenT»

UserGate Client (kak areHT 03.03;

3KOCUCTEMDI
6esonacHoctn UserGate
SUMMA), cepsep
ynpasnenus UserGate
Management Center,
cepBep aHanuTuKm
UserGate Log Analyzer

03.02;
0314

N2 13087 ot 21.03.2022

OpraHuM3auus, UMeloLLas
NOKAbHYI0
6ecnpoBogHyio/
NPOBOAHYIO CETb,
HYXAMLLYI0Cs B 3alyuTe
NOAKMIOUEHNSA K Hell

bustec nio6oro
MacclTaba, roc.oprambl

MporpaMMmHblii NPOAYKT;
Mo CepBUCHON MOZENN
Security as a Service

FreeRADIUS, tacplus

Check Point Harmony Endpoint;
Cisco AnyConnect;

Exabeam UEBA;

Forcepoint UEBA;

Fortinet FortiClient;

Palo Alto Cortex XDR;

Qradar UEBA;

Securonix UEBA

000 «rasundopmcepsuc» Efros Defence Operations: 03.01;
mopynb Network 02.08;
Assurance

CermeHT 6M3HeCa;
OpraHu3auuu

CermeHT 6M3HeCa;
OpraHmsauum

(dopmart nocTaBKm

(DopmaT NnoCTaBKu

Ceptudukarbl PCTIK, ®Ch Poccum

CepTucukar coorsetctaua GCTIK Poccum N 4618 ot 0712.2022, CpOK feACTBUA —
0712.2027. Tpe6oBaHua nosepus (4), TV

Ceptudpmkatbl @CTIK, CB Poccum

3apy6exHbie aHanoru (MHocTpaHHoe MO,
MMEeNoLLee CXOACTBO (PYHKLMOHANbHbIX
XapaKTepUCTUK C MPOrPaMMHbIM 06ecreyeHmnem)

ManageEngine Network Configuration manager;
Skybox Network Assurance;
SolarWinds Configuration Manager

3apy6exHble aHanorn (nHocTpaHHoe MO,
MMELLEe CXOACTBO (PYHKLNOHANbHBIX
XapaKTepUCTUK C NPOrpaMMHbIM 06ecneyeHnem)

Poccuiickuin BeHaop

AO «Conap CeKbroputu»

poccuiickoro
npogyKTa

Lndposanue kaHanos cas3u (TOCT VPN).
MoCTpoeHwe 1 IKCNNYaTaLms 3aLNLLEHHbIX CETE C MCNOb30BAHNEM

cepTudmumpoBaHHbix CK31

B2B, B2G

(DopmaT NnoCTaBKu

Cepsuc

Ceptudpmkatbl @CTIK, CB Poccum

CepBuC aTTeCTOBaH M0 BbICIIEMY KNACCy 3aUNTbl IHGOPMALMOHHbIX CHCTEM
nepcoHanbHbix AanHbix (CM/H) v rocyaapcTBeHHbIX MHGOPMALMOHHbIX cucTem (TNC)

MMEIoLLLEe CXOACTBO (YHKLMOHANbHBIX
XapaKTePMCTUK C MPOTrPaMMHbIM 06ecneyeHmnem)

000 «rasundopmcepsuc» Efros Defence Operations: 03.01; N218615 ot 22.08.2023
mopynb Firewall 02.08;
Assurance; Mogynb

Change Manager

Ceptudpmkar cootsetctBus OCTIK Poccun NO 4618 oT 0712.2022, CpoK AENCTBUS —
0712.2027. Tpe6oBaHus gosepus (4), TY

ManageEngine Firewall Analyzer;
Skybox Firewall Assurance;
Algosec Firewall Analyzer;

Tufin Enterprise

1 MEXCeTeBO( IKpaH
UserGate NGFW

BE3OMACHbIE MOYTOBbIE LLU/T03bl (SECURE EMAIL GATEWAY, SEG)

Kop knacca NoO

Ha3BaHue no Peectpy

poCCUiicKoro
npoaykta

BI.ZONE Mail Security

3apy6exHble aHanoru (MHocTpaHHoe M0,
MMEHoLLEe CXOACTBO PYHKLMOHANBHbIX
XapaKTepUCTUK C MPOrpamMMHbIM o6ecrieyeHnem)

PeectpoBas CermeHT 6u3HeCa;

Poccuitckuin BeHaop opraHusauuu

®opmart nocraBku |Ceptudmkarbl @CTIK, ®Ch Poccum T e LR )

MMetoLLLee CX0ACTBO (YHKLNOHANbHbBIX
XapaKTePUCTUK C MPOTPaMMHbIM 06ecneyeHmnem)

CermeHT 6M3HeCa;

opraHusaumm (DopmaT NnoCTaBKu

Ceptudpmkatbl @CTIK, ®CB Poccum

000 «bU3oH» 0213 B CTafuu peructpauun  Mopxoaut ans 061auHbIN CepBuc

OpraHu3aLui No6oro TMNa 1 on-premise peleHne
B2B, B2G Cepsuc

Proofpoint;

Mimec

000 «rasundropmcepuc» Efros Defence Operations: 03.01; N° 18615 ot 22.08.2023
mopynb Integrity Check  02.08;

Compliance 03.07

Ceptudpmkar cootsetctBus OCTIK Poccun NO 4618 oT 0712.2022, CpoK AENCTBUS —
0712.2027. Tpe6oBaHus fosepus (4), TY

Tripwire Enterprise

AO «Conap Cexbtoputu»  Cepsuc Solar - SEG.

be3onacHas 3nekTpoHHaa nouta c 3KCI19pTHOI7I HOﬂﬂep)KKOl;l no noanucke

UserGate NGFW 03.02; N@ 1194 ot 05.09.2016
03.03;
03.04;
03.06;
03.11;
03:12;
0314

000 «l03eprenT» CpegHuii 1 manblii 6u3Hec; AnnapatHas nnatdopma; Ceptudpukar cootsetctaus OCTIK Pocciun N2 3905 ot 26.03.2018, cpok

KpynHble KOPNopaTUBHbIE  BUPTYa/bHas Nnarthopma aencTeus - 26.03.2026. TpebosaHus gosepusa(4), Tpe6osanua k M3, Mpodunb

cetv n LIOA 3awuTbl M3 (A yeTBepTOro Knacca sauuTbl. UT.M3.A4.M3), Mpodunb 3awuTel M3
(b uetBeptoro knacca 3awwrbl. UT.M3.54.13), Mpodunb 3awwtel M3 (I ueTBepToro
Knacca 3aubl. UT.M3.M4.N3), Mpodunb 3awmtsl M3(/] YeTBEPTOro KNAcca 3aliuThl.
UT.M3.[4.N3), Tpebosatus k COB, Mpochunu 3auwTbl COB (ceTin ueTBepToro knacca
3auuTbl. UT.COB.C4.M3)

Check Point Secure Gateways; Juniper SRX;
Palo Alto NGFW; Sophos SG;
Fortinet FortiGate; SonicWall NGFWw;
Cisco Firepower; Huawei USG;
Cisco ASA; Sangfor NGFW
Cisco Secure Firewall;

* 3apy6exHble aHaNorM POCCUMCKOro NPOAYKTa YKa3aHbl HA OCHOBE AaHHbIX KaTanora "imnopTto3ameuieHue"” APMM u LleHTpa KomneTeHuui No uMnoptosamelleHuio B cchepe UKT

CTtpaHuua 1
Source: companies’ data, The Vision, ComNews. Information correct as of March 2025 / laHHble komnaHui, VISION n ComNews Ha mapT 2025 ©ComNews Group, 2025




ECOMNEWS Bosmo

Ctpaternueckue  :lju
napTHepbl njie

BbIAB/TEHNE U NPEAOTBPALLEHNE LIENEBBIX ATAK

UserGate

MapT 2025

[FARPA A

CUCTEMbl OBHAPY)XEHWSI U PEATUPOBAHWNSA HA YIPO3bl HA PABOUNX CTAHLMAX MO/Tb30BATE/EN («<KOHEYHbIX TOUKAX») (ENDPOINT DETECTION AND RESPONSE, EDR)

Kop knacca No
no Peectpy PeectpoBas
0TeyeCcTBEHHOro |3anucb

HasBaHue
poccMmncKoro
npogykra

BI.ZONE EDR

Poccuiickuin BeHgop

000 «BbU30oH» N° 6493 ot 07.04.2020

ViPNet EndPoint
Protection

AO «lHdhoTeKC» N@ 8640 ot 31.12.2020

CermeHT 6M3Heca;
OpraHmsauum

Opraxu3sauuu ot 200
KOHEUHbIX TOUeK

[ins o6ecneyeHuns
3aLUMLLEHHOCTH

Mopmart nocraBku

Pa3BepTbiBaHue

B MH(paCTpyKType
3aKa3unka

nK

Ceptuchmkarbl OCTIK, OCb Poccum

Oxunpaerca nonyyeHne 8 mae 2025 roga

CepTudhukar coorsetctans OCTIK Poccum NO 4666 oT 22.03.2023, cpok
feicteus - 22.03.2028. Tpebosanusa nosepus (4), Tpe6osaHus k M3, Mpodunb

3apy6exHbie aHanoru (nHoctpaHHoe MO,
MMEeHoLLee CXOACTBO PYHKLMOHANbHbIX
XapaKTePUCTUK C NPOrpamMMHbIM 06ecreyeHrnem)

Sentinel;
Crowdstrike;

Wa

SentinelOne;

Check Point Harmony;

CPEACTBA 3AWLNTbI UHOPACTPYKTYPbI

CPEACTBA YMPAB/IEHUA COBbITUAMU NUHOOPMALIMOHHOWN BE3OMACHOCTH (SIEM)

Poccuiickui BeHaop

000 «bU3oH»

Ha3BaHue
pOCCUNCKOro
npojykKTa

BI.ZONE SIEM

000 «rasundopmcepsuc» Ankey SIEM Next

Generation

PeectpoBas
3anucb

N2 22906 oT 14.06.2024

N2 6095 ot 13.01.2020

CermeHT 6M3HeCa;
OpraHusauum

KpynHbiid v kpynHenwmi
613Hec 6e3 NpuBA3KN
K 0Tpacnu

(Qopmar nocraBku

Pa3sepTbiBaHNe

B UH(pacTpyKType
3aKasumka

-_—
W W
A W
A
=
-
w

KWBEPBE30MACHOCTb MPOMBILL/IEHHBIX MPEAMPUATUIA

SALLUNTAACY TN

3apy6exHbie aHanoru (MHoctpaHHoe MO,
MMEKLLEE CXOACTBO (PYHKLNOHANBHBIX

Ceptudpmkarbl @CTIK, ®CB Poccum
XapaKTepUCTUK C MPOrPaMMHbIM 06ecreyeHmnem)

Poccuiickuin BeHaop

Fortinet FortiSIEM 000 «Apyaut CeKbloputu»

(SafenSoft)
000 «bN3on»
Ceptucnkar cootsetctaus GCTIK Poccum N 4360 ot 18.01.2021, CpOK AenCTBIS —
18.01.2026. Tpe6oBanusa gosepus (5), TV

Kog knacca N0

Ha3BaHue no Peecrpy

poccuiickoro
npoayKTa

SoftControl SysWatch

PeectpoBas

03.01 N 19585 0T 1710.2023  KpynHbiil Enterprise

BI.ZONE EDR 02.08 N2 6493 ot 07.04.2020  OpraHu3auum ot 1000

KOHEYHbIX TOUeK

(Gopmar nocTraBku

Pa3BepTbiBaHue

B MH(paCTPyKType
3aKa3unka

Ceptudpmkatbl @CTIK, CB Poccum

Oxupaertcs nonyyeHne B mae 2025 roga

[eHepanbHbIN NapTHEP

O SOLAR

3apy6exHble aHanorn (MHocTpaHHoe MO,
MMEKLLEe CXOACTBO (DYHKLMOHANbHbIX
XapaKTepUCTUK C NPOrpaMMHbIM 06ecneueHnem)

McAfee Integrity Control;
Symantec SEP;

Sentinel;

Crowdstrike;

Symantec CSP;

Trend Micro Safe Lock
Wazuh;

0Squerry

3awuTbl M3 (B ueTBepTOro Knacca 3auwbl. UT.M3.B4.M3), Tpe6osaHus k COB,
Mpodunu 3auwTol COB (y3na yeTBepToro knacca 3awutbl. UT.COB.Y4.M3), 36

WH(OPMALMOHHBIX CUCTEM,
110/, pabounx CTaHumi
nonb3oBartenel, CepBepoB
11 TeNEeKOMMYHUKALMOH-

Cisco Secure Endpoint;
Carbon Black;
CrowdStrike EDR;
Fortinet EDR;

000 «UHTennekTyanbHas  Security Vision NG SOAR 0317 N@ 364 ot 08.04.2016 N@ 364 ot 08.04.2016

6e30nacHoCTbY (SIEM)

3akniouenne 8 Lientpa ®CB Poccum 149/3/6/908 ot 0110.2024; CepTudinkar
cootsetcTBua MCTIK Poccum NO 4574 ot 02.09.2022 (Y[14); CepTudMKaT COOTBETCTBUA
OAL| npu Mpe3uaeHTe Pecnybnuku benapycs BY/112 02.02. TP027 036.0101673

0T 6 fiekabps 2024 roga (no Tpe6oBaHMAM TEXHUYECKOTO pernameHTa

3akniouenne 8 Lientpa ®Cb Poccun 149/3/6/908 ot 0110.2024; TheHive Project;
Ceprudpukar cootserctana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4); Splunk SOAR;
CepTucukar cootsetctensa OALL npu NMpesngente Pecny6nuku benapycb BY/112 02.02. Cisco SecureX;

TP027 036.01 01673 0T 6 Aekabps 2024 roaa (Mo Tpe6OBaHNAM TEXHUYECKOrO Palo Alto Cortex XSOAR;

KpynHbin, cpeaHuii YCTaHOBKa B BUae

1 Manblii. Pa3Hble IMHENKN KOHTEHepa, Ha «ronoe

ANs pa3Horo MacluTaba xene3o», B Buae I1SO
o06pa3a, RPM-nakeTos,

TheHive Project;

Splunk SOAR; Cisco SecureX;
Palo Alto Cortex XSOAR;
Fortinet FortiSOAR;

ServiceNow Security Incident
Response;

Trellix (ex. FireEye) Helix
SOAR;

000 «WHTennekTyanbHas
6e3onacHoOCTbY

Security Vision

SOAR - ynpaBneHune
nHLmMaeHTamu (Security
Orchestration, Automation

ServiceNow Security Incident
Response;

Trellix (ex. FireEye) Helix
SOAR;

KpynHbii, cpeaHui lMopaepxka yCTaHOBKM
11 Manblit. Pa3Hble NMHENKM B BUAE KOHTEHEPA,
[Ns pa3Horo macltaba Ha «ronoe Xeneson,

B Buge IS0 o6pa3a,

000 «WuTennekTyanbHas 0317

6e30nacHOCTb»

Security Vision SOAR
(BKnioyaet tyHKuwn EDR)
Security Vision NG SOAR
(SIEM) (BKntouaeT
(yHKuwn EDR)

0317

000 «P-BukH» R-Vision Endpoint 03.07

000 «CkaitfIHC» (SkyDNS) SkyDNS 0213

AO «Conap Cekbtoput»  Mopynb Solar EDR K
«06HapyxeHue

1 pearvpoBaHue»

03.14;
03.02;
03.07
0315

N2 364 ot 08.04.2016

N© 18790 ot 05.09.2023

N2 1084 ot 01.06.2016

N@ 24710 ot 15.11.2024

HOro 060pyf0BaHMA
KpynHblid, cpeaHni

11 Manblid. Pa3Hble TMHENKN

N4 pa3Horo macwraba

KpynHblii GU3HeC;
rockopnopawum

KpynHbliA, CpesHMiA, Manbli

lMopaepxka yCTaHOBKM
B BUfE KOHTEHepa,

Ha «TONOE Xene3om,

B Buge SO o6pa3a,
RPM-naketos,

13 rpathmueckoro
MHCTannsTopa

11 U3 KOMAH[HOW CTPOKM.
Mopnepxka cucrem
BUPTYanu3aLunm
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Mogpepxusaetca
YCTaHOBKaA B 06nake

1 on-prem.

On-premise (nokanbHas
YCTaHOBKa)

3NeKTPOHHas NnLeH3nA
Ha nonb3oBatens

Mogynb Solar EDR
JOCTYNeH Kak B COCTaBe
KOMMNeKca,

TaK 1 0TAeNbHO

3aknioueHue 8 Lientpa OCB Poccum 149/3/6/908 ot 01.10.2024; Ceptucnkar
cootsetcTaua MCTIK Poccum NO 4574 ot 02.09.2022 (YN14); CepTudhuKaT COOTBETCTBUA
OALL npu Mpe3ugente Pecny6nuku benapych BY/112 02.02. TP027 036.01 01673

0T 6 1ekabps 2024 rofa (no Tpe6oBaHMAM TEXHUYECKOTO pernameHTa

TP 2013/027/BY).

He Tpe6yetcs

Cepauc 3awuTa KoHeuHbIx Touek (EDR) - paclumpeHHbIil MOHUTOPUHT U BbiSBAIEHME YrPpo3 6e30NacHOCTM Ha Paboumx CTRHLMAX 1 cepBepax, 24/7, Ha 6ase EDR
busHec no6oro macwraba, MporpamMHbIA NPOAYKT;

UserGate Client (kak areHT 03.03;
IKOCMCTEMDI 03.02;
6e3onacHocTn UserGate 0314
SUMMA), B cepBepHoit

yactu: UserGate

Management Center +

UserGate Log Analyzer

000 «l03eprenT»

N© 13087 o1 21.03.2022

NOTOKWN AAHHbIX (DAOB) Ob AKTYANIbHbIX YIPO3AX

Poccuiickuin BeHaop

AO «Conap Cekbroputn»

Ha3BaHue poccuiickoro npoaykra

Cepauc Solar Threat Intelligence Feeds.

CepBuC N03BONSET KPYNHbIM KOMNAHUAM HEMPEPbIBHO 060rallaTh CBOM
SOC (Security Operation Center) HOBbIMIA 3HaHUAMYU 06 ONACHbIX
WHLUMAEHTAX 1 BOBPEMSA NPefoTBpaLyaTh kKnbeparaku

roCyapCTBEHHbIE OpraHbl

CermeHT 6M3Heca;
OpraHmsauum

10 CepBUCHOI MoaeNM
SaaS

[Insi KoMnaHwi € BbICOKUM  CepBic

ypoBHeMm 3penoctu b:
MMEIoLLNX CBOM

Unu BHewWwHui SOC;
NPUMEHSIOLLNX PeLleHns

EDR, XDR, SOAR, NGFW, TIP

Ceptuchmkarbl OCTIK, OCb Poccum

CPEACTBA 3ALNTbI OT C/TOXXHbIX 1 HEU3BECTHbIX KWUBEPYITPO3 (NETWORK DETECTION & RESPONS, NDR)

HasBaHue
poccuiickoro
npoaykra

ViPNet IDS NS

Poccuinckui BeHpop

I'pynna komnanuii «fappa» rapaa NDR

Kop knacca No
no Peectpy
0TeUeCcTBEHHOro [3anucb

PeectpoBas

N2 7058 ot 0710.2020

N@ 3521 ot 03.05.2017

CermeHT 6M3HeCa;
OpraHM3auum

(DopmaT NoCTaBKU

MoxeT 6biTb ucnonb3oBaH MAK; Virtual Appliance

KaK Ans Hebonblmx

ochucos, Tak u ana LI0Jos

KpynHblii 1 cpesHuit

Nuuensus (On-premise,
6eccpounas)/ANK

Ceptuchnkarbl OCTIK, ®CB Poccum

CepTudmkar coorsetctaus OCb Poccum NO CO/C31-0656 oT 30.06.2023.
CoO0TBETCTBYET TPEOOBAHMAM K CPEACTBAM 0OHAPYXEHUSA KOMMbIOTEPHBIX aTak
Knacca B n moxeT ncnonb3oBarbcs Ans 06Hapy)XeHNs B aBTOMATUYECKOM peXnme
KOMMIbIOTEPHbIX aTaK (BTOPKeHWi) Ha OCHOBE aHanu3a CceTeBoro Tpaduka

B aBTOMATN3MPOBAHHbIX MH(OPMALMOHHBIX CUCTEMAX, 06pabaTbiBaOLNX
MH(OPMALLAIO, HE COAEpXKaLLYHO CBEAEHWIA, COCTABNSAIOLLAX FOCYAAPCTBEHHYIO TallHY,
NPy YCNOBIN BLINONHEHINS TPEGOBAHWI IKCMNYaTALMOHHOM OKYMEHTALNN
cornacHo dopmynspy OPKE.00211-0130 01 O ¢ yuetom nu3BeLLeHNs 06 U3MEHEHUM
N2 6 ®PKE.00211FB.6-2023. Ceptudmkar cootsetcraus OCTIK Poccun NO 4329

0T 2411.2020, CpoK fencTBus - 2411.2025. TpebosaHua fosepus (4), TpebosaHus

Kk COB, Mpochunu 3auwTbl COB (ceTn ueTBepToro knacca auwtol. UT.COB.C4.M3)
Ceptudpmukar coorserctaus OCTIK Poccun N2 4613 ot 3110.2022, cpok

feicTeus - [0 3110.2027. Tpebosanusa nosepus (&), Tpe6osaHus k COB, Mpodunn
3awmtbl COB (ceTy yeTBepToro Knacca 3awmtbl. UT.COB.C4.M3)

Trend Micro EDR

TheHive Project;
Splunk SOAR;

Cisco SecureX;

Palo Alto Cortex XSOAR;
Fortinet FortiSOAR;

IBM Resilient SOAR;
Swimlane SOAR;
Cyberbit Soc-3D SOAR
Platform;

Google Chronicle SOAR
(ex. Siemplify);
Microfocus ArcSight SOAR;
Underdefense MAXI;
Rapid7 InsightConnect;

ServiceNow Security Incident
Response;

Trellix (ex. FireEye) Helix
SOAR;

Securonix SOAR;

D3 Security Smart SOAR;
Siemens Eos SOAR;
LogRhythm SOAR;
SecureX;

Cortex XSOAR;

Siemplify SOAR;

Ayehu Platform;

CA Automic Service
Orchestration;

Microsoft Sentinel

BbinonHseT otaenbHble hyHKLuK pewwenns knacca XDR u EDR,
paclwmpseT BO3MOXHOCTI ApYrux pewwenni R-Vision

Cisco Umbrella; WebRoot;

Fortinet; DNSFilter

Palo Alto;

Fortinet FortiClient;
Palo Alto Cortex XDR;
Qradar UEBA;
Securonix UEBA

Check Point Harmony
Endpoint;

Cisco AnyConnect;
Exabeam UEBA;
Forcepoint UEBA;

3apy6exHbie aHanoru (nHoctpaHHoe MO,
UMetoLLee CX0ACTBO PYHKLMOHAMbHbIX
XapaKTePUCTHK C NPOrpaMMHbIM 06ecneyeHnem)

3apy6exHble aHanoru (MHocTpaHHoe M0,
nmetoLLee CXOACTBO (hYHKLMOHANbHbBIX
XapaKTepUCTUK C NPOrpaMMHbIM 06ecreyeHnem)

Cisco 10S Intrusion;

FortiGate IPS;

IPS Software Blade (Check Point);
Prevention System Cisco Firepower;
StoneGate IPS;

Trend Micro TippingPoint;
WatchGuard Firebox

Cisco StealthWatch;

Flowmon Networks Flowmon;
Fidelis Cybersecurity Fidelis
Network;

RSA NetWitness Network;
FireEye Network Security;
RiverBed Alluvio NetProfiler
Advanced Security Module;

Darktrace Enterprise Immune
System;

ExtraHop Reveal(x) Enterprise;
LogRhythm NetworkXDR;

RSA NetWitness Network;
VMware NSX NDR;

Fortinet FortiNDR;

Arista NDR

000 «P-Bumxu»

000 «PyCUEM»

000 «CepullHcropm»

HMNO «3wenon»

000 «H03eprenT»

R-Vision SIEM

RUSIEM

CepultHdhopm SIEM

KOMRAD Enterprise SIEM

UserGate SIEM

03.02;
03.15;
0317

N°21323 o1 08.02.2024

N 3808 ot 16.08.2017

N2 4711 0t 19.09.2018

N@ 239 ot 18.03.2016

N2 25528 ot 20.12.2024

13 rpaduueckoro TP 2013/027/BY).
NHCTanNATopa

11 U3 KOMAHHOW CTPOKMU.

MoanepXxKa cuctem

BUPTyanu3aLum

(VMware, VirtualBox,

Hyper-V, Xen, Parallels,

KVM). YcTaHoBKa

B 0611ake 1 on-prem.

KpynHbiit 6u3Hec;
rockopnopawm,
MSSP-npoBaingepbl

On-premise (nokanbHas Ceptudpukar cootercTana OCTIK Poccum NO 4888 ot 10.12.2024, Cpok AeicTBUA —
yYCTaHOBKa) 10.12.2029. Tpe6oBanusa gosepus (4), TY

CpenHuni, kpynHblil 6u3Hec MoctaBka MO
(enterprise): huHaHCOBbIIA
CeKTOp, roCyAapCTBEHHbIE
11 NPOMBbILUNEHHbIE
npeanpusTUs, putenn,
MELULMHA, TENeKOM
MoaxoauT; Nto6o
KOMNaHum

Ceptucimkar OCTIK Poccum N2 4402 ot 12.05.2021, cpok AeincTams - 12.05.2026.
(ycranoska on-premise) Tpe6osaua gosepus (4), Y

UNN NapTHepcKoe

06nako

On-premise Ceptudpmkar cootsetctBus OCTIK Poccun NO 4424 Ha COOTBETCTBME 4 YPOBHIO
JI0BEpUA 1 TexHUUYecKux ycnosuid, Bbigad OCTIK Poccun 28.06.2021, AencTeuteneH

10 28.06.2026

Manbiii u cpegHuil 6ustec  dusnueckui Hocutens  Ceptudpmkar OCTIK Poccum NO 3498 ot 13.01.2016, cpok Aencraus - 13.01.2029.
Tpe6osanus gosepus (4), Y

Manblit 6U3Hec, cpeaHui
6U3HEC, HWKHASA TPaHNLA

KpynHoro 6usHeca

AnnaparHas nnatdopma;
BUPTyanbHas
nnarhopma;

obnayHas nnarhopma

CPE[ICTBA ABTOMATW3ALINW NPOLIECCOB UHOOPMALIMOHHON BE3OMACHOCTHU (IRP/SOAR)

Poccuiickuin BeHROp

000 «BbU30oH»

000 «WHTennekTyanbHas

6e30nacHOCTbY»

000 «KomnaHus
MH(OPMALMOHHBIX

Texuonoruin» (UDV Group)

000 «KoHdpupeHT

Ha3BaHue
POCCUNCKOro
npoAaykTa

BI.ZONE SOAR

Security Vision SOAR
Security Vision NG SOAR
(SIEM) - pacumperHoe
ypaBeHue nHUMaeHTaMu
(Next Generation SOAR,
BKMtouaet SIEM)

UDV SOAR (1B SOAR DS)

EQNHBIA LEHTP
ynpasnenus. Dallas Lock
(ueHTpanu3oBaHHoe
ynpaBnexue peweHusamn
NPOAYKTOBOW NNHENKM
Dallas Lock: C311 HC

0317

0317

N° 18770 ot 22.08.2023

N° 364 ot 08.04.2016

N2 8630 ot 31.12.2020

N2 11185 ot 29.07.2021

CermeHT 6M3HeCa;

opraHu3auMm (Qopmar nocraBku

Ceptudukarbl OCTIK, Ch Poccum

KPYNHbIA 1 KpyNHenwmin
613HeC 6e3 NpuBA3KN
K oTpacnu 3aKasunka

KpynHbli, cpegHni lopaepxka ycTaHoBKM
1 Manblid. Pa3Hble TMHENKN B BUJE KOHTEIHEPa,
ANnA pa3Horo maclTaba Ha «ronoe Xenesoy,
B Buge I1SO o6pa3a,
RPM-nakeTos,
13 rpahuueckoro
NHCTannsTopa
11 U3 KOMAHHOW CTPOKMU.
lMopaepxka cuctem
BUPTYanu3awumuu
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Noaaepxusaetca
YCTaHOBKa B 061ake
1 on-prem.

On-premise

Pa3epTbiBaHue
B MH(PaCTPYKType

3akniouenue 8 Lientpa ®CB Poccun 149/3/6/908 ot 01.10.2024; CepTudinkar
cootsetcTBua MCTIK Poccum NO 4574 ot 02.09.2022 (Y/14); CepTudMKAT COOTBETCTBUSA
OAL| npu Mpe3uaeHTe Pecny6nuku benapycs BY/112 02.02. TP027 036.0101673

0T 6 niekabps 2024 rona (no TpeboBaHUAM TEXHUYECKOTO pernameHTa

TP 2013/027/BY).

3alluTa KOPMopaTUBHbIX
ceTen

Het (MnaHoBbIi CPOK NonyueHns A0 KoHwa 2025 roga)

[ocyaapcTBeHHble lporpammHas
CTPYKTYpbl, UCMOMb30BaHNe pa3paboTka B Buae
B [NC, KK, PPLOJax npasa

1 T. 4. MOXeT ycnewHo Ha MCnonb3oBaHue
1 6e3 nepe6oes

IBM Resilient SOAR;
Swimlane SOAR;

Cyberbit Soc-3D SOAR
Platform;

Google Chronicle SOAR
(ex. Siemplify);
Microfocus ArcSight SOAR;
Underdefense MAXI;
Rapid7 InsightConnect;

ArcSight Logger;
Fortinet FortiSIEM;
FortiSIEM;

HPE ArcSight;

IBM QRadar Security
Intelligence Platform;
LogRhythm SIEM Platform;
Micro Focus ArcSight;
IBM Qradar;
FortiSIEM;

McAffee ESM

AlienVault OSSIM;

ArcSight SIEM;
Cybersecurity USM Anywhere;
FireEye XDR;

Fortinet FortiSIEM;
Karmasis Infraskope SIEM;
LogRhythm NextGen SIEM
Platform;

IBM Security QRadar SIEM;
Fortinet FortiSIEM;

Arcsight SIEM (Micro Focus);
FortiSIEM (FortiNet);

Qradar SIEM (IBM);

Splunk Enterprise (Splunk)

Securonix SOAR;

D3 Security Smart SOAR;
Siemens Eos SOAR;
LogRhythm SOAR; SecureX;
Cortex XSOAR;

Siemplify SOAR;

Ayehu Platform;

CA Automic Service
Orchestration;

Microsoft Sentinel

McAfee SIEM;

MicroFocus ArcSight ESM;
Qradar Log Manager;
Qradar SIEM;

RSA NetWitness;

Splunk

McAfee Enterprise Security
Manager;

Qradar SIEM;

Rapid7 InsightIDR;

RSA NetWitness;

Splunk;

ManageEngine SIEM;

ELK Stack

Microsoft Azure Sentinel

3apy6exHble aHanoru (MHocTpaHHoe MO,
UMEIOLLEe CXOACTBO (DYHKLMOHANbHbIX
XapaKTepUCTUK C NPOrpaMMHbIM obecreueHrem)

Palo Alto Networks Cortex
XSOAR;
Splunk SOAR;

TheHive Project;
Splunk SOAR;

Cisco SecureX;

Palo Alto Cortex XSOAR;
Fortinet FortiSOAR;

IBM Resilient SOAR;
Swimlane SOAR;
Cyberbit Soc-3D SOAR
Platform;

Google Chronicle SOAR
(ex. Siemplify);
Microfocus ArcSight SOAR;
Underdefense MAXI;
Rapid7 InsightConnect;

Fortinet SOAR;
PaloAlto Cortex XSOAR;
Siemplify SOAR Platform

IBM Security SOAR;
Fortinet FortiSOAR;
Rapid7 InsightConnect

ServiceNow Security Incident
Response;

Trellix (ex. FireEye) Helix
SOAR;

Securonix SOAR;

D3 Security Smart SOAR;
Siemens Eos SOAR;
LogRhythm SOAR;
SecureX;

Cortex XSOAR;

Siemplify SOAR;

Ayehu Platform;

CA Automic Service
Orchestration;
Microsoft Sentinel

and Response)

Security Vision NG NC 364 oT 08.04.2016
SOAR - pacimpeHHoe

ynpasneHue

nHumpentamu: (Next

Generation SOAR),

BKNtouaet SIEM

KpynHbii, cpegHni
11 Manbli. Pa3Hble NUHENKK
AN pa3Horo maclutaba

Security Vision NO 364 oT 08.04.2016
AM - ynpasnenue

aKTUBAMU

11 NHBEHTapV3aLmen

(Asset Management),

BKNtoyaeT yHkuum CMDB

KpynHblid, cpesHmii
11 Manblil. PasHble NUHENKN
ANs pa3Horo maclutaba

Security Vision NC 364 oT 08.04.2016
VM - ynpaBneHue

YA3BUMOCTAMMN

(Vulnerability

Management)

KpynHbi, cpeaHui
11 Manblit. PasHble NUHENKN
Ans pa3Horo maclTaba

Security Vision 0317 N2 364 ot 08.04.2016
V'S - ckaHep ya3BumoCTei

(Vulnerability Scanner)

KpynHbii, cpegHni
11 Manbli. Pa3Hble NUHENKK
AN pa3HOro mMaclutaba

RPM-nakeToB,

13 rpacmueckoro
MHCTanAsTopa

11 13 KOMaHAHOW CTPOKIA.
Noaaepxka cucrem
BUPTYanu3awmm
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moanepxusaetca
YCTaHOBKA B 06nake

11 on-prem.

lMopaepxka ycTaHOBKY
B BUfIe KOHTENHEPa,

Ha «roNoe Xenesoy,

B Buge 1SO 06pa3sa,
RPM-naketos,

13 rpachnueckoro
MHCTannsTopa

11 U3 KOMAHHOWN CTPOKMU.
lMopaepxka cuctem
BUPTyanu3aumuu
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moaaepxusaetca
YCTaHOBKa B 06nake

1 on-prem.

Noaaepxka yCTaHoBKM
B BIJi€ KOHTENHEPa,

Ha ronoe Xeneson,

B Buge IS0 o6pasa,
RPM-nakeTos,

13 rpacmyeckoro
MHCTannATopa

11 3 KOMaHJHOW CTPOKIA.
Noaaepxka cucrem
BMPTYanu3awmm
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moanepxusaetca
YCTaHOBKa B 06nake

11 on-prem.

Moaaepxka yCTaHoBKM
B BI€ KOHTENHEpa,

Ha «ronoe Xeneson,

B Buge IS0 o6pa3a,
RPM-nakeToB,

13 rpacmueckoro
MHCTannsTopa

11 13 KOMaHAHOW CTPOKIA.
Noaaepxka cucrem
BUPTYanu3awmm
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moanepxusaetca
YCTaHOBKA B 06nake

1 on-prem.

lopaepxka ycTaHOBKM
B BUfIe KOHTENHEPa,

Ha ronoe Xeneson,

B Buge ISO o6pa3a,
RPM-nakeTos,

113 rpachnyeckoro
MHCTannsTopa

11 U3 KOMAHHOWN CTPOKMU.
lMopaepxka cuctem
BUPTyanu3aumuu
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moanepxusaetcs
YCTaHOBKa B 06nake

11 on-prem.

pernamenTa TP 2013/027/BY).

3akntouenne 8 Lientpa ®CBH Poccun 149/3/6/908 ot 0110.2024;

Ceptucmkar coorsetcana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);

CepTudmkar cootsetcteus OALL npu Mpe3ngenTe Pecny6nuku benapycb BY/112 02.02.
TP027 036.0101673 0T 6 Aekabpa 2024 roaa (Mo Tpe6OBAHNAM TEXHUUECKOO

pernamenta TP 2013/027/BY).

3akmtouenne 8 Lientpa ®CB Poccuu 149/3/6/908 ot 0110.2024;

Ceprudpukar coorsercrana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);

Ceprucpukar cootsetctaus OAL, npu Mpe3uaenTe Pecny6nuku benapych BY/112 02.02.
TP027 036.01 01673 oT 6 Aekabps 2024 rofa (no Tpe6OBaHMAM TEXHUUECKOTO

pernamenTa TP 2013/027/BY).

3akniouenne 8 LieHTpa OCh Poccum 149/3/6/908 ot 0110.2024;

Ceprudpukar cootsetctana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);

CepTudhmkar cootsetctaus OAL, npu Mpe3ugenTe Pecny6nuku benapych BY/112 02.02.
TP027 036.01 01673 0T 6 Aekabpa 2024 roga (Mo Tpe6OBaHNAM TEXHUUECKOTO

pernamenTa TP 2013/027/BY).

3akntouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024;

Ceptucmkar coorsetctana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);

CepTudmkar cootsetctBus OALL npu Mpe3ngenTe Pecny6nuku benapych BY/112 02.02.
TP027 036.0101673 0T 6 Aekabpa 2024 roaa (Mo Tpe6OBAHNAM TEXHUUECKOO

pernamenta TP 2013/027/BY).

Fortinet FortiSOAR;

IBM Resilient SOAR;
Swimlane SOAR;

Cyberbit Soc-3D SOAR
Platform;

Google Chronicle SOAR (ex.
Siemplify);

Microfocus ArcSight SOAR;
Underdefense MAXI;
Rapid7 InsightConnect;

Securonix SOAR;
D3 Security Smart SOAR;
Siemens Eos SOAR;
LogRhythm SOAR;
SecureX;

Cortex XSOAR;
Siemplify SOAR;
Ayehu Platform;
CA Automic Service
Orchestration;
Microsoft Sentinel

ServiceNow Security Incident
Response;

Trellix (ex. FireEye) Helix
SOAR;

Securonix SOAR;

D3 Security Smart SOAR;
Siemens Eos SOAR;
LogRhythm SOAR;
SecureX;

Cortex XSOAR;

Siemplify SOAR;

Ayehu Platform;

CA Automic Service
Orchestration;
Microsoft Sentinel

SolarWinds Service Desk
CMDB;

ServiceNow's CMDB;

Asset Panda; CMW Lab CMDB;

BlueTally; GLPI-Project;

ManageEngine Asset Explorer; Open-AudIT;

TopDesk IT AM; InvGate Assets;
Freshservice; Cherwell Asset Management;
Device42 CMDB; Flexera One ITAM;
Microfocus Universal Snow Software IT Asset
Discovery (uUCMDB); Management;

ManageEngine ServiceDesk  SysAid IT Asset Management
Plus;

TheHive Project;

Splunk SOAR;

Cisco SecureX;

Palo Alto Cortex XSOAR;
Fortinet FortiSOAR;

IBM Resilient SOAR;
Swimlane SOAR

Cyberbit Soc-3D SOAR
Platform;

Google Chronicle SOAR (ex.
Siemplify);

Microfocus ArcSight SOAR;
Underdefense MAXI;
Rapid7 InsightConnect;

i-doit CMDB;
Lansweeper IT Asset
Inventory;

Rapid7 InsightVM;

Tenable Nessus;

Qualys VMDR,;

Tripwire IP360;

GFI LanGuard;

WithSecure Elements VM;
SanerNow CyberHygiene;
CrowdStrike Falcon Spotlight;
BeyondTrust Retina;

OpenVAS (Greenbone Vulnerability Management);
SecPod SanerNow;

Skybox Security;

IBM QRadar Vulnerability Manager

Rapid7 InsightVM;

Tenable Nessus;

Qualys VMDR;

Tripwire 1P360;

GFI LanGuard;

WithSecure Elements VM;
SanerNow CyberHygiene;
CrowdStrike Falcon Spotlight;
BeyondTrust Retina;

OpenVAS (Greenbone Vulnerability Management);
SecPod SanerNow;

Skybox Security;

IBM QRadar Vulnerability Manager

(hYHKLMOHNPOBATD

B reTePOreHHbIX
MHPACTPYKTYpax

C KONNYECTBOM Paboumx
cTaHuun 6onee 50 000 WT.

N 364 ot 08.04.2016 3akniouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024; MetricStream Enterprise Risk Management;
Ceprudpukar cootsercrana OCTIK Poccun NO 4574 ot 02.09.2022 (VA4); ServiceNow Risk Management;
CepTudmkar cootsetcteua OALL npu Mpe3ngente Pecny6nuku benapych BY/112 02.02. RSA Archer;

TP027 036.01 01673 0T 6 Aekabps 2024 roaa (Mo Tpe6OBAHNAM TEXHUUYECKOTO LogicGate Risk Cloud;

Security Vision
RM - ynpaBneHnue
puckamu (Risk
Management)

KpynHbliA, cpegHni MoafepKKa yCTaHoBKM
1 Manblit. Pa3Hble NMHENKN B BUAE KOHTEHEPA,
AN pa3HOro mMaclutaba Ha «TON0E XEeNe3on,

B Buge IS0 o6pa3a,

Dallas Lock 8.0; C31 HCA
Dallas Lock Linux; C311 BK
Dallas Lock; CA13 Dallas

loka He BK/OYeH
B peectp N0
N° 1084 ot 01.06.2016

000 «MHHocTelmK LienTp  Innostage ThreatHorizon
Paspa6otok» (Innostage)

000 «CkaifiHC» (SkyDNS) SkyDNS

02.08;
0314

0213

KpynHbli, cpegHni 6u3Hec On-premise

KpynHblit, CPeRHNA, Manblil INEeKTPOHHAA NuLeH3ns He Tpebyetcs Cisco Umbrella; WebRoot;

NETWORK SANDBOX («CETEBbIE MECOYHWLbI»)

Kop knacca No
no Peectpy
0TeYeCTBEeHHOro

GEELEL I
POCCUNCKOTO
npoaykTa

PeectpoBas

Poccuitckuin BeHgop 3anucb

AO «/a6opatopus N2 7004 ot 0710.2020

Kacnepckoro»*
AO «Mo3utus
TekHONOAKU3N*

Kaspersky Sandbox

PT Sandbox N2 8642 ot 31.12.2020

AO «Conap Cekbtoputu»  Solar Sandbox - 3awuTa OT NPOABUHYTHIX Yrpo3.

ABTOMATIUECKASA 3aLLMTA OT HEU3BECTHbIX 11 MACKUPYIOLNXCA YTPO3

B MNOYTOBOM U Be6-Tpaduke

C-Teppa 3xpaH-M 03.12;
03.01;
03.04;
03.07;
03.09;

000 «C-Teppa Cudclu» 0314;

0315

B npouecce

poccuiickoro N0

CermeHT 6M3Heca;
OpraHmsauum

B2B, B2G

Manbiit 6u3Hec, CpeaHui

peructpauyu B Peectpe cermeHT, KpynHbii 6u3Hec,

LOb!

Ha nonb3oBatens

Mopmart nocraBku

Cepsuc

MocTaBKa uepes
napTHepoB B Buae
NporpamMmHo-
annaparHoro
komnnektca (MAK)

Ceptuchmkarbl OCTIK, OCb Poccum

Ceptucmkat coorsetctaus OCTIK Poccum N 4289 ot 01.09.2020, Cpok AeACTBUS —
01.09.2025. Tpebosanus nosepus (&), TY
Ceptudimkar coorsetctaus OCTIK Poccum N2 4604 oT 25.10.2022, CpOK feicTBUS —
2510.2027. Tpe6osanus aosepus (&), TY

OCTIK: MM3 ypoBHSA CETU 4 KA. 3aLLKTbI, 4 yp. AOBEPUS;
Ceprudmkar OCTIK Poccun B npouecce nonyyeHns

Fortinet; DNSFilter

Palo Alto;

3apy6exHbie aHanoru (MHoctpaHHoe MO,
UMetoLLee CX0ACTBO PYHKLMOHAMbHbIX
XapaKTepUCTUK C NPOrpaMMHbIM 06ecneyeHnem)

Fortinet FortiSandbox
McAfee Advanced Threat

Defen;
Palo Alto Networks WildFire

FireEye Malware Analysis;
Check Point SandBlast;
Forcepoint AMD;
FortiSandbox;

Cisco Secure Malware Analytics (paHee Threat Grid);
Palo Alto Networks WildFire;

Fortinet FortiSandbox;

Check Point Threat Emulation & Threat Extraction

CPEACTBA OBHAPY)XEHUA YIPO3 W PACC/TIEQOBAHNA CETEBbIX MHUMAEHTOB C ®YHKLMNAMM NOBEAEHYECKOTO AHATU3A (USER AND ENTITY BEHAVIOR ANALYTICS, UEBA)

Kop knacca No

Ha3BaHue
N ph no Peectpy PeectpoBas
Poccumnckum BeHgop |poccuinckoro R | e

npoaykra no

000 «lasuxdopmcepsuc» Ankey ASAP N26651 ot 23.04.2020

000 «luTennekTyanbHas  Security Vision UEBA
6e30nacHOCTbY

PeectpoBas 3anucb
N@ 364 ot 08.04.2016

000 «Kpoccrex ContowHc  DataGrain Remote User N2 16236 ot 30.12.2022
Tpynn» Monitoring Analytics

(RUMA)

Mnatchopma moHUTOpUHra 0314;

yrpo3 R-Vision UEBA 03.02;
0315

03.15;
03.07

000 «P-BumkH» NC 19431 ot 04.10.2023

CermeHT 6M3HeCa;
OpraHM3auum

KpynHbiit, cpeaHni

11 Manblil. Pa3Hble TMHENKN

ANA pa3Horo maciuTaba

(DuHaHcoBble yupexaeHus,

KPYNHbIA 1 CpeaHuiA
GU3HEC, TOCCEKTOP U T. A.
KpynHblii 6U3HeC;
rockopnopatmu

(DopmaT NoCTaBKK

Noapepxka ycTaHoBKM
B BUE KOHTENHEpa,

Ha «TO/MOE XEene3oy,

B Buge IS0 o6pasa,
RPM-naketos,

13 rpathnueckoro
WHCTannaTopa

11 U3 KOMaH[HOW CTPOKM.
Noapepxka cucrem
BUPTYanu3awmum
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moapepxmsaetcs
YCTaHOBKaA B 06nake

1 on-prem.

On-premise

On-premise (nokanbHas
YCTaHOBKa)

Ceptuchmkarbl OCTIK, ®CB Poccum

CepTudukar coorsetctans GCTIK Poccum N24315 o1 21 okTA6PSs 2020, feACTBUTENEH

110 21 0KTA6pA 2025. YposeHb nosepus (4)

3akntoueHue 8 Lientpa OCB Poccum 149/3/6/908 ot 01.10.2024; CepTudmkar
cootsetcTBus MCTIK Poccum NO 4574 ot 02.09.2022 (Y/14); CepTudhukaT COOTBETCTBUA
OALL npu Mpe3uzaenTe Pecny6auku benapych BY/112 02.02. TP027 036.01 01673

0T 6 iexabps 2024 roa (no Tpe6oBaHMAM TeXHUYECKOTO pernameHTa

TP 2013/027/BY).

PACLUMPEHHbIE CUCTEMbl OBHAPY)XEHWS U YCTPAHEHWSA YIPO3 (EXTENDED DETECTION AND RESPONSE, XDR)

e Kop knacca N0
pocccroro[10FeeCRL
npoaykra no

Kaspersky Symphony XDR  03.06;

(Kaspersky Total Security ~ 03.02;

Ana 6usHeca EDR Ready)  03.07;

0314

03.07

PeectpoBas

Poccuinckuin BeHgop 3anucb

AO «/labopatopus N2 9123 o1 16.02.2021

Kacnepckoro»*

000 «P-BimiH» R-Vision Endpoint N2 18790 ot 05.09.2023

AO «Mo3utus N° 15328 ot 31.10.2022

TekHonomKus»*

Positive Technologies
Extended Detection and
Response (PT XDR)

000 «NHHoCTelmK LieHTp
Pa3pa6otok» (Innostage)

Innostage Security
Operations (coBmecTHoe
1Cnonb3oBaxue
HECKOMbKIX MPOAYKTOB
Innostage)

000 «CkaifIHC» (SkyDNS) SkyDNS

N°11683 o1 28.09.2021;
N213797 ot 01.06.2022

0213 N2 1084 ot 01.06.2016

AO «Conap Cekbroputu»  CepBuc Solar - Cepsnc MOHUTOPUHIa 1 aHanMu3a uHuMaeHToB (SOC)

CPEACTBA CUMYNALNN KWBEPATAK (BAS)

000 «Kpoccrex ContowHc  Mnatdpopma aAns 0317
Tpynn» NpOoBeeHs TeCTUPOBAHMS
Ha NPOHMKHOBEHNe Armug
(Penetration Test
Framework)

N@ 24117 ot 23.09.2024

CPEACTBA BbIAB/IEHWS N NMPEAOTBPALLEHWA LIETEBbIX ATAK

Koa knacca N0

Bgi?:;g:om no Peectpy PeectpoBas
npoaykTa ?]ToellECTBeHHOFO 3anucb
R-Vision Threat Deception 03.07,
Platform (R-Vision TDP) 0317

Poccuiickuin BeHaop

000 «P-BmxH» N2 11731 ot 15.10.2021

CermeHT 6M3Heca;
OpraHmsauum

KpynHbiit 6u3Hec,
rocKopnopaLmun

KpynHbli, cpeaHui 6usHec

KpynHblid, CPeAHNNA, Manbiil

B2B, B2G

KpynHble u cpenHue
KoMnaHuu, cermeHT: B2C,
B2B, B2G

CermeHT 6M3Heca;
OpraHusauum

KpynHbiit 6u3Hec,
rockopnopawum

@opmart nocTaBKm

On-premise (noKanbHas
YCTaHOBKa)

On-premise

INeKTPOHHAA NNLEH3MA
Ha nonb3oBarens
Tapndpbl Ha cepsuc: SOC
CraHgapr, SOC Knaccuk,
SOC Mpemuym.
Bo3moxHOCTb
TpaHchopmauum
cepsuca B MDR
(Managed Detection and
Response)

On-premise

@opmart nocTaBKm

On-premise (nokanbHas
YCTaHOBKa)

3apy6exHble aHanoru (MHocTpaHHoe M0,
nmetoLLee CXOACTBO (hYHKLMOHAMbHbBIX
XapaKTepUCTUK C NPOrpaMMHbIM 0becneyeHnem)

Exabeam UEBA

Forcepoint Risk-Adaptive Protection (UEBA)
FortiSIEM

LogPoint UEBA

Microfocus ArcSight Intelligence (Interset)
Rapid7 UBA (unu Insight IDR)

Securonix UEBA

Splunk UBA

Microsoft 365 Insider Risk Management (Microsoft Azure
Advanced Threat Analytics (ATA))
LogRhythm UserXDR (UEBA)

QRadar UBA

Splunk User Behavior Analytics (UBA);

Microsoft Defender for Identity (UEBA);

Exabeam Fusion SIEM & UEBA;

IBM QRadar User Behavior Analytics (UBA);
Varonis UEBA;

Forcepoint UEBA;

Rapid7 InsightIDR UEBA;

Darktrace Enterprise Immune System (EBA/UEBA);
Securonix Next-Gen SIEM & UEBA;

LogRhythm UEBA;

Fortinet FortiSIEM UEBA;

Palo Alto Networks Cortex XDR (Bkntouaet UEBA);
Cisco Secure Analytics (ex. Stealthwatch);
Huntsman Security UEBA;

Exabeam;
ObservelT/Proofpoint ITM;
Splunk;

Exabeam UEBA;
Forcepoint UEBA;

ManageEngine;
Varonis

Securonix UEBA;
Splunk UBA

3apy6exHble aHanoru (nHocTpaHHoe MO, MMerollee CXOACTBO (YHKLMOHAMbHBIX XapaKTePUCTUK C MPOrpamMMHbIM

obecneueHnem)

FortiXDR (Fortinet);
Microsoft Defender (Microsoft);
MVISION XDR (McAfee);

SecureX (Cisco);

Cortex XDR (Palo Alto Networks);
Cynet 360 (Cynet);

Fidelis Elevate (Fidelis);

SentinelOne Singularity XDR (SentinelOne);

Sophos XDR (Sophos);

Symantec Endpoint Security Complete
(Symantec);

Trend Micro Vision One (Trend Micro)

BbinonHseT oTAenbHble hyHKUMK pewwenns knacca XDR n EDR, paclumpseT BO3MOXHOCTY APYriX pelenni R-Vision

FortiXDR (Fortinet);
Microsoft Defender (Microsoft);
MVISION XDR (McAfee);

SecureX (Cisco);

Cortex XDR (Palo Alto Networks);
Cynet 360 (Cynet);

Fidelis Elevate (Fidelis);

Cisco Umbrella;
Fortinet;

Palo Alto;
WebRoot;

Ceptudmkarbl ®CTIK, ®Cb Poccum

CepTudimkar coorsetctaus OCTIK Poccum N2 4900 ot 09.01.2025, CpOK AeiCTBUS
710 09.01.2030. Tpe6osaHus nosepus (4), TV

SentinelOne Singularity XDR (SentinelOne);

Sophos XDR (Sophos);

Symantec Endpoint Security Complete
(Symantec);

Trend Micro Vision One (Trend Micro)

DNSFilter

Pentera

3apy6exHble aHanoru (MHocTpaHHoe M0,
MMELOLLEE CXOACTBO PYHKLMOHANBHbBIX
XapaKTePUCTUK C MPOrPamMMHbIM 06ecrieyeHnem)

Attivio; Acalvio Shadowplex;

Attivo Networks ThreatDefend TrapX DeceptionGrid;
Detection and Response TrapX (Security) TrapX
Platform; DeceptionGrid;

Fidelis Deception; IllusionBLACK;
FortiDeceptor; Illusive Active Defense Suite

000 «NHHOCTeMmK LieHTp
Pa3pa6otok» (Innostage)

000 «P-Bumxn»

AO «Conap CeKbloputu»
000 «l03eprenT»

Lock ypoBHs nnarb
pacwmpehns; CA3 Dallas

Lock ypoBHs 6a30BoW

CUCTEMbI BBOfA-BbIBOAQ;

WAF Dallas Lock)

NextSTage Security 315;
Platform - Innostage TDIR 317
(Threat Detection and 2.08
Incident Response)

R-Vision Security 0317,
Orchestration, Automation 03.02
and Response (SOAR)

(LleHTp KoHTpONA
NHGOPMALMOHHON
6€30MacHOCTI P-BikH)

N2 11683 ot 28.09.2021

N2 1954 01 23.09.2016

KpynHble KoMnaHmu
11 KOpnopaLyu, roccekTop

KpynHbii 613Hec;
rockoprnopawuy,
MSSP-npoBavigepbl

On-premise

On-premise (nokanbHas
YCTaHOBKA)

Cepauc Solar IRP - Incident Response Platform - aBTomaTi3auya NpoLeccoB pearnpoBaHns Ha NHLMAEHTBI

UserGate SIEM 03.02 N©25528 ot 20.12.2024

Cncrema c6opa noros 03.02 N° 6919 ot 01.09.2020

UserGate Log Analyzer

UserGate Management 0317 N2 9311 ot 01.03.2021

Center

CPEACTBA AHA/TU3A KUBEPYIPO3 (THREAT INTELLIGENCE)

000 «bl3oH»

I'pynna komnauui «fapga» lapaa Threat Intelligence

000 «WHTennekTyanbHas
6e30nacHoCTb»

000 «P-Bumxn»

000 «CkaitfiHC» (SkyDNS)  SkyDNS. ba3a gaHHbiIx

AO «Conap Cekbroputu»

BI.ZONE Threat
Intelligence nopran

N@ 5851 ot 20.09.2019

03.15; NC 18808 ot 05.09.2023
0317,
05.04;

0510

Security Vision TIP N2 364 ot 08.04.2016

ViPNet TIAS (Threat N2 3603 o1 28.06.2017
Intelligence Analytics

System)

R Vision TIP N° 11643 0T 28.09.2021

N2 1534 ot 05.09.2016
KaTeropupoBaHHbIX
NHTEPHET-PecypcoB

1 06n1auHbIX CEPBUCOB
SkyDNS DB

Threat Intelligence
Platform v

11.07; N° 13098 ot 25.03.2022

11.03;

NOCTOSAHHbII MOHUTOPUHI BHELUHErO NEPUMETPA

Poccuiickuin BeHEOP

000 «BU3oH»

Poccuiickuin BeHROP

000 «bU3ox»

GEELET T
POCCUNCKOTrO
npoAaykTa

BI.ZONE Continuous
Penetration Testing

N2 9065 ot 05.02.2021

HasBaHue
POCCUNCKOTrO
npoAaykTa

BI.ZONE Brand N2 26414 ot 12.02.2025

Manblit 6u3Hec, CpefHmin
BU3HEC, HIDKHAS rpaHNLa
KpynHoro 6u3Heca

bonbLuMe KOPNOPaTUBHbIE
CETV 1 MHTEpHET-
NpoBaiAfepbl; KPyMHble

KopnopatusHble cetn u LIO/]

bonbLuMe KOPNOpaTUBHbIE
CETU N MHTEpHET-
NpoBaiAfepbl; KpynHble

KopriopaTusHble cetn n LI0J

CermeHT 6M3Heca;
opraHu3auum

KpynHbli v KpynHenwmi
6u3Hec 6e3 NpuBA3KN
K 0Tpacnu

KpynHbli n cpegHni

KpynHbli, cpegHni

1 Manblit. PasHble TMHEeNKuN

ANA pa3Horo macwraba

[Insi NOBbIWEHNS YPOBHS
b 1 n ckopocTn
pearmpoBaHus

Ha BO3HMKawoLWme
KOMMbIOTEPHbIE Yrpo3bl
B OpraHmn3aLmax
pa3nuyHoro macwtaba

KpynHbiit 6u3Hec;
rockopnopawmi,
MSSP-npoBaingepbl

KpynHbli, CpegHNi, Manbli

CermeHT 6M3HeCa;
OpraHn3auum

CpeaHnin Gu3Hec, KpynHbIi

6U3HeC, rocyupexaeHus

CermeHT 6M3HeCa;
OpraHn3auum

CpesHNi v KpynHbli

AnnaparHas nnartopma;
BUPTyanbHas
nnarthopma;

o06nayHas nnaropma
AnnaparHas nnatdopma;
BMpTyanbHas nnargopma

AnnaparHas nnaropma;
BUPTYanbHas
nnaropma;

o6nauHas nnaropma

@®opmar nocraBku

0O6nauHoe
NoAKNYeHNe

Nuuensus (On-premise,
6eccpoyHas, SaaS)/AMK

MoafepkKa yCTaHoBKM
B BIIe KOHTENHEPA,

Ha ronoe Xeneson,

B Buge I1SO o6pa3a,
RPM-nakeToB,

13 rpahuueckoro
NHCTannATopa

11 U3 KOMAHHOW CTPOKMU.
lMoanepxka cucrem
BMPTYanM3aLmun
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Noanepxvsaetcs
YCTaHOBKa B 06nake

1 on-prem.

MAK; Virtual Appliance

On-premise (nokanbHas
yCTaHOBKa)

3J'IeKTp0HHaﬂ NinueHsna
Ha Nno/nb3oBarensa

(dopmart nocTaBKm

0O6nauHoe
NofIKNUeHNe

(®opmar nocTaBKu

0O6nauHoe

Ceptudpnumposan GCTIK Poccum no 4 ypoBHio foBepus. Ceptudmkar NO 4782
ot 05.03.2024 fo 05.03.2029

Ceptudpukarbl @CTIK, ®CB Poccum

He TpebyeTcs

3akniouenue 8 Lientpa ®CB Poccuu 149/3/6/908 ot 01.10.2024; CepTudinkar
cootsetcTBua MCTIK Poccum NO 4574 ot 02.09.2022 (YN14); CepTudMKAT COOTBETCTBUA
OAL npun Mpe3uaeHTe Pecny6nunku benapycb BY/112 02.02. TP027 036.0101673

0T 6 niekabps 2024 roga (no TpeboBaHMAM TEXHUYECKOTO pernameHTa

TP 2013/027/BY).

Ceprudpukar cootsetcTaus N2 C/C31-0656 ot 30.06.2023. CooTBETCTBYET
TpebosaHuam OCh Poccun k cpefcTBamM 06HAPYKEHMSA KOMMbIOTEPHbIX aTaK knacca
B 1 MOXET ncnonb3oBatbes Ans 06HAPYXEHNs B aBTOMATUYECKOM peXnme
KOMMbIOTEPHbIX aTaK (BTOPXKEHMIA) HA OCHOBE aHaNNU3a CeTeBoro Tpadmka

B aBTOMATM3MPOBAHHbIX MH(OPMALMOHHBIX CUCTEMAX, 06pabaTbiBAIOLLMX
NHOPMALNIO, He COAEPKALLYIO CBEAEHINI, COCTABNSIOLNX FOCYAAPCTBEHHYIO TAilHY,
Mpu YCNOBUN BbINONHEHNS TPEOOBAHNI IKCMNYATALMOHHON JOKYMEHTALMM
cornacHo popmynspy ®PKE.00211-0130 01 ®O ¢ yyeToM u3BelLEHNs 06 U3MEHEHUN
N2 6 OPKE.00211FB.6-2023. CepTucpnkar cootsetctaus OCTIK Poccun NO 4329

0T 2411.2020, CpPOK feincTBUA — 24.11.2025. TpeboBaHua nosepus (4), TpeboBaHus

k COB, Mpocunu 3auwtsl COB (ceTnt uetBepToro Knacca aubl. UT.COB.C4.M3).

Ceptudukar coorsetctBus GCTIK Poccum NO 4614 ot 02.11.2022, CpOK feUCTBUS —
0211.2027. Tpe6osaus nosepus (4), TV

He TpebyeTtcs

Check Point TDIR (Threat Detection and Incident Response)

Securonix SOAR;
ThreatConnect SOAR;
Swimlane SOAR;
FireEye Helix SOAR;

Cortex XSOAR;

FortiSOAR;

IBM Resilient SOAR;

IBM Security QRadar SOAR;
Micro Focus ArcSight SOAR;
Siemplify SOAR;

The Hive SOAR/IRP;
LogRhythm RespondX;

D3 SOAR;
Cisco SecureX

Micro Focus ArcSight SOAR 3.0;
Exabeam Incident Responder;
Fortinet FortiSOAR

Fortinet FortiAnalyzer

3apy6exHble aHanoru (nHoctpaHHoe Mo,
UMeloLLee CX0ACTBO (HYHKLMOHANbHbIX
XapPaKTePUCTUK C MPOTPAMMHbIM 06ecreyeHmnem)

CrowdStrike TI;
Mandiant;
Recorded Future TI;
Microsoft Tl

Anomali ThreatStream;
IBM X-Force Exchange;
McAfee Threat Intelligence
Exchange; Check Point ThreatCloud;
MISP Threat Sharing; ESET Threat Intelligence;
Palo Alto Networks AutoFocus; GOSINT;

IntSights Threat Intelligence  Fujitsu Cyber Threat
Platform; Intelligence

Cisco Threat Intelligence

Director;

Anomali Threat Intelligence Platform (TIP);

ESET Threat Intelligence (TI) Service;

GOSINT (open-source);

EclecticlQ Threat Intelligence Platform (TIP);
IBM Threat Detection and Response;

Palo Alto Networks AutoFocus (cepsuc);
ThreatConnect Threat Intelligence Platform (TIP);
Mandiant Threat Intelligence (by Google Cloud);
Recorded Future Threat Intelligence;
CrowdStrike Falcon X Threat Intelligence;

Cisco Talos Intelligence Group;

FireEye Helix Threat Intelligence;

Microsoft Defender Threat Intelligence;
OpenCTI (open-source);

AlienVault OTX (Open Threat Exchange);
ThreatQ;

Fusion Center;

Your Everyday Threat Intelligence (YETI);
Malware Information Sharing Platform (MISP)

ArcSight SIEM;
FireEye Threat Analytics Platform;

Fortinet FortiSIEM;

IBM QRadar Security Intelligence Platform;
LogRhythm SIEM Platform;

McAfee Advanced Threat Defense;

McAfee SIEM;

Microsoft Azure Advanced Threat Analytics (ATA);
Palo Alto Cortex XDR;

Palo Alto Networks WildFire;

Qradar Log Manager;

Qradar UEBA;

QuickThreat Manager;

SolarWinds Security Event Manager;

Splunk
Anomali;
EclectiqlqQ;
ThreatConnect;
Zvelo;

Cisco Umbrella;
Fortinet;

Reliaquest TI;
ZeroFox TI;

Fortinet TI;

IBMTI

Symantec DeepSight
Intelligence;

Imperva ThreatRadar;

ThreatQ;

Malware Information Sharing
Platform (MISP)

Palo Alto;

WebRoot;

DNSFilter

3apy6exHbie aHanoru (MHoctpaHHoe M0, MMelolee CXOACTBO (DYHKLMOHANMbHbIX XapaKTEPUCTUK C NPOrPaMMHbIM

obecrneyeHmem)

Qualys CSAM (EASM);

Rapid7 Surface Command;

Crowdstrike Falcon Exposure Management;
Palo Alto Cortex Expanse;

Google ASM;
Microsoft Defender EASM;
ZeroFox EASM

3apy6exHble aHanoru (MHocTpaHHoe MO, MMetoLee CXOACTBO (YHKLMOHAMbHbIX XaPAKTEPUCTUK C MPOrPaMMHbIM

obecrneyeHmem)

Brandefense Digital Risk Protection Platform;  WildFire;

Rapid7 Threat Command;

Exabeam Incident Responder;

AO «NHhoTeKC»

Security Vision 037 NC 364 oT 08.04.2016
ORM - ynpaBneHue

OnepaLMoHHbIMU pUCKamMu

(Operational risk

management)

KpynHbi, cpeaHui
11 Manblit. PasHble NUHENKN
Ans pa3Horo Maclutaba

Security Vision N2 364 o1 08.04.2016
CM - ynpasneHue

COOTBETCTBUEM

(Compliance

management)

KpynHbii, cpegHui
11 Manbli. Pa3Hble NUHENKK
AN pa3HOro maclutaba

Security Vision NO 364 oT 08.04.2016
BCM - ynpaBneHue

HernpepbIBHOCTbIO

6u3Heca (Business

Continuity Management)

KpynHblit, cpesHmii
11 Manblit. PasHble NTUHENKN
INs pa3Horo maclutaba

Security Vision NC 364 0T 08.04.2016
TIP - aHanu3 yrpo3

Knbepb6e3onacHoCTy

1 npoBezexne

kubeppassenku (Threat

intelligence platform)

KpynHbin, cpeaHui
11 Manblit. PasHble NUHENKN
ANs pa3Horo macluTtaba

Security Vision N 364 ot 08.04.2016
UEBA - noBegieHuecKmit
axanu3 (User and Entity

Behavior Analytics)

KpynHbli, cpegHni
11 Manblit. PasHble NUHENKN
AN pa3HOro mMacltaba

Security Vision N 364 ot 08.04.2016
SA - ynpasnexne

cocTosiHnem b,

camooLieHka (Self

Assesment)

KpynHblid, cpesHmil
11 Manblit. PasHble NTUHENKN
[nsi pa3Horo maclutaba

RPM-nakeToB,

13 rpadmyeckoro
MHCTannATopa

11 13 KOMaHBHOW CTPOKIA.
Noaaepxka cucrem
BMPTYanu3awmm
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moanepxusaetca
YCTaHOBKa B 06nake

11 on-prem.

Noaaepxka yCTaHoBKM
B BI€ KOHTENHEPa,

Ha rofoe Xeneson,

B Buge ISO o6pa3a,
RPM-nakeToB,

13 rpacmueckoro
MHCTansATopa

11 3 KOMaHAHOW CTPOKIA.
Noaaepxka cucrem
BUPTYanu3awmm
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moaaepxusaetca
YCTaHOBKA B 06nake

11 on-prem.

lopaepxka ycTaHOBKY
B BUfIe KOHTENHEPa,

Ha «roNoe Xenesoy,

B Buge 1SO 06pa3sa,
RPM-nakeTos,

13 rpachnueckoro
MHCTannsTopa

11 U3 KOMAHHOWN CTPOKM.
lMopaepxka cuctem
BUPTyanu3aumuu
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moaaepxusaetca
YCTaHOBKa B 06nake

1 on-prem.

Noaaepxka yCTaHOBKM
B BIJie KOHTENHEpa,

Ha ronoe Xeneson,

B Buge IS0 o6pasa,
RPM-nakeTos,

13 rpacmyeckoro
MHCTannATopa

11 3 KOMaHBHOW CTPOKIA.
Noaaepxka cucrem
BMPTYanu3awum
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moaaepxusaetca
YCTaHOBKa B 06nake

11 on-prem.

Moaaepxka yCTaHoBKM
B BI€ KOHTENHEPa,

Ha ronoe Xeneson,

B Buge I1SO o6pa3a,
RPM-nakeToB,

13 rpacmueckoro
MHCTansTopa

11 3 KOMAHAHOW CTPOKIA.
Noaaepxka cucrem
BUPTYanu3awmm
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moanepxusaetca
YCTaHOBKA B 06nake

1 on-prem.

lopaepxka ycTaHOBKY
B BUfIe KOHTENHEPa,

Ha «roNoe Xenesoy,

B Buge 1SO 06pasa,
RPM-nakeTos,

113 rpachnyeckoro
MHCTannsTopa

11 U3 KOMAHAHOWN CTPOKM.
lMopaepxka cuctem
BUPTyanu3aumuu
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moaaepxusaetca
YCTaHOBKa B 06nake

11 on-prem.

Noaaepxka yCcTaHoBKM
B BI/ie KOHTENHEpa,

Ha «ronoe Xeneson,

B Buge IS0 o6pa3a,
RPM-nakeToB,

13 rpacmueckoro
MHCTannsTopa

11 13 KOMaHBHOW CTPOKIA.
Noaaepxka cucrem
BMPTYanu3awmm
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Moaaepxusaetca
YCTaHOBKa B 06nake

1 on-prem.

pernamenTa TP 2013/027/BY).

3akniouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024;

Ceprudpukar coorserctana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);

Ceptudhmkar cootsetctaus OAL| npu Mpe3ugenTe Pecny6nuku benapych BY/112 02.02.
TP027 036.01 01673 0T 6 Aekabpa 2024 roga (Mo Tpe6OBaHNAM TEXHUUECKOrO

pernamenTa TP 2013/027/BY).

3akniouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024;

Ceptucmkar coorsetcana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);

CepTudmkar cootsetcteus OALL npu Mpe3ngenTe Pecny6nuku benapycb BY/112 02.02.
TP027 036.01 01673 0T 6 fekabpa 2024 rofa (Mo Tpe6OBAHNAM TEXHUUECKOTO

pernamenta TP 2013/027/BY).

3akniouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024;

Ceprudpukar coorsercrana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);

Ceprucpukar cootsetcTaus OAL, npu Mpe3uaente Pecny6nuku benapych BY/112 02.02.
TP027 036.01 01673 0T 6 Aekabps 2024 roaa (Mo Tpe6OBAHNAM TEXHUYECKOTO

pernamenTa TP 2013/027/BY).

3akniouenne 8 LieHTpa OCh Poccum 149/3/6/908 ot 0110.2024;

Ceprudpukar cootsetctana OCTIK Poccun NO 4574 ot 02.09.2022 (Y04);

CepTudhmkar cootsetctaus OAL, npu Mpe3ugente Pecny6nuku benapych BY/112 02.02.
TP027 036.01 01673 0T 6 Aekabpa 2024 roga (Mo Tpe6OBaHNAM TEXHUUECKOTO

pernamenTa TP 2013/027/BY).

pernamenta TP 2013/027/BY).

pernamenTa TP 2013/027/BY).

ViPNet SIES (Security for Industrial and Embedded Solutions). 3auuta UICY3 (MHTenNneKTyanbHOI CUCTEMbI YUETa 3NEKTPUUECKOi 3Heprin (MowHOCTH):
Kpuntoumn ViPNet SIES Core Nano npeaHasHaueH 15 MOHTa)a Ha INEKTPOHHYI0 NaTy 3aliuiaemMoro OKOHeYHOro 060pYA0BaHIA aBTOMATU3NPOBAHHbIX CCTeM ynipasneHua (ACY), Npru6opoB yueTa 3NeKTPOIHEPruM, YCTPOACTB MHTEpHeTa Belueid (10T), B ToM uucne

MPOMbILLNEHHOTO MHTepHeTa Beweit (I10T).

3akntouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024;

Ceptucmkar coorsetcana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);
CepTudmkar cootsetcteua OALL npu Mpe3ngenTe Pecny6nuku benapycb BY/112 02.02.
TP027 036.01 01673 0T 6 Aekabpa 2024 rofa (Mo Tpe6OBAHNAM TEXHUUECKOTO

3akniouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024;

Ceprudpukar coorsercrana OCTIK Poccun NO 4574 ot 02.09.2022 (VA4);
Ceprucpukar coorsetctaus OAL, npu Mpe3uaente Pecny6nmku benapych BY/112 02.02.
TP027 036.0101673 0T 6 Aekabps 2024 roga (Mo Tpe6OBAHNAM TEXHUUECKOTO

OneTrust GRC & Risk Management;
SAP Risk Management;

Resolver Risk Management;
RiskWatch International;

IBM OpenPages;

Fusion Risk Management

MetricStream Operational Risk Management;
ServiceNow Risk Management;

RSA Archer;

LogicGate Risk Cloud;

OneTrust GRC & Risk Management;

SAP Risk Management;

Resolver Risk Management;

RiskWatch International;

IBM OpenPages;

Fusion Risk Management

ServiceNow Governance, Risk, and Compliance (GRC);
RSA Archer GRG;

MetricStream GRC;

LogicGate Risk Cloud;

OneTrust GRC & Compliance Management;
OpenPages with Watson;

IBM OpenPages GRC;

SAP GRC;

Galvanize HighBond (Wolters Kluwer);

Resolver Compliance Management

Fusion Risk Management;

ServiceNow Business Continuity Management;
MetricStream BCM;

RSA Archer Business Resiliency;
LogicManager BCM;

Resolver Business Continuity Management;
Sungard Availability Services;

Quantivate BCM;

Castellan BCM;

RiskWatch International BCM;

IBM Resiliency Orchestration

CrowdStrike Falcon X Threat
Intelligence;

Cisco Talos Intelligence
Group;

FireEye Helix Threat
Intelligence;

Microsoft Defender Threat

Anomali Threat Intelligence
Platform (TIP);

ESET Threat Intelligence (TI)
Service;

GOSINT (open-source);
EclecticlQ Threat Intelligence
Platform (TIP);

IBM Threat Detection and Intelligence;

Response; OpenCTI (open-source);

Palo Alto Networks AutoFocus AlienVault OTX (Open Threat
(cepsuc); Exchange);

ThreatConnect Threat ThreatQ;

Intelligence Platform (TIP);  Fusion Center;

Mandiant Threat Intelligence  Your Everyday Threat

(by Google Cloud); Intelligence (YETI);

Recorded Future Threat Malware Information Sharing
Intelligence; Platform (MISP)

Splunk User Behavior Fortinet FortiSIEM UEBA;
Analytics (UBA); Palo Alto Networks Cortex
Microsoft Defender for XDR (BKmtouaet UEBA);
Identity (UEBA); Cisco Secure Analytics (ex.
Exabeam Fusion SIEM & UEBA; Stealthwatch);

IBM QRadar User Behavior Huntsman Security UEBA
Analytics (UBA);

Varonis UEBA;

Forcepoint UEBA;

Rapid7 InsightIDR UEBA;

Darktrace Enterprise Immune

System (EBA/UEBA);

Securonix Next-Gen SIEM &

UEBA;

LogRhythm UEBA;

NIST Cybersecurity Framework UpGuard Cyber Risk

(CSF) Assessment Tools; Assessment;

CIS Security Controls Microsoft Secure Score (ans
Assessment Tool (CIS-CAT OLIEHKN COCTOSIHNA 3aLLMUTbI
Pro); B 3KocucTeme Microsoft);
IBM Security Risk Assessment; ISACA Cybersecurity Maturity
Tenable Cyber Exposure Assessment;

Assessment; Fortinet Cyber Threat
Qualys Security Assessment  Assessment Program (CTAP)
Questionnaire (SAQ);

Rapid7 Cybersecurity Maturity

Assessment;

SecurityScorecard (BHeluHssa

OLEeHKa 6e30MacHoCTH);

BitSight Security Ratings;

CepTucmkaums: Ceptudimkar cootsetctans OCb Poccum NO CO/124-5018 ot 30.10.2024 Ha ViPNet SIES Core. MAK ViPNet SIES Core cooTBeTcTByeT Tpe6oBaHuam k CK3M, npenHasHaueHHbIM 419 3aliuTbl MHOPMALK, He CofepXalleil CBeIeHIi, COCTaBNSAIOLIMX roCyAapPCTBEHHYIO
TanHy, knacca KC3, n pe6oBanmam k CK3W, npefHa3HaueHHbIM Ans 06ecneyenns HeKOPPEKTUPYeMOil PerncTpaLmuin MHAopMaLK, He CORepXalLen CBeeHMI, COCTaBAAOLLMX FOCYAAPCTBEHHYIO TalHY, B YaCcTU 06eCeYeHms 3aLLuTbl OT aTak MHXEHEPHOTO NPOHUKHOBEHWS.
MNAK ViPNet SIES Core - KOMNOHEHT peLleHns KpUnTorpathnueckoi 3aluTbi nHGOPMaLUKU B aBTOMATU3MPOBAHHBIX cucTeMax ynpasneHus (ACY), nHTENNeKTyanbHbIX CMCTEMAX yueTa anekTposHeprun (1CY3), cucTemax MeXmallMHHOro B3aumopencreus (M2M), cuctremax

MPOMbILLNEHHOTO MHTepHeTa Beweit (I10T) ViPNet SIES (Peectposas 3anuch NO 6150 ot 13.01.2020).

CepTudmkaums: Ceptudmkar coorsetctans OCb Poccum NO CO/124-4601 ot 11.08.2023. MAK ViPNet SIES Core cooTBeTcTBYeT Tpe6oBaHusM K CK3U1, npefiHa3HaueHHbIM NS 3aLuTbl MHAOPMALMK, He COAepXallleil CBeNeHNIA, COCTABAAIWNX FOCYAAPCTBEHHYIO TailHy, knacca KC3.
MK ViPNet SIES Unit - 310 KomnoHeHT pewexns ViPNet SIES ans KpunTorpathmueckoii 3auumThl MHGOPMALWMI B aBTOMATU3NPOBAHHbIX CUCTeMaX ynpasneHus (ACY), HTenNeKTyanbHbix CUCTEMAX yueTa anekTpoaHeprun (ICY3), cuctemax MeXmallHHOTO B3anmogeicTeus (M2M),

cucTeMax npoMbliunieHHoro uHTepHera seweii (1loT) (Peectposas 3anuch N2 7060 ot 07:10.2020).

CepTucmkaums: Ceptudmkar coorsetctans OCb Poccum N2 CO/114-4574 o1 06.07.2023. MK ViPNet SIES Unit cooTBETCTBYET TPE6OBAHUSM K CPEACTBAM KPUNTOrPadUuecKoi 3aLyuTbl MHOPMALLK, NPEAHA3HAUEHHBIM ANs 3aWUTbl MHAOPMALMK, HE COREPXALLel CBEREHMIA,

COCTaBNSHOLLAX FOCYAAPCTBEHHYIO TaitHy, knacca KC1.

MAK ViPNet SIES MC - LieHTp ynpaBneHus X13HeHHbIM LIMKIOM KoMnoHeHToB pewerus ViPNet SIES (PeectpoBas 3anuch N 11433 ot 20.09.2021).
Ceptudmkar coorsetcransa OCb Poccun N0 CO/124-4643 ot 0410.2023. MAK ViPNet SIES MC (ncnontenue SIES MC loT Ha annaparHoit nnaropme SIES MC [oT Q1) cOOTBETCTBYET Tpe60BaHNAM K CPEACTBAM KpUNTOrpaduueckoi 3awuTbl UHAOPMALNM, TPESHA3HAUEHHBIM ANs
3alUNTbl MHOPMALMK, He CORepXaLLeil CBEAEHIN, COCTABASIOLYNX FOCYAAPCTBEHHYIO TaitHy, knacca KC3.

Proofpoint Identity Threat
Defense (ex. Illusive Networks
Deception);

ViPNet Coordinator 1G4  03.11;
03.03;

03.20

N° 5102 ot 10.01.2019 CepTudmkar cootsetcteua OCb Poccum NO CO/124-5051 ot 20.12.2024 Ha ViPNet Moxa EDR G810-VPN, Moxa EDR G902, Moxa EDR G903, Moxa
Coordinator IG 4. NAK cooTBeTcTBYeT Tpe6oBaHUAM K CpeacTBaM Kpuntorpadu- Oncell 31504;

ueckon 3alwuTbl nHthopmauum knacca KC3. Ceptudimkar cootsetctaus GCTIK Poccum Siemens Scalance S615, Siemens Scalance V874;

N 4379 ot 22.03.2021 Ha MAK ViPNet Coordinator IG 4. lBnsetca MexceTeBbiM Belden Eagle One-0200T1T1;

3KpaHoM T1na A, b, [ UeTBepTOro Knacca 3awnTbl. Check Point R1200, 1570R;

[ina 3aWwuTbl KaHaNoB MAK
CBA3M Pa3NNYHOIO YPOBHSA,
6ecnpoBofHbIX ceTel

CBA3N

Protection - cuctema 6u3Hec*
BbIAIBNEHNA
1 NPeoTBpaLLEHMS

BHELHNX Knbepyrpo3

Recorded Future Intelligence Cloud;

CrowdStrike Falcon Adversary Intelligence;
SOCRadar Digital Risk Protection Platform;
IntSights External Threat Protection Suite;

BlueVoyant Sky: DRP;

Digital Shadows SearchLight;
PhishLabs Digital Risk Protection;
Proofpoint Digital Risk Protection;

ReliaQuest Digital Risk Protection;
UpGuard BreachSight;
ZeroFox

nogknwyeHne

VMPABNEHUE AKTUBAMUW U UHBEHTAPU3ALIMEN (AM, ASSET MANAGEMENT)

Ha3BaHue Kop knacca N0

poccuiickoro
npogykta

PeecTtpoBas

GO LELLL 2 0Te4yeCTBEHHOro |3anucb

000 «NHTennekTyanbHas  Security Vision AM N2 364 ot 08.04.2016

CermeHT 6M3HeCa;
OpraHM3auum

KpynHblit, cpeaHnit

(opmar nocraBku

lopnepxka ycraHoBKM

Ceptudukatbl OCTIK, ®Ch Poccum

3akntouenne 8 Lientpa ®CB Poccin 149/3/6/908 ot 01.10.2024;

3apy6exHble aHanoru (MHocTpaHHoe MO,
MMEHOLLEEe CXOACTBO PYHKLMOHAMbHbIX
XapaKTepUCTUK C MPOrPaMMHbIM o6ecrieyeHmnem)

i-doit CMDB; ServiceNow's CMDB;

000 «PTK
NHdopmaumonHas
6e30nacHocTb»

CepBuC MOHUTOPMHTA
BHELHNX LU(POBbIX
yrpo3 (Solar AURA)

0315

N© 23802 ot 29.08.2024

Bce cermeHTbl

Zero Fox;
IntSights Threat;
BlueVoyant Sky: DRP;

CybelAngel External Risk Protection Platform;
Digital Shadows SearchLight u 7. .

000 «Canéep/lumda»
(UDV Group)

UDV DATAPK Industrial Kit - komnnekcHoe peweHue ans obecneuenns knbepbesonacHoctu ACY TN

PeectpoBas 3anuch N 11313 ot 25.08.2021. Ceptudmkar cootserctans OCTIK Poccum NO 4719 ot 28.09.2023, cpok AeicTeua - 28.09.2028. Tpebosanus aosepus (6), Tpebosanus k COB, Mpoduan 3awutsl COB (cetu

Cisco ISA 3000;
Fortinet FortiGate Rugged NGFW;
PaloAlto Networks PA-220R

The Claroty Platform;
Darktrace;

Nozomi Networks;
Dragos

CPEACTBA YNPAB/IEHUS UHOOPMALIMOHHOW BE3OMACHOCTbIO, PUCKAMUW U COOTBETCTBUSI TPEBOBAHUAM (SECURITY GOVERNANCE, RISK MANAGEMENT AND COMPLIANCE, SGRC)

GEELET T
POCCUNCKOTrO
npoAyKTa

LIeCToro Knacca 3atutbl. UT.COB.C6.M3), 3b.

UDV DATAPK EDR for PLC (CL Thymus) - 6e3areHTHbiit EDR Ans N0OBEAEHUECKOTO aHANN3a 1 KOHTPONA NPOrPaMMUPYEMbIX NOTMUECKMX KOHTPOMNEPOB B TEXHONOTMUECKNUX CETAX HA OCHOBE MALIMHHOTO 06YUeHNS.
PeectpoBas 3anuch N 17848 ot 06.06.2023. Ceptudpukar cootsetcreus GCTIK Poccum NO 4719 (B pamkax ceptudpukara Ha UDV DATAPK Industrial Kit).

6e30nacHoCTb» Ceptudmkar coorsetctansg OCTIK Poccun NO 4574 ot 02.09.2022 (YAL); Lansweeper IT Asset CMW Lab CMDB;
Ceptucmnkar cootsetctaus OALL npu MpesugenTe Pecny6aukn benapycb BY/112 02.02. Inventory; GLPI-Project;
TP027 036.0101673 0T 6 nekabps 2024 roga (no Tpe6oBaHUAM TEXHUUECKOTO Asset Panda; Open-AudIT;
pernameHTa TP 2013/027/BY). BlueTally; InvGate Assets;
ManageEngine Asset Explorer; Cherwell Asset Management;
TopDesk IT AM; Flexera One ITAM;
Freshservice; Snow Software IT Asset
Device42 CMDB; Management;
Microfocus Universal SysAid IT Asset Management
Discovery (uCMDBY);
ManageEngine ServiceDesk
Plus;
SolarWinds Service Desk
CMDB;

(BKnIoUAET yHKLMU
CMDB)

11 Manblii. Pa3Hble NMHENKN B BUE KOHTEMHEP,
ANs pasHoro MacwTaba Ha «TOMN0e Xeneson,
B Buge ISO o6pasa,
RPM-nakeToB,
13 rpacpmueckoro
NHCTannATOpa
11 N3 KOMAHAHOW CTPOKN.
lMopnepxka cucrem
BMPTYanM3aLmum
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Mogaepxuaetca
YCTaHOBKa B 06nake
1 on-prem.

Microsoft Defender (6b1Bwwit
CyberX)

Dragos;
Darktrace;
Claroty;

OCTOPLANT, AUVESY GmbH (paHee VersionDog)

3apy6exHble aHanoru (MHocTpaHHoe MO,
MMELOLLEe CXOACTBO (PYHKLMOHANbHbIX
XapaKTepUCTUK C MPOrPAMMHbIM 06ecreyeHmnem)

CermeHT 6M3HeCa;

Poccuitcknin BeHAop opraHusauuu

(opmar noctaBku |Ceprtucpukarbl @CTIK, ®Cb Poccuu
UDV DATAPK Version Control - cuctema KoHTpons Bepcuii npoektos MK 8 TexHonornueckux cetax (mogynb B npoaykte UDV DATAPK Industrial Kit).
PeectpoBas 3anucb N2 11313 ot 25.08.2021. Ceptudimkar cootsetcteus GCTIK Poccum N2 4719.

Cepsuc Solar - Monutopuur ACY TII.
CepBuC N0 BbIABNEHNIO NHLMAEHTOB HHAOPMALMOHHOI 6€30MaCHOCTYH NS OPraHN3aLmil NPOMbILINEHHON 1 KPUTUUYECKOI MHDOPMALMOHHOI MHGpacTpyKTypbi (KIN)

C-Teppa MpombiwneHHbin  15.03; N° 23423 o1 25.07.2024  ACY TIN, KOHeuHble locTaBka yepes OCB: CK31 KC1, CK3W KC2, CK31 KC3. Cisco IR1101 Industrial Router;
Lnto3 15.01; yCTPOWCTBa, Manbin NapTHepoB B BuAe OCTIK: M3 A4, M3 b4, 4 yp. fosepus. Juniper LN Series (LN1000 / LN2600);
1510 6u3Hec, CpeHuiA CErMEHT  MPOTPaMMHO- Ceptuchmkarbl OCBb Poccum NO CO/114-4760 0T 14.02.2024, cpok aercTena - 14.02.2027, Teltonika RUTX09;
annaparHoro CK3W KC1, mcn.3-1; NO CO/124-4761 oT 14.02.2024, cpok AeicTBIs - 14.02.2027, Sierra Wireless AirLink (RV50 / RX55);
komnnekca (MAK), nu6o  CK31 KC2, ncn.3-3; NO C/124-4762 oT 14.02.2024, Cpok aeicteus — 14.02.2027, Moxa EDR-G Series
B Buae nporpammHoro  CK3I KC3, ncn.3-5; N CO/114-4768 oT 14.02.2024, CpoK feiAcTBuA — 14.02.2027,
MCNONHEHUA CK3W KC1, ncn.3-7; N CO/124-4769 0T 14.02.2024, CpoK AencTBuSA - 14.02.2027,
CK3W KC2, ncn.3-9; No C/124-4770 0T 14.02.2024, Cpok AencTBMA — 14.02.2027,
CK3W1 KC3, ncn.3-11.
Ceptudmkarbl OCTIK Poccun NO 4477 o1 30.11.2021, cpok AencTeus — 3011.2026.
Tpe6osanus aosepus (4), Tpe6osaxua k M3, Mpodunb 3awutsl M3 A (ueTBeptoro
Knacca 3auwutbl. UT.M3.A4.M3);
NO 4478 oT 30.11.2021, cpok aeicTBus - 30:11.2026. TpeboBaHua fosepus (4),
Tpe6osanusa k M3, Mpodunb 3auwtbl M3 b (4eTBepToro knacca 3auwTbl. UT.M3.54.M13)

000 «bl3ou» Cucrema ynpasnenus PeectpoBas 3anucb CpepHuit 6u3Hec, KpynHbiil Pa3sepTbiBaHue
npoueccamu 1b BI.ZONE N2 10568 0T 17.05.2021  6u3Hec, locyupexaeHnss B UHQPACTPYKTYpe

GRC 3aKasunka unu B obnake

IBM OpenPages;
Diligent One;
Risk Cloud;

Unified Security and
Compliance;

RSA Archer;
ConnectedGRC; MetricStream;
Fusion Risk Management; OneTrust

3akntouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024; MetricStream Enterprise Risk Management;
Ceptucmkar coorsetcrana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4); ServiceNow Risk Management;
CepTucukar cootsetcteus OALL npu Mpe3ngenTe Pecny6nuku benapych BY/112 02.02. RSA Archer;
TP027 036.01 01673 0T 6 Aekabpa 2024 roaa (Mo Tpe6OBAHNAM TEXHUYECKOTO LogicGate Risk Cloud;
pernamenTa TP 2013/027/BY). OneTrust GRC & Risk Management;

SAP Risk Management;

Resolver Risk Management;

RiskWatch International;

IBM OpenPages;

Fusion Risk Management

AO «Conap CeKbroputu»

000 «C-Teppa Cu3cln»

000 «MuTennekTyanbHas N2 364 ot 08.04.2016

6e30MacHOCTbY

Security Vision RM
(YnpaBnexue puckamu,
Risk Management)

KpynHbli, cpegHni MoafepKKa yCTaHOBKM
1 Manblid. Pa3Hble TMHENKI B BUE KOHTEIHEPa,
ANs pa3HOro mMaclutaba Ha ronoe Xenesom,
B Buge 1SO 06pa3a,
RPM-nakeTos,
13 rpachnueckoro
WHCTannATopa
11 U3 KOMaHAHOW CTPOKMU.
Moaaepkka cucrem
BUPTYanu3aumum
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). NMoanepxusaetcs
YCTaHOBKa B 06/1ake
1 on-prem.
KpynHbli, cpegHni MoafepKKa yCTaHoBKM
1 Manblii. Pa3Hble NUHENKN B B KOHTEMHEP,
ANs pa3HoOro maclutaba Ha «ronoe Xeneson,

YNPAB/IEHWE 3AIBKAMM (SERVISE DESK)

Kop knacca 10 3apy6exHble aHanoru (MHocTpaHHoe M0,

UMetoLLee CXOACTBO (YHKLMOHANBHbIX
XapaKTepuCTIK C MPOrPaMMHbIM 06ecrneyeHmem)

HasBaHune
Poccuiickuin BeHAOp |poccuickoro
npoAyKTa

PeectpoBas
0Te4eCcTBEHHOro [3anucb

CermeHT 6M3HeCa;

opraHu3auum Qopmart nocraBku

Ceptudmkatbl @CTIK, ®CH Poccum

N 364 oT 08.04.2016 3aknwouenne 8 Lientpa OCB Poccun 149/3/6/908 ot 0110.2024; ServiceNow ITSM;

Ceprudpukar coorsercraus OCTIK Poccun NO 4574 ot 02.09.2022 (YA4); BMC Helix ITSM;

Ceprudpukar coorsetctaus OALL npu Mpe3ugente Pecny6nuku benapych BY/112 02.02. ManageEngine ServiceDesk Plus;
TP027 036.01 01673 0T 6 fiekabps 2024 roga (o Tpe6oBaHUAM TEXHHUECKOTO Atlassian Jira Service Management;
pernamenTa TP 2013/027/BY). Freshservice;

Ivanti Neurons for ITSM;

000 «UHTennekTyanbHas  Security Vision SD
6e30nacHoCTb»

KpynHbliA, cpeaHuit lMopaepxka yCcTaHOBKM
11 Manblii. Pa3Hble NMUHENKN B BUAE KOHTEWHEP,
ANs pa3Horo macluTaba Ha ronoe Xxeneson,

B BuAe ISO o6pasa,

RPM-nakeTos,

13 rpamueckoro

CUCTEMA MOHUTOPUHTA
Security Vision NO 364 ot 08.04.2016
ORM (YnpasneHue

onepaunoHHbIMK

3akntouenne 8 Lientpa OCB Poccun 149/3/6/908 ot 0110.2024; MetricStream Operational Risk Management;
Ceprudpukar coorserctana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4); ServiceNow Risk Management;
Ceprudpukar cootsetctaus OAL, npu Mpe3uaenTe Pecny6nmku benapych BY/112 02.02. RSA Archer;

Kog knacca N0

no Peectpy CepTudukatbl OCTIK, 3apy6exHbie aHanorn (MHocTpaHHoe MO,

peeciposan nmerouiee cxoncTeo beH KUMOHANbHbIX

Poccuiickuil BeHgop |HasBaHue poccuiickoro npoaykTa CermeHT 6U3HeCa; OpraHM3auumn

YNPAB/TEHWE COCTOAHWUEM B, CAMOOLLEHKA (SELF ASSESMENT)

Poccuiickui BeHpop

Ha3BaHue
POCCMNCKOTO
npoayKTa

000 «NHTennekTyanbHas  Security Vision SA

Kop knacca N0

oTeyecTBeHHoro

PeecTtpoBas
3anucb

N@ 364 ot 08.04.2016

CermeHT 6M3HeCa;
OpraHusauum

KpynHblid, cpeaHnit

WHCTannATOpa
11 U3 KOMAHAHOW CTPOKN.
loaaepxka cucrem
BMPTYanuM3aLmnm
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Mognepxmsaetca
yCTaHOBKa B 06nake

1 on-prem.

(opmar nocraBku

MoAnepkKa yCTaHoBKM

Ceptudukatbl ®CTIK, ®Ch Poccun

3akntouenne 8 LieHTpa OCB Poccin 149/3/6/908 ot 01.10.2024;

SolarWinds Service Desk;

Cherwell Service Management (uactb Ivanti);
TOPdesk ITSM;

SysAid ITSM;

EasyVista Service Manager;

HalolTSM

3apy6exHble aHanoru (MHocTpaHHoe MO,
MMEOLLEE CXOACTBO PYHKLNOHAMbHDIX
XapaKTepuCTK C MPOrPaMMHbIM obecrneyeHrem)

NIST Cybersecurity Framework (CSF) Assessment Tools;

puckamu, Operational risk
management)

Security Vision

CM (YnpaBneHue
COOTBETCBUEM,
Compliance management)

N2 364 ot 08.04.2016

KpynHbii, cpegHni

1 Manblid. PasHble TMHEeNKuN

ANA pa3Horo macwraba

B BuAe ISO o6pasa,
RPM-nakeToB,

13 rpachmyeckoro
WHCTannATopa

11 U3 KOMAHAHOW CTPOKNA.
Noaaepxka cucrem
BMPTYanu3awmum
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). NMoanepxusaetca
YCTaHOBKa B 06/nake

1 on-prem.

loafepxka ycraHoBKM
B BII€ KOHTENHEPA,

Ha ronoe Xeneson,

B Buge IS0 o6pa3a,

TP027 036.0101673 0T 6 Aekabpa 2024 roga (Mo Tpe6OBAHNAM TEXHUUYECKOTO LogicGate Risk Cloud;
pernamenTa TP 2013/027/BY).
SAP Risk Management;
Resolver Risk Management;
RiskWatch International;
IBM OpenPages;
Fusion Risk Management

3akntouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024;
Ceprudpukar coorsetctana OCTIK Poccun NO 4574 ot 02.09.2022 (Y4); RSA Archer GRC;
CepTuchunkar cootsetcteus OALL npu Mpe3ngenTe Pecny6nuki benapych BY/112 02.02. MetricStream GRC;
TP027 036.0101673 0T 6 Aekabpa 2024 roaa (Mo Tpe6OBAHNAM TEXHUUECKOO LogicGate Risk Cloud;

OneTrust GRC & Risk Management;

000 «Caibep/lumca»
(UDV Group)

ServiceNow Governance, Risk, and Compliance (GRC);

UDV ITM (Cyberlympha ITM) - cuctema 30HTUUHOTO N° 17690 o 19.05.2023
MOHWTOPYHI, MPeAHA3HAYEHHas ANA MOHUTOPUHTA

(hyYHKLMOHUPOBAHNA pacnpeaeneHHbIX

aBTOMATV3MPOBAHHDIX N MHOPMALMOHHDIX CUCTEM

Pa3NUYHOro Ha3HauyeHus, B Tom yucne ACY TN

Kak 30HTUYHbI MOHUTOPUHT — YHUBEPCANbHbIN

MPOAYKT ANsi KPYMHBIX 1 CPESHUX NPeAnpUsTUil Nio6oit

0Tpacu, rae ectb MHAPACTPYKTYPa, Tpebytowas

MOHMTOPUHTA. Kak cepsep MOHUTOPUHTA — MPOAYKT Anst

Manoro 1 cpegHero 6usHeca no6oi oTpacin

®Cb Poccun

CepTuchmkar CoOTBETCTBUSA
OCTIK Poccum NO 4432

ot 27.07.2021, cpok
neincteus - 27.07.2026.

XapaKTepPMCTUK C MPOrPaMMHbIM 06ecneyeHmnem)

Zabbix (open-source);
Nagios XI;

Paessler PRTG;
SolarWinds;

Tpe6osaHua nosepus (6), Y DataDog

Ceprudpukar coorsetcreua OCTIK Poccun NO 4574 ot 02.09.2022 (Y4); CIS Security Controls Assessment Tool (CIS-CAT Pro);
Ceptucukar cootsetcteus OALL npu Mpesngente Pecny6nukn benapycb BY/112 02.02. IBM Security Risk Assessment;

6e30nacHOCTbY 11 Manblii. Pa3Hble NUHENKN B BUE KOHTEMHEPA,

N4 pa3Horo macwraba Ha «roJioe Xenes3o»,

RPM-nakeToB,
13 rpachuueckoro

pernamenTa TP 2013/027/BY). OneTrust GRC & Compliance Management;
OpenPages with Watson;

B Buge IS0 o6pasa,
RPM-nakeToB,

13 rpacpmueckoro
WHCTannsTopa

11 U3 KOMAHAHOMW CTPOKN.
MoapepxKka cuctem
BUPTyanu3awumuu
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Mogaepxmsaetca
yCTaHOBKa B 06/1ake

1 on-prem.

TP027 036.01 01673 oT 6 nekabps 2024 roga (no Tpe6oBaHUAM TEXHUUECKOTO
pernamenTa TP 2013/027/BY).

Tenable Cyber Exposure Assessment;

Qualys Security Assessment Questionnaire (SAQ);
Rapid7 Cybersecurity Maturity Assessment;
SecurityScorecard (BHeLHss OLeHKa 6e30MacHoCTI);
BitSight Security Ratings;

UpGuard Cyber Risk Assessment;

Microsoft Secure Score (N9 OLUEHKM COCTOAHNS 3ALMTbI
B 3KkocucTeme Microsoft);

ISACA Cybersecurity Maturity Assessment;

Fortinet Cyber Threat Assessment Program (CTAP)

000 «P-Bumxn»

000 «UHHoCTelmK LieHTp
Pa3pa6otok» (Innostage)

*3apyb6exxHble aHanoru poccmﬁ.c[(oro NPOAYKTa yka3aHbl Ha OCHOBE flaHHbIX kaTanora "limnopto3ameweHue” APNIM u LieHTpa KOMMeTeHLM No uMnopTo3amelLeHunto B chepe UKT
Source: companies’ data, The Vision, ComNews. Information correct as of March 2025 / JaHHble komnaHun, VISION u ComNews Ha mapT 2025 ©ComNews Group, 2025

Security Vision BCM
(YnpasneHue
HenpepbIBHOCTbIO
6u3Heca, Business
Continuity Management)

03.17 N° 364 ot 08.04.2016

R-Vision Security N2 1954 ot 23.09.2016
Governance, Risk &
Compliance (SGRC) (LleHtp
KOHTpONS
NHOPMALMOHHON
6€30MacHOCTI P-BikH)

Innostage ThreatHorizon 317

0317,
03.02

[loKa He BK/KYEH
B peectp N0

KpynHbli, cpegHni

1 Manblid. Pa3Hble TMHEenKM

[ONA pa3Horo macwraba

KpynHbiit 6u3Hec;
rockopnopawmi,
MSSP-npoBaigepbl

KpynHble Komnaxum
11 KOPMOPALYY, FOCCEKTOP

NHCTaNNATOpa
11 U3 KOMAHAHOW CTPOKIA.
lMoanepxka cucrem
BMPTYanM3aLmun
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). Nogpepxusaetca
yCTaHOBKa B 06/nake

1 on-prem.

MoafepKKa yCTaHoBKM
B BUfE KOHTENHEPA,

Ha ronoe Xenesom,

B Buge 1SO 06pa3a,
RPM-nakeTos,

13 rpahnueckoro
WHCTannATopa

11 U3 KOMAHHOW CTPOKMU.
Moaaepkka cucrem
BUPTyanu3aumum
(VMware, VirtualBox,
Hyper-V, Xen, Parallels,
KVM). NMoaaepxusaetca
YCTAHOBKa B 06/1ake

1 on-prem.

On-premise (nokanbHas
yCTaHOBKa)

On-premise

3akntouenne 8 Lientpa ®CB Poccun 149/3/6/908 ot 0110.2024;
Ceptucmkar coorsercrana OCTIK Poccun NO 4574 ot 02.09.2022 (YA4);

CepTucmkar cootsetcteua OALL npu Mpe3ngente Pecny6nuku benapycb BY/112 02.02.

TP027 036.01 01673 0T 6 Aekabpa 2024 roaa (Mo Tpe6OBAHNAM TEXHUUYECKOTO
pernamenTa TP 2013/027/BY).

Ceptudpmumposan GCTIK Poccum no 4 ypoHio foBepus. Ceptudmkar NO 4782
ot 05.03.2024 po 05.03.2029

IBM OpenPages GRC;

SAP GRG;

Galvanize HighBond (Wolters Kluwer);
Resolver Compliance Management

Fusion Risk Management;

ServiceNow Business Continuity Management;
MetricStream BCM;

RSA Archer Business Resiliency;
LogicManager BCM;

Resolver Business Continuity Management;
Sungard Availability Services;

Quantivate BCM;

Castellan BCM;

RiskWatch International BCM;

IBM Resiliency Orchestration

RSA Archer GRC Platform;
Saa$ Governance, Risk, and Compliance (SaaS GRC);
SAP Governance, Risk, Compliance (GRC)

Kovrr CRQ;
Balbix CRQ;
Fortify CRQ;

CtpaHuua 2




ECOMNEWS Bo3m

O SOLAR

APPA A

Crparermiecwe 1l UserGate | [

YNPABTEHUE AOCTYMOM U AYTEHTUDOUKALNA NHOPACTPYKTYPA OTKPbITbIX K/TIOUEN

CPEJICTBA VMPAB/IEHUS WAEHTUDUKALMENR, AYTEHTUDUKALMEN U KOHTPOMIEM JIOCTYNA (IDM/IAM/IGA) WHOPACTPYKTYPA OTKPbITbIX K/TIOYEN (PKI) WHOPACTPYKTYPA OTKPbITbIX K/TIOYEN (PKI)

Kop knacca MO Kog knacca N0
no Peectpy PeectpoBas CermeHT 6M3Heca; no Peectpy PeectpoBas
0TeUeCTBEHHOrO [3anucb opraHmsauum 0OTEUECTBEHHOr0 [3anuchb

3apy6exHble aHanoru (MHocTpaHoe MO, HasBanue
®opmar nocraBku |Ceptuchmukarbl @CTIK, ®Ch Poccum MMeKLLEee CXOACTBO PYHKLNOHANBHBIX Poccuiickuin BeHBOp |poccuitckoro
XapaKTepuUCTUK C MPOrPaMMHbIM o6ecrieyeHmnem) npogykta

. HasBaHue
Poccumnckuu BeHaop |poccumncKoro
npoayKTa

3apy6exHble aHanoru (nHocTpaHHoe MO, . HasBaHue
Qopmart nocraBkn |Ceptuchnkarbl OCTIK, ®CB Poccun umeloLee CXOACTBO (hYHKLIMOHANbHbIX Poccunckum BeHAop  |poccMmncKoro
XapaKTePUCTUK C MPOTPaMMHbIM 06ecreyeHmnem) npoAyKTa

PeecTtpoBas CermeHT 6M3HeCa;

B opraHusauum CermeHT 6M3Heca; opraHu3aLun Qopmart nocraBkn |Ceptuchnkarbl OCTIK, ®CB Poccun

000 «lasundopmcepsuc» Ankey IDM N° 4081 ot 11.12.2017 Ceptucnkar coorsetctBus OCTIK Poccum N2 4107 o1 20.03.2019, cpok AencTeus — Oracle Identity Manager/OIM; Aladdin Enterprise CA NO 14433 o1 08.08.2022; KpynHble npeanpuata.  NO 14433 - on-premise, ~ Ceptudmar cootsercTaua GCTIK Poccum NO 4835 or 23.09.2024, cpok aencteus - Microsoft Certificate Services (MSCS) ViPNet PKI Service N25100 07 10.01.2019  [inf reHepaumui Kntouei, hopmupoBaHus Ceprudpukar coorsetctaua OChb Poccun NOCD/124-4600 ot 27.07.2023 noaTsepxaaer, uto ViPNet PKI Service (Ha 6ase

20.03.2024 (HoBbIi cepTudmkar B npovecce ohopmnetus). Tpebosanus aosepus (4), One Identity; (eCA) 0316 eCA CE - N2 25921 OTpacnu ¢ BbICOKUM ANCTpubyTMB 23.09.2029. Tpe6osanus posepust (4), TY 11 NPOBEPKY INEKTPOHHON NOANMCH, WPOBAHNSA ucnontexus 8 ViPNet HSM) cootetcrayet Tpe6osanuam OCB Poccuu k CK3U knacca KB, k cpeacTsam 3 knacca KB2
Y One Identity Manager (by Quest); 0T 2812.2024 YPOBHEM perynupoBaHus, CKaunMBaeTcs C noptana [LaHHbIX 11 MOXET UCNONb30BATLCA AS KpUNTOrpachnueckor 3aLuThbl MHOPMALMY, HE COfepXKalLel CBEAEHNI, COCTABAAOLLAX
IBM Tivoli; 06bekTbl KNI, KoMnaHuu; rocyAapCTBEHHYIO TalHy
NetlQ Identity Manager; 3neKTPOHHas Kommepuna N2 25921 - on-premise, ViPNet PKI Client 0310 N° 360107 28.06.2017  YHMBEpCA/bHbIN KANEHT And PaboTbl MK Ceptudpukar cootsetctana OCB Poccun NO CO/124-4965 ot 27.08.2024 noaTeepxaaet, uto usgenue ViPNet PKI Client
Micro Focus NetlQ Identity Manager; 11 OHNaNH-ycnyru Ha HocuTene B MH(PACTPYKTYpe OTKPbITbIX KKuel (ncnonnewus 4, 5, 6) cooTseTcTByeT Tpe6oBaHuam k CK3I1 knaccos KC1, KC2 n KC3 v Tpe6oBaHuAM K cpeactsam
Microsoft Identity Manager/MIM; TpaHCHaLMOHanbHble ONTUYECKON 3anucu 3NeKTPOHHON noanucy knaccos KC1, KC2 n KC3
Bzrl%elzggﬂ('topl\::rllgme;r KgM"aH””' MocTasumku ViPNet YnoctoBepsiiowmii 0310 N© 2876 0T 14.03.2017  [inf OpraHM3aLyMmM MHPACTPYKTYPbI OTKPbITbIX nK CepTucukar cootsetctBus OCh Poccuu NOCD/128-4946 0T 17.07.2024 Y0CTOBEPSET, YTO NPOFPaMMHbIil kommnekc ViPNet
: fi ) f S d, . . 06/1a4HbIX ycn'yr ) o LieHTp & Kntouen yaocToBepstowuii LieHTp 4 (Bepcus 4.6) B ucnonHeHusx 1y 2 cootsetcTyet Tpebosanuam OCb Poccum
Microsoft Forefront Identity Manager/FIM; JMS (JaCarta Management  03.16; N2 31107 08.042016 /A KoMnaHui YCTaHOBOUHbIIA Ceptuchuumposa OCTIK Poccun Ha COOTBETCTBIE 4 YPOBHIO J0BEPHS Thales/Gemalto/SafeNet SAM (SafeNet Authentication K H(OpMaLMoHHo# 6e3onackocTu YL knacca KC2 (ans ncrionsenus 1) u knacca KC3 (anst ncrnonHexus 2), a Takue
. IBM Security Identity Manager/IBM Tivoli Identity Manager System) 03.01 W OpraHy3auuil MacuTaba - AUCTPUGYTHB. M TEXHNYECKIM yCNIOBUAM (cepTUIMKAT CooTBeTCTBMS N 4411 0T 20 Mas 2021 rosa)  Manager); Tpe6oBaHWAM K cpeacTBaM YLl, yTBepXaeHHbIM npukasom OCB Poccuit oT 2712.2011 N 796, yCTaHOBNEHHbIM A8 Knacca
000 «NHang» Octopus IDM 0312 N2 23283 01 15.07.2024  KpynHble koprnopauuu, On-premise, On.e Id.entlty Mgnager; nga; ) npennpuaTua (Enterprise) MocTasnsetca B Buge Card Logic CMS; KC2 (ansa ncnontenusa 1) u knacca KC3 (ana ucnonHexus 2), n Tpe6osaHmaM K hopme KBanuguumpoBaHHOro ceptudinkara
cpe,quh 11 Manblil BU3HEeC K0p060L|H09 pelieHne Sallpplnt IdentltyIQ; Zilla Security; no6oi (bOthI Media Kit nu6o HID ActivID CMS K/toya NpoBepKm 3J'IEKTp0HH0l7I NOANNCH, YTBEPXKAEHHDIM NPUKA30M ®CB Poccuu ot 2712.2011 N° 795
f’?r\mlyllrtljtelnGt/iAt; ) GathiD COBCTBEHHOCTM W Nl06Or0  3arpy)aeTca us obnaka ViPNet TLS Gateway 030 03110312 N2 3562 0T 18.05.2017  BbICOKOMPOU3BOAMTENbHbI TLS-KpUATOLWAI03, MAK CepTudnkar cootsetcTaus OCH Poccun NOCD /114-4473 ot 08.03.2023 yaocTosepsieT, uto ViPNet TLS Gateway (McnoniHenme
5 5 5 ) S Vi BV EATE PO GIN 5 o KOTOPbIN 06eCneunBaeT ayTeHTUdMKaLNIo 5) B KoMnneKTawuy cormacHo dopmynapy OPKE.00169-02 30 01 ®O ¢ yueTom n3sewerus 06 nsmerernn NO 1 OPKE.00169.
000 «MHHocTenpx Lientp  Cuctema koHTpons npas 0312 N2 11675 ot 28.09.2021  KpynHbli, CpeHun On-premise MpsAiMbIX aHanoroB HeT JaCarta Management 0316; N2 11260 ot 05.08.2021  [inf KOMnaHwin YCTaHOBOYHbIN Ceptuduumpoan GCTIK Poccum Ha COOTBETCTBME 4 YPOBHIO AA0BEPUS Thales/Gemalto/SafeNet SAM (SafeNet Authentication NONb30BaTeNeil 1 OPraHN3aLMI0 3alNLIEHHbIX FB1-2023 cooTBeTCTBYeT TpebOBaHMAM K CPeACTBAM KPUNTOrPathuueckoil 3aluTbl MHOPMALWA, NPEAHA3HAYEHHDBIM AN
Pa3zpa6otok» (Innostage)  goctyna «Matpuua 11 Manblil 61U3Hec System ans Linux 03.01 11 OpraHn3aumii Maclwtaba AMCTPUOYTMB. 1 TEXHUUECKUM yCnoBMAM (cepTudukar cootsetcTeus NO 4516 0T 25 sHBaps 2022 Manager); coequHeRuit no npotokony TLS npu pa6ote 3aUNTbl MHGOPMALWIN, He COAepXKaLLel CBefeHNH, COCTaBNSIOLINX TOCYAaPCTBEHHYIO TaitHy, knacca KC1
foctyna» (Innostage npeanpuatua (Enterprise) Moctasnqercs 8 Buge  roga) Card Logic CMS; C NIOPTabHBIMY PeLIEHNsIMM
Matpuua nocryna) Nio6oit (popmbi Media Kit nn6o HID ActiviD CMS ViPNet HSM 0310 N© 4046 0T 1112.2017  YHWBEPCAbHbIA KPUNTOrPAhMUECKMit MOy b, MAK Cepudhnar cootsetcTaua OCH Poccun NOCD/124-4538 noaTsepxzaer, uto ViPNet HSM (BapuaHT ucnonHeHus 7)
AO «UHdhoTeKC» ViPNet SafePoint 03.01; N27057 07 0710.2020  YcTaHaBnusaetca nK Ceprudpukat cootsetcTana OCTIK Poccum N2 4468 o1 1810.2021, cpok COBCTBEHHOCTU M NI06OTO  3arpyXaeTca u3 obnaka NpefiHa3HaueHHbIA ANA peanu3alum KpunTorpagu- cooTBetcTBYeT TpebosaHuam OCB Poccun k CK3U knacca KB, k cpepctaam 31 knacca KB2 v MOXET UCNONb30BATbCA AN
03.09; Ha paboume CTaHuuy ReiicTBus - 1810.2026. Tpe6osarus fosepus (4), Tpebosarus k CKH, Mpodpunb o BiAa AeATENbHOCTH YECKVX 0MepaLyii Mo 3anpocy PannuHbIx KpUNTOrpacdyeckoi 3aluThl MHAOPMALWMK, He CONepPXaLLeil CBEMIEHIA, COCTABMAIOLMX FOCY/AAPCTBEHHYIO TailHy
0312 1 CepBepbl Ang 3auwTbl CKH (KOHTPONA NOAKNIOUEHUS CbeMHbIX MALIMHHBIX HOCUTENeN 000 «lasundopmcepsuc» Litoria Desktop 2 03.10 N2 17417 o1 21.04.2023  YHuBepcanbHbIi KnueHT  JluueHsus, ceptudmkar  Ceptudukar OCb NOCD124-4335 ot 01.09.2022 NPUKNAJHbIX CEPBUCOB
pasrpaHuyeHus goctyna NHOPMALK YETBEPTOrO Knacca 3awwTbl. UT.CKH.M&.N3), 36, P1 CBT (5) ANsi paboTbl C NEKTPOHHOW TEXHNYECKOI
nosnb3oBartenei MNOAMMCIO 1 3aLLNTI MOAAEPKKM,
K KpUTUUYECKI BAXKHOM 3N1eKTPOHHbIX JOKYMEHTOB  YCTaHOBOYUHBIN CPEACTBA YAOCTOBEPAIIOLLETO LIEHTPA
nHopmaLmum (HeT orpaHnueHui AUCTPUGYTUB Kop knacca N0
1 NOAKI0YaEMbIM 0 MRET G . Ha3BaHue . 3apy6exHbie aHanoru (MHocTpaHHoe MO,
i g Poccuiickuii Bengop  |poccuiickoro LB ) R CermenT 6U3Heca; |0 yar nocrasku | Ceprudpukarsl OCTIK, BCB Poccum MMEIOLLee CXOACTBO (yHKLMOHANbHbIX
YCIpOHCTBaM UL NpoAyKTa OTEHECTBEHHOTO (3anuch Opranusaunm XapPaKTepucTnk c NporpaMmMHbIM O6eCI'IeLIEHI/IEM)
000 «Kpoccrex Contownc  IDM Crosstech Advanced — 03.12 NO 20414 0T 1412.2023  CpefHWi 1 KpynHbIN On-premise - IBM ISIM; Symantec IGA NpUHAANEXHOCTY) poay no P P porp
Tpynn» Edition 6usHec One Identity Manager; MNporpammHo-annaparHbiv 0310 N2136 0718.03.2016  Enterprise-cerment NAK 3asepuwatowyit 3ran ceprugpukaumum OCh AO «MHcoTeKC» ViPNet Ygoctosepsioumin 0310 NC 2876 0T 14.03.2017  [inA opraHusainm MK Ceptucmkar coorsetcrana OCb Poccun NOCD/128-4946 ot 17.07.2024 yocToBepserT,
AO «CbepTex» Platform V IDM 0312 N© 15887 0T 0912.2022  OpraHu3auuu n6Horo On-Premise - One Identity Manager; Microsoft Identity Manager; Komnneke «Cnyxba He3aBuCHMO LeHTp &4 NHDPACTPYKTYPbI 4TO NPOrpamMmHbIi komnnekc ViPNet YaoctoBepsiowmit LeHTp & (Bepcus 4.6)
0316 pasmepa IBM Security Identity SailPoint Identity 1Q [loepeHHoON TpeTber 0T OTpacnesou OTKPbITbIX KNlouen B MCNONHEHNAX 11 2 cooTBeTCTBYET TPeboBaHNAM MCh Poccun K MHGOpMALMOHHON
Manager; CTopoHbl «Litoria DVCS» NpUHAANEKHOCTH, 6e30nacHocTu YLL knacca KC2 (ans ncnonHenus 1) n knacca KC3 (ans ucnonHexus 2),
AO «CbepTex» Platform V IAM SE 03.01; N 14757 0T 05.09.2022  OpraHu3aLum no6oro On-Premise CepTuchnar cooTBeTcTBMA OCTIK Poccun N2 4345 0T 1812.2020, cpok Aeiicteus —  IBM WebSeal; YAOCIOBEDAIONE LEHTPb! a Takoke TPe6oBaHUAM k CpencTBam YL, yTeepiaeHHbiM npukasom OCb Poccum
0312 pasmepa 1812.2025. Tpe6oBanws gosepus (&), TV IBM Tivoli; 0T 2712.2011 N2 796, ycTaHoBneHHbIM Ana knacca KC2 (ans ucnonHenna 1) u knacca
0316 RedHat SSO KC3 (ana ncnonHenws 2), v Tpe6oBaHUAM K hopme KBANNQULMPOBAHHOTO
AO «Conap Cekbtoputu»  MporpammHblii komnnekc  03.07; N0 7759 ot 1412.2020  CpenHuii, Enterprise MporpammHbIi Solar inRights ceptucmumposan OCTIK Pocciun Ha cOOTBETCTBUE TPEGOBAHNAM Oracle IAM; Okta; CEpTHIDHKATa KNioua npoaspku RECKIPR GO ANHE LV AEE A CUEE I RS
Solar inRights 03.02; komnnekc N0 4-My ypoBHIo AoBepus u TY (N2 3793 oT 14.08.2017 u N2 4633 o1 2712.2022) One Identity; Sailpoint I T Gy AP 2 , " .
0312; IBM IdM; 000 «Kpunto-MNpo» Kpuntollpo YL 0310 N2 1020 ot 01.06.2016  TocynapctaeHHble opranbl  [10; MAK; Cepsuc Ceptudpnkarbl OCB Poccum no knaccam KC2, KC3 Microsoft Certificate Authority

1 opranusaumu; Cy6bekTbl
KWW; Opranuzauun
(h1HAHCOBOrO CEKTOPa;

CPEJICTBA KOHTPO/I1 MPUBUIErMPOBAHHbIX MNOIb30BATE/IEMN (PIM/PAM) Onepatopb! MJH

Kop knacca N0
Ha3BaHue . 3apy6exHble aHanoru (MHocTpaHHoe MO,
Poccuiickuit Bengop  [poccuiickoro Ol ) B LR CermeHT GU3HeCa; g0 var nocrasku |Ceprudpnkarsl OCTIK, OCB Poccim VIMEIOLL|ee CXOACTBO (yHKLMOHAMbHbIX

oTe4yeCTBeHHOro |3anucb opraHusauuun
NPOAYKTA XapaKTepUCTUK C MPOrpaMMHbIM 0becrneyeHmem) -
- no . SALLUTA NPUNOXXEHUN
000 «bU3oH» BI.ZONE Privileged Access 02.08; N2 16915 0t 21.03.2023  KpynHble opraHu3aun Pa3sepTbiBaHNe Ceptudukar cootBetcaus OCTIK Poccun N4&844 oT 19.09.2024, CpoK AeiCTBUSA CyberArc PAM;

03.17

Management 0312 B MH(pacTpyKType 110 19.09.2029. Tpe6osanusa gosepus (4), Y One Identity Safeguard (Balabit PAM);
kiveHTa Wallix PAM CPEACTBA KOHTPO/A N OLLEHKWN YA3BUMOCTEW (VULNERABILITY ASSESSMENT, VA) MEXXCETEBOW 3KPAH A/151 BEB-NPU/TOXXEHUW (WEB APPLICATION FIREWALL, WAF)
000 «B36 Kontpon IK»  Cuctema ynpasneus 0312 N2 12925 ot 25.02.2022  KpynHble KoMnaHuu, Jinctpnéytus N0 Oxmpaetca nonyyenve ceptudpukara OCTIK B asrycre 2025 roga CyberArk; Nipyrue pewennsa knacca PAM Koa knacca N0
NpUBUNETNPOBAHHbIM CPefHWi 1 Manbli 6U3Hec BeyondTrust; e Ha3sBaHue e T G 3apy6exHbie aHanoru (nHocTpaHHoe MO, .. Ha3BaHue no Peectpy PeecTpoBas CermMenT 6usHeca: 3apy6exHble aHanory (MHocTpaHoe Mo,
gocrynom sPACE PAM Fudo PAM; Poccumckum BeHgop |[poccumncKoro SRR T ! Qopmart noctaBku |Ceptudpukarbl @CTIK, ®Chb Poccuu MMeloLLee CXOACTBO (PYHKLIMOHAMbHbIX Poccumnckum BeHgop |poccunckKoro R [ tar. opraHu3auyy ! ®opmar noctaskn |Ceprudmkatbl OCTIK, ®Cb Poccun MMEILLEE CXOACTBO (PYHKLMOHANMbBHbIX
Delinea PAM; npoaykra P u XapaKTepUCTUK C MPOrpaMMHbIM obecneyeHnem) npoayKTa XapaKTepUCTUK C MPOrpaMMHbIM obecrneueHnem)
000 «Uau» Indeed Privileged Access ~ 0312; N2 6351007042020  KpynHbie kopnopayuu,  On-premise, Ceprucpukar cooteerctans OCTIK Poccun N2 4667 oT 06.04.2023, cpok Aeictans - CyberArk ?AM; WALLIX Bastion P{\M; 000 «BU30H» BI.ZONE Continuous 0213 041 N2 9065 0T 05.02.2021  CpeqHuit 6U3HEC, KpyMHbiii 06nauHoe Qualys CSAM (EASM); Palo Alto Cortex Expanse; BI.ZONE WAF N2 8909 0T 21.01.2021  KomnaHuu, KoTopble 06nauHblil uu Ceprudmkar cooretcrans GCTIK Poccun N 4632 ot 1512.2022, cpok FortiWeb;
Manager (Indeed PAM)  03.01 CPeAHMIi U Manbili GU3HeC - kopoGodHoe pewenme  06.04.2028. TpeGosanws aosepus (4), TY F‘r']do iy . Beyongrust R . Penetration Testing 0211, 0413; 6U3HEC, FOCYUPEKAEHUS  NOAKIIOUEHME Rapid7 Surface Command;  Google ASM; B 6U3HEC-NIpoLLeccax TMGPUAHbIIA peiicTBus - 1512.2027. Tpe6osanua fosepust (4), Tpe6osaHus K M3, Mpodhunb Cloudflare W
Thycotic Secret Server; Broadcom-Symantec PAM; 03.09, 0415 Crowdstrike Falcon Exposure  Microsoft Defender EASM; MCNOMb3yIOT COBCTBEHHbIE 3auwmTbl M3 (T yeTBepTOro KNacca 3awmtol. UT.M3.14.M3)
One Identity Safeguard; [lpyrue npogykTbl knacca PAM Management; ZeroFox EASM web-pecypcbl
gOO (;Muuoaﬁunm Ll,eu'r)p ::n 'PAIM (Ign:stage 0312 NO 24826 0T 1511.2024  KpynHbiii, cpeaHuit 6u3Hec On-premise lcjy??rarkF;’AM- ‘éVALLI)((j?aSt'%:mM; 000 «MuTennekTyanbHas  Security Vision VM 037 N2 364 ot 08.04.2016  KpynHblii, cpenHuii Mopaepxka ycraHoBkM  3akntoueHue 8 Lientpa OCh Poccum 149/3/6/908 ot 0110.2024; Rapid7 InsightVM; 000 «BEB/IOK» (Bxogut ~ Weblock. (Fapga WAF) 03.03 NO 18869 0T 05.09.2023  TOCCTPYKTYPbI, KPYMHbIA,  /luueH3us (On-premise, = Qualys Web Application Fortinet FortiWeb web
aspabotok» (|nnostage M”‘“ ege ctgess FSDIBGSAM- ' R o 6e30nacHocTb» (Ynpasnenue 1 Manblii. PasHble NMHeVKN B BUJe KoHTeiiHepa,  CepTucwkar cootsetctaua GCTIK Poccuu NO 4574 oT 02.09.2022 (YAi4); Tenable Nessus; B Ipynny Komnakwii cpenHuit 6eccpounas, Saas) /AMK Firewall; application firewall;
gndgemer 3 5 0 AR POAVIEIITTCE YA3BUMOCTAMM, ANs pa3HoOro macltaba Ha «ronoe xeneson, Ceprudpukar coorsetctaus OALL, npu Mpe3uaente Pecny6nuku benapych BY/112 02.02. Qualys VMDR; «Tapga») Trustwave WAF, AWS WAF,
AO «Conap Cekbtoputn»  Solar Safelnspect 03.01; N2 334107 03.05.2017  Manblii, CpeaHuit, B Bupe anctpubytusa  Solar Safelnspect ceprucpuumpoan OCTIK Poccum Ha cooTsetcTaue: TpeGosauam - Cyberark; Vulnerability B BuAe IS0 06pasa, TP027 036.0101673 0T 6 fiekabps 2024 roga (o Tpe6OBaHNAM TeXHUUECKOTO Tripwire IP360; Barracuda Web Application  F5 Distributed Cloud WAF;
0312 Enterprise B JTK 16 unu posepusa (4) n TexHuueckum ycrnosuam (Ceptudukar NO 4816 ot 30.05.2024) Delinea PAM; management) RPM-nakeTos, pernamenTa TP 2013/027/BY). GFI LanGuard; Firewall; Sucuri WAF;
B MeAua-nake, B cyuae FUDO PAM 13 rpachnyeckoro WithSecure Elements VM; NetScaler Web App Firewall; ~ Akamai WAF
pHoGpeTeHis . NHCTannATOpa SanerNovy CyberHygiene;' 000 «Kop 6e3onacHoctu» KoHTUHeHT WAF 0213 N2 5810 071 20.09.2019  OpraHbl rocBnacty, MAK+ nuueH3ums F5;
CepTUdULMPOBAHHON 11 U3 KOMAHAHOMN CTPOKM. CrowdStrike Falcon Spotlight; cy6bekTbl KN, KpynHbii Imperva WAF;
Bepcuu. On-premise MoAnepXxKa cucTem BeyondTrust Retina; B 1 CPeIHMiA 61U3HEC Citrix NetScaler AppFirewall
EITORENTEETTTL OpenVAS (Greenb?ne Vulnerability Management) 000 «KoHthugeHT MexceTeBoi 3KpaH 03.03 N 2183107 15.03.202%  PelieHue MOXET 6biTh MporpammHas Ceprudnkar OCTIK Poccum NO 4863 0T 8 oKTAGPS 2024 ropa: Wallarm;
CTPOrAl MHOTOMAKTOPHAS! AYTEHTUOUKALLAA (MFA) (VMware, VirtualBox, SecPod Sane(qu, NPUKNaAHOro yposHs WAF UCMONb30BaHO pa3pa6oTka B BUAe N0 4 knaccy 3auwTbl M3 (UT.M3.54.N3) «Mpodunb 3awnThi MeXceTeBbIX 3kpaHoB  F5 BIG-IP Application Security Manager (ASM);
Kop knacca N0 Hyper-V, Xen, Parallels, Skybox Security;, Dallas Lock B MHOTOMONb30BATENbCKUX NpaBa TUNa «B» YeTBEPTOro Knacca 3atuuTbi» UT.M3.64.M3; Barracuda Web Application Firewall (WAF);
- HasBaHue 1o Peect PeectpoBas CermenT 6u3Heca: 3apy6exHble aHanoru (MHocTpaHHoe MO, KVM). Monaepxweaetca IBM QRadar Vulnerability Manager aBTOMATU3NPOBAHHbIX Ha MCNONb30BaHUe no 4 knaccy 3auwTbl M3 (1T.M3.14.M3) «Mpodunb 3aiuTbl MexceTeBbix 3kpaHoB  Citrix NetScaler AppFirewall
Poccuinckui BeHpop [poccuiickoro 0Tet|eCTB‘(,e¥|Horo S CE opranu3auui z Mopmar noctaBku |Ceptudpukarbl OCTIK, ®Ch Poccuu MMEHKLLEEe CXOACTBO PYHKLMOHAMNBHDBIX yCTaoBKa 8 obnake cnctemax (AC), Tuna «M YeTBEpPTOro KNacca 3auwwTbi» UT.M3.M4.N3;
npoayKTa no XapaKTepUCTUK C MPOrPaMMHbIM 06ecneyeHnem) - 5 5 0 @A, : : NH(OPMALIMOHHBIX no 4 knaccy 3auwthl COB ypoBHs ceTu (NT.COB.CA.M3) «Mpodunb 3auuThi cCTEM
- - - . Security Vision VS 0317 N 364 o1 08.04.2016  KpynHblun, CpesHNi Moanepxka yctaHoBkM  3akmiouenue 8 Lientpa OCB Poccuu 149/3/6/908 ot 01.10.2024; Rapid7 InsightVM; CUCTEMAX NEPCOHANbHbIX 06HAPY)XEHWS BTOPXXEHWI YPOBHSA CETI YeTBepToro knacca» UT.COB.C4.M3;
AO «AnapauH P.L.» Cpeactso uByxd)aKTopHpM 03.01; N2 10043 o1 02.04.2021 [ins komnaHuiA YCTaHOBOYUHbIN Ceptudpnrar coorsetctaus OCTIK Poccun N 4809 BbifaH 8 mas 2024 ropa. Microsoft Smart Card Logon; (YnpaBnehue 1 Manblit. PasHble NMHEIKN B BUE KOHTeNHEpa, Cepruchukat cootsetctBua OCTIK Poccun NO 4574 o 02.09.2022 (YA4); Tenable Nessus; nanHbix (UCMAH), TUC, 10 4 ypoBHio 4oBepus (V11 4)<Tpe6oBaHNs N0 6e30MacHOCTM HHGopMaLMH,
ayTenTugukauum Aladdin - 0312 1 OpraHu3aLuii AMCTPUGYTUB, Cepruchukauma 8o OCTIK Poccun Ha cooTetcTBue YAI-4. eToken Network Logon; ) ySI3BUMOCTAMY, [N pasHoro Maclutaba  Ha «ronoe xeneso»,  Ceptudukat cootetcTans OAL| npy Mpesuaente Pecny6nuku benapych BY/112 02.02. Qualys VMDR; ACY T v npy 3auuTe yCTaHaBAVBAIOLE YPOBH A0BEPYIA K CPEACTBAM TEXHUUECKOM 3aLThI MHAOPMALMA
SecurLogon macwra6a npegnpustug  Ha HocuTENe Gemalto/SafeNet Authentication Service CKaHMpoBaHue B Buze ISO 06pasa, TP027 036.0101673 oT 6 Aekabps 2024 rofa (no Tpe6OBaHUAM TEXHUUECKOTO Tripwire IP360; 3HauuUMbIX 06bexToB KNI 1 CpencTBam o6ecneyeHns 6e3onacHoCT MH(OPMALMOHHBIX TEXHONOMMI»
(Enterprise) nio6oit chopmpl ONTUHECKON 3aMUCH. Ha ysi3BUMOCTH, RPM-nakeros, pernamenTa TP 2013/027/BY). GFl LanGuard, . AO «Conap Cekbloputu»  Cepauc Solar - 3awura Be6-npunoxenuii (WAF). CpeaHmii 6u3Hec, Cepauc Cloudflare Web Application  F5 Advanced WAF;
C06CTBEHHOCTY U 11106010 Vulnerability Scanner) M3 rpacoieckoro WithSecure Elements VM.' CepBMuC 3aLWuTbl BE6H-pecypcoB OT Knbepyrpo3 Enterprise-cermeT, Firewall; Barracuda WAF;
BMA fieATenbHOCTH ULEHMENCIE o SanerNow Cybertygiene; B KpYIMOCYTOUHOM pexiume rocKoMnaHmit Imperva Cloud WAF; Radware AppWall;
JaCarta SecurLogon 03.01; N°2129 0T 08112016 [Ins KoMnaHmii YCTaHOBOUHbllA CepTudinkar cooTsetcTama OCTIK Poccun NO 4446 Ha CpeacTBo ayTeHTUduKkaum  Microsoft Smart Card Logon; VBB [T Qe Crowdstrike Falcon :Spotllght, AWS WAF; Fortinet FortiWeb;
0310 1 OpraHu3aLuii ANCTPUBYTUB. 11 6€30NacHO0 XpaHeHWs MH(opMaLMK Nonb3oBaTened JaCarta. [leiicTayer eToken Network Logon; MoanepxKa cucrem BeyondTrust Retina; . _ Akamai Kona Site Defender;  Sucuri Website Firewall
MacluTa6a npeanpuaTus MocTaBnsetca B Buge 10 10 ceHTA6pA 2026 1. COOTBETCTBYET 4 YPOBHI0 J0BEpUs K CpeACcTBaM TexHuueckoi Gemalto/SafeNet Authentication Service ?\rl\ﬁwan"fl?rLtWIB ?pe;l\GAg (Greﬁnb?ne Vulnerability Management); Solar Space - WAF Lite. MK Solar Space: CpenHuii n manblit 6u3Hec  SaaS Cloudflare
(Enterprise) nto6oi hopmbl Media Kit nu6o 3alLMTbl MH(OPMALMK 1 CPEACTBAM 06ecneueHns 6e30MacHOCTI MHGOPMALMOHHBIX NI, WL, IR SIS 9W' CepBuc NpeaocTaBnseTcs Ha 6ase N© 23679 0T 29.08.2024.
3arpyxaercs U3 06naka. TeXHONOrM. i) e R, LS, o SR - lporpammHoro komnnekca Solar Space MpaBoo6bnagarens M0:
COGCTBEHHOCTY 1 N1i060TO KVM). Moanepxusaetca IBM QRadar Vulnerability Manager [pey P B :
B/AA AEATENBHOCTH YCTaHOBKA B 06/1ake _ OO0ICRTRED ;
JaCarta PKI, JaCarta PKI/ 1518 Mporpammo- N2 1931107 23.09.2023  [ing komnaHuii USB-ToKeHbl 1t cMapT-  Ceptudpukar cootsetcTaua OCTIK Poccun NO 4446 Ha Cpenctso ayTeHTudmkauum  Thales/Gemalto/SafeNet eToken; " on-prem. 000 «l03eprent» UserGate WAF 03.03;  0311; NO 1194 01 05.09.2016  CpenHuit 6u3Hec; 6onblme Moctasnsetca B Buge  06napaet ceptudpukatom OCTIK Poccum Wallarm;
BIO, JaCarta PRO annapartble ¥ OpraHy3auwii KapThl C annapatkoil v 6esonackoro xpaxes uHopmauuy nonb3osateneit JaCarta. feiicreyer _ IStorage DatAshur; Security Vision SPC 0317 NO 364 0T 08.04.2016  KpymHbiid, cpeHuil MoanepkKka ycTaHoBKM  3aknioueHue 8 LieHTpa OCB Poccuu 149/3/6/908 ot 01:10.2024; Tenable.sc (paHee SecurityCenter) - BKIoYaeT dyHKIMM 03.02 0312 kopnopatusHbie ceTk; LIO], BupTyanbHoro o6pasa FortiGate
KOMMNEKCbI macwra6a npegnpustua  Peanusaunen 3apy6ex- [0 10 ceHTA6ps 2026 . COOTBETCTBYET 4 YPOBHIO JOBEPUS K CPEACTBAM TexHuueckon SafeNet IDque Smart Card; (KoHTponb napametpos 11 Manbli. PasHble NUHENKM B BUAE KOHTEMHEP, Ceptudmar coorsetcransa OCTIK Poccun NO 4574 ot 02.09.2022 (YAL); Hardening n SPC; Al Lk TREENRE I PEir R on VADHEIX
COLSRIELLpe (Enterprise) no6oii hopmpi HbIX KPUNTOQNTOPUTMOB, 3aLUUTbI MH(IOPMALUY M CPEACTBAM 0becnevens GesonacocTu SafeNet IDPrime Smf"t Card; 6e3onacHocTn, Security [nA pa3Horo Macwtaba  Ha «ronoe xeneso»,  Ceptudpukar cootBetctaus OAL| npu Mpesupente Pecny6nukn benapych BY/112 02.02. Qualys Cloud Platform (c mogynamu gna Hardening); LRl SREAIBHPIYAIIVSALHA
HOCHTENEN COBCTBEHHOCTY 1 N060T0 npgp,nawaueuume ANA MHGOPMALUOHHDIX TEXHONOTUA. ga;eNet eToten S110; Profile Compliance) B Buge IS0 06pasa, TP027 036.01 01673 0T 6 fekabps 2024 roaa (no Tpe6oBAHMAM TeXHUYECKOTO CIS-CAT (Center for Internet Security Configuration _ .
B AeATENbHOCTH pacoTyl € UHGppaCTpyk- afelet eToken 5300 RPM-nakeros, pernavena TP 2013/027/BY). Assessment Tool); . . ME)XCETEBOIA 3KPAH YPOBHS NMPUMOXEHW MO NPOTOKOMY DNS (DNS SECURITY SOLUTION)
TYPOW OTKDBITBIX KNNtO= u3 rpacmueckoro Microsoft Security Configuration Toolkit; Kon knacca No
ueit (PKI) WHcTannATopa Tripwire Enterprise - ynpasnetue kodwrypaupei . Ha3Banue - PeecTpoBas CermenT 6usHeca: 3apy6exHbie aHanoru (nHocTpaxHoe Mo,
USB-TokeH JaCarta-2 PKI/ 1518 Mporpammo-  N219312 07 23.09.2023  [insi Komnanii USB-TOKeHbI Thales/Gemalto/SafeNet eToken; 1 U3 KOMaHIHO CTPOKM. v Hardening; Poccuncknin BeHROp  |POCCMICKOrO Py - C'; ooranumzaumn | |®oPmar noctasku |Ceptudpukarnl OCTIK, OCB Poccun nmeroLiee CXOACTBO (DYHKLMOHANMbHbIX
roct annaparble " OpraHu3aLmii Y CMapT-KapTb! Ceprudpkar cootserctaust OCTIK Poccnn NO 4446 Ha CpencTso ayTeHTudukauuy  19torage DatAshur; Moaaepxka cucrem IBM BigFix; npopykTa P E XapaKTepuCTUK C NPorpaMMmHbiM obecneyeHnem)
KOMIeKCbI Macwrab6a npegnpustus € annapaTHon 1 6€30MaCHOT0 XpaHeHus MH(OPMALWK Nonb3oBaTeNed JaCarta. fleiictayer SafeNet IDCore Smart Card; BUPTYanu3auuy Rapid7 Nexpose/InsightVM - BkntouaeT anemenTbl Hardening; - . . ’
anquH)S (Enterprise) 060 Cboprl peanu3aumen 1010 CeHTﬂﬁpﬂ 2026 1. COOTBETCTBYET 4 yPOBHIO OBEPHS K CPEACTBAM TexHIYECKOi SafeNet IDPrime Smart Card; (VMWare, VirtualBox, McAfee Total Protection for Hardening; 000 «bl3oH» BI.ZONE Secure DNS 0213 N° 8909 ot 21.01.2021 Opranusauum no6oro 06ﬂa“|Hb|V|l rV|6pV|,C|HbIV|, - Cisco Umbrella;
HocuTenen CO6CTBEHHOCTY 1 MoGoro  OTEUECTBEHHbIX 3UWNTbI MHGOPMALMM 1 CPEACTBAM 06ECTIEUEHIS 6E30NACHOCTM UHDOPMALMOHHBIX SafeNet eToken 5110; Hyper-V, Xen, Parallels, SolarWi'nds Security Configuration Manager; pasmepa, KoTopble NOKa/bHbIN Cl?udlflare (-?atewa;y; S )
BILIA eATENbHOCTH " M@XKIyHaPOAHbIX TexHONOT Wil SafeNet eToken 5300 KVM). Moapepxusaetca Hardenize - aHanu3 n aBToMaTyeckoe ycunexue 0CO3HAIOT BaXHOCTb InfoBlox Universal DDI Product Suite
KPUNTOANTOPUTMOB  Cepruchukat cooTeTcTans OCE Poccuu NO CO/124-5060 Ha CpencTBo yCTaHoBKa B 0671ake 6630M1aCHOCTH KOHCDUTYpauNit; 3AlUMTAL Ha YpoBHe DNS
USB-TokeH JaCarta-2 TOCT 1518 Mporpammuo-  N219313 07 23.09.2023  [1nq KomnaHuit USB-ToKeHbl KkpunTorpaduueckoit 3awwmTbl nHhopmaumu (CK31) «JaCarta-3». CooTBeTCTBYET Thales/Gemalto/SafeNet eToken; uon-prem. RedSeal - aHanus koHdurypauui 6esonactoctu
annaparHble W OpraHu3aLuii 1 CMapT-KapTbl TpeboBaHuam OCb Poccun k CK3U no Knaccam KC]/KC2, npeaHa3HauyeHHbIM Ans iStorage DatAshur; nynpasnexne puckami; ) 3ALLUTA OT DDOS-ATAK
KOMM/IEKCbI macwTa6a npegnpusatus € annaparHoi 3alUMTbl MHOPMALLMK, He CoflepXallieil CBefieHN, cocTaBnAloLuX rocynapcTeerHylo SafeNet IDCore Smart Card; bk (qpen-source) = Ana Hardening cactem Ha 6ase Kop knacca N0
KIIOUeBbIX (Enterprise) no6oii hopmpi PENM3AUNEN TaliHy U K CPeACTBaM 3MEKTPOHHOI NOANNCH, YTBEPXACHHDIM Mpukasom OCh Poccun SafeNet IDPrime Smart Card; UNIX/Linux; . .. Ha3BaHue e B T G 3apy6exHbie aHanoru (MHocTpaHHoe MO,
HocuTenen COBCTBEHHOCTY M MioGoro  OTEYECTBEHHBIX 0T 27 fiekabps 2011 1. N2 796. SafeNet eToken 5110; Chef InSpec (ot Chef) - asTomarn3auus Hardening Poccumnckum seHgop [poccunckoro oicle CTB%H oy | R Cﬁ TR ! ®opmar nocraBkn |Ceptucukarbl @CTIK, ®Ch Poccum nmeroLLee CXOACTBO (PYHKLMOHAMbHbIX
BUIA AeATENbHOCTH KpnunToanroputmos SafeNet eToken 5300 1 KOHTpONA Koud;mrypauum;( ) npoayKTa Y L XapaKTePUCTUK C MPOrPaMMHbIM o6ecneyeHnem)
. Ansible Security Hardening (ot Red Hat
USB-TokeH JaCarta LT 1518 Mporpammko-  N218780 01 22.08.2023  [ins KomnaHmii USB-TOKeHbI CeﬁmetleaT COOTBETCTBYA @&T&)K Poccun N2 4446 Ha CP‘JEA(C:T? aﬁT({HTWbWKaLlMVI _Tshtales/ Glgmtiltﬁ/ SafeNet eToken; Ipynna KomnaHwii «Ffapaa» fapga Anti-DDoS J N2 353107 18.05.2017  KpynHbiit 6uHec, Nnuensus (On-Premise, Ceprudmkar cootsercteus GCTIK Poccum NO 4204 ot 16.01.2020, cpok NETSCOUT Arbor DDoS Protection Solutions;
annaparHble 1 OpraHu3aLmi 11 6€30MacHOro XpaHeHUA MH(opmalum nonb3osarenen JaCarta. lencrayer IStorage DatAshur; 03.02 onepaTopb cBA3N 6eccpouast)/ANK feicTaus - 16.01.2025. Tpe6osanus fosepus (4), Tpe6osatus k C311 ot DDoS (4), TY  Radware;
KOMMNeKchl macwTaba npeanpuaTS 70 10 ceHTA6pA 2026 I. COOTBETCTBYET 4 YPOBHIO I0BEPUA K CPEACTBaM TexHuueckol SafeNet IDCore Smart Card; CPEACTBA YIMPABJ/IEHNA YA3BUMOCTAMMN (VULNARABILITY MANAGEMENT, VM) 03.03; G-Core Labs DDOS protection;
KNnioueBbIX (Enterprise) no6oit hopmbl 3aWWTbl MHGOPMALMN U CPeACTBAM obecneyeHys 6e30MacHoCT MHhopMaLmoHHbix SafeNet IDPrime Smart Card; 12.20 Cisco Secure DDoS Protection;
HocuTenei AR AT TeXHONOTWA. SafeNet eToken 5110; . . Ha3spaHune CermeHT 6U3Heca; 3apy6exnbie aHanoru (nHocTpaxHoe Mo, Fortinet FortiDDoS;
SafeNet eToken 5300 Poccuiickumn BeHgop [poccmiickoro Qopmar noctaBku |Ceptudpukarbl @CTIK, ®Chb Poccuu NMEIOLLEE CXOACTBO (DYHKLMOHAMbBHbIX . .
BUAA f1eATeNbHOCTH opraHu3auum IBM QRadar Network Security IQNS;
5 npoayKTa XapaKTepUCTUK C MPOrpaMMHbIM obecrneyeHunem) Imperva DDoS Protection:
USB-TokeH JaCarta U2F 0312 N2 4300 01 29.03.2018  [lna komnaHui USB-ToKeHbl Ceptudukar cootBetctBus OCTIK Poccum NO 4446 Ha CpencTeo ayTeHTudMKaumu  Yubico 5; . p ! . .
1 OpraHu3auuii 1 6€30MacHOro XxpaHeHus uHdopmawyn nonb3osarenen JaCarta. fleiictayer NMio6bie U2F-coBMECTUMbIE TOKEHDI 000 «BN30H» BI.ZONE Continuous 0213; N2 9065 ot 05.02.2021  CpenHuil 6u3Hec, KpynHblit 06nauHoe - Qualys CSAM (EASM); F5 Networks BIG-IP DDoS Hybrid Defender;
macwTa6a npeanpuATUS £0 10 ceHTAGPA 2026 1. COOTBETCTBYET 4 YPOBHIO JOBEPHA K CPLACTBAM TEXHUUECKOI Penetration Testing 02.11; 6U3HEC, TOCYUPENIeHNA  MOAKIOUEHNE Rapid? Surface Command; 5 Check Point DDoS Protector : :
(Enterprise) no6oit hopmb 3alWMTbl MHGOPMaLVMK 1 CPeACTBaM 0becneyeHns 6e30nacHoCTH 03.09; Crowdstrike Falcon Exposure Management; AO «Conap Cekbtoputu»  Cepsuc Solar - MoHUTOpUHT Tpadmka 1 3awmTa CpeAHVI.I/I 613HeC, Cepsuc. CraHpapTHoe C!oudFlare DDoS Protectlop; SolarWinds Security Event
C06CTBEHHOCTH M Nto6oro NHHOPMALMOHHDIX TEXHONOTUIA. 0411; Palo Alto Cortex Expanse; ot DDOS-arak (ANTI-DDOS) Enterprise-cermen, NOAK/IYEHNE; Cisco Secure DDoS Protection; Manager;
0413; Google ASM; roOCKOMMNaHum MoakntoueHne nog StormWall; Indusface AppTrana;
BAAA ieATENbHOCT ' 0415 Microsoft Defender EASM; arakoi Sucuri Website Firewall; Akamai Prolexic Routed
USB-TokeH JaCarta 0312 N© 4300 0129.03.2018  [lns komnaHuiA USB-ToKeHbl Ceptucnkar cootBetctBuss GCTIK Poccum N 4446 Ha CpepcTBo ayTeHTUdMKaumm  Yubico 5 ZeroFox EASM L . - n -
WebPass AT 1 6E30M1aCHONO XpaHeHws MHAOpMaLLAY ons3oBaTeneii JaCarta. Jlecrayer : 5 ' ' Solar Space - WEB AntiDDoS. MK Solar Space: CpenHui v manbii 6u3Hec  SaaS Cloudflare
P 10 6ps 2026 T C 4 i BI.ZONE GRC 041 N 10568 ot 17.05.2021  CpesHuii 6U3HeC, KpYnHbiil Pa3BepTbiBaHne - BM OpenPages; Unified Security CepBuc NpefoCTaBnAeTCA Ha 6ase N© 23679 oT 29.08.2024.
macwTa6a npeanpuATS 70 10 ceHTABPSA . COOTBETCTBYET 4 YPOBHIO ,0BEPHS K CPEACTBAM TEXHUUECKOIA S ) = .
X . 6U3HEC, FOCYUpeXaeHns B MHAPACTPyKType Diligent One and Compliance MporpammHoro komnnekca Solar Space Mpasoo6nagarens M0:
(Enterprise) nio60ii (hopMbl 3aWMTbI MHGOPMALMN M CPEACTBAM 06ecneueHms 6e30nacHoCTI J h b b
p p MHAOPMALMOHHbIX TEXHONOTHIA 3aKa3uuka unm B obnake Risk Cloud; RSA Archer; 000 «PTK 1B»
COBCTBEHHOCTH  nio6oro ConnectedGRG; MetricStream; 000 «C-Teppa Cudcu»  C-Teppa IkpaH-M 0312  03.09,  Bnpouecce Manblit 6usHec, Cpepmii  MocTaBKa yepes OCT3K: MM3 YpOBHS! CeTY 4 KN. 3alijuThi, 4 yp. AOBEPUS:; Cloudflare DDoS Protection;
BRI EATENPHOGTH Fusion Risk Management; OneTrust; 03.01;, 0314  peructpaumy B Peectpe cermenT, KpynHblil 613HeC, NapTHEpOB B BuAe Cepruchukat OCTIK Poccum B NpoLiecce NonyyeHns Netscout Arbor (Arbor Networks);
MporpammHoe cpeactso  03.01 N°19824 01 01.11.2023  [Ina komnaHui YCTaHOBOYHbIE ANCTPU- = VMWare PIV-D IBM OpenPages 03.04; 0315 poccuitckoro MO LIOfIb! NporpamMmmHo- Radware DefensePro
ayTenTUdnkauui JaCarta 11 OpraHu3aLui byTuBbI U MOGUTbHOR 000 «Tasundopmcepsuc» Efros Defence Operations: 03.07; NC 18615 oT 22.08.2023 Ceptucmkar coorserctana OCTIK Poccum NO 4618 ot 0712.2022, cpok feiicteua - Qualys; 03.07; annaparHoro
Virtual Token Macwra6a npegnpusTus  MPUNOXEHKe. 3arpyxa- mogynb Vulnerability 02.08; 0712.2027. Tpe6oBaHua gosepus (4), TV Skybox Vulnerability Control komnnekca MAK
(Enterprise) nio6oi hopmpl €TCA 13 06naka v u3 Ma- Control 03.07
cobcraenocTi u mogoro  #SHEOE FRHIEHERA 000 «luTennextyanbHas  Security Vision VM. 3ALLMTA OT GOTOB
Bifia NeATENbHOCTH f/lCTp afen 6e30nacHocTb» HopMmaLys no 3TOMy NPOAYKTY 1 3apy6eXHbIM aHANOram npejcTaBieHa B Tabnuue LieHTp uHTenneKkTyansHoro MOHUTOPUHIA U yNpaBneHns MHGopMaLMOHHOI 6esonacHocTbio Security Vision (cTp. 1) Kon knacca N0
: - el 3 0 = o - p 0 % _ 0
AS (JaCarta 0312 IR GO [T— VCTaHOBOUHBIA Ceprudmunpoasa OCTIK Pocch B cocTase JaCarta Management System Microsoft Multy Factor Authentication (MFA): 000 «P-BmKH» R Vision VM 0317, N© 21948 01 20.03.2024  KpynHbiit 6U3HEC; On-premise (nokanbHas Ceptudmkar cootserctana OCTIK Poccun NO 4782 ot 05.03.2024, CPOK AeiCTBUS Qua}ys, ; . .. Ha3BaHue no Peectpy PeecTpoBas CermeHT 6u3Heca; 3apy6exHbie aHanoru (MHoctpaHHoe MO,
P g - 0315 rockoprnopawmy, yCTaHOBKa) 05.03.2029. Tpe6oBatus sosepus (4), TY Rapid7 InsightVM; Poccumnckum BeHaop [poccunckoro ®opmar nocraskn |Ceptucumkarbl OCTIK, ®Ch Poccum nMeroLLee CXOACTBO (PYHKLMOHANMbHbIX
Authentication Server) JaCarta Management  y opranusaumit ANCTPUOYTUB. Ha COOTBETCTBME 4 YPOBHIO 0BEPUA U TEXHNUECKUM yCioBuaM (cepTudimkar Thales Multy Factor Authentication (MFA) z X 0TeYeCTBEHHOro |3anucb OpraHusauumn
MSSP-npoBangepbl Tenable Nessus; npoAaykKTa XapaKTepUCTUK C NPOrpaMMHbIM 0becneueHnem)
YcunenHas System. N2 311 MacluTaba npegnpuATHS Moctasnserca B Buge  coorsetcTaua NO 4411 0T 20 mas 2021 roga). Tenable Vulnerability Management; no
MHOTO(haKTOpHast 0T 08.04.2016 (Enterprise) nioGoii hopmpi Media Kit nuo Tenable.SC: ' AO «Conap Cekbloput»  Solar Space - WEB WEB Antibot. MK Solar Space: CpeqHuii 1 Manbiii 6u3Hec  Saas Cloudflare
ayTeHTU(MKaLma COBCTBEHHOCTY 1 loBoro  33TPYXKAETCA 13 obnaka. Holm Secu;ity Vulnerability Management Platform CepBuc NpeaocTaBnseTcs Ha 6ase N@ 23679 ot 29.08.2024.
BHAQIAEATENBHOCTH B i o AO «Conap Cekbloputu»  Cepauc Solar - Kontponb yazgumocreii (VM). 06nayHblit CepBUC; BRI L I S 7T (I'I)p&)szg?aaﬁs;enb flo:
JAS (JaCarta 0.312 BxoauT B coctas [Ins KoMnaHui YCTaHOBOYHbIN Ceptuduuymposana OCTIK Poccum B coctase JaCarta Management System Microsoft Multy Factor Authentication (MFA); JKCMepTHOE CONPOBOXAEHME NPOLIECCa YNPaBNeHns yA3BUMOCTAMN MoakntoyeHne = =
Authentication Server) JaCarta Management  y opranm3aumit ANCTPUGYTHB. Ha nnatdopme Linux Ha COOTBETCTBUE 4 YPOBHIO JOBEPUA U TEXHWUECKMM ycnoBuam Thales Multy Factor Authentication (MFA) Ha CKaHepe KineHTa 000 «C-Teppa Cudcru»  C-Teppa Ikpax-M 0312; 03.09;  Bnpouecce Manbiin 6u3Hec, Cpeanmit  MocTaska Yepes OCT3K: MM3 ypoBHs CeTw 4 K. 3aLnTbl, 4 yp.aoBepus; Cloudflare Bot Management;
Ha nnattopme Linux System4LX macwraba npegnpusTus  110cTaBnsetca 8 suge  (cepTudpukar cootsetctaus N2 4516 0T 25 AHBaps 2022 roa). HMO «3wenoH» CpejCTBO aHanu3a N2 2310718.03.2016  Manblii n cperiHuit 6u3Hec Dunueckuil Hocutenb  Ceptudinkar OCTIK Poccun N2 2204 o 1311.2010, cpok aeiicTaus — 1311.2029. GFI Software GFI Languard;  Rapid7 InsightVM; gggl’ 8312’ pgx;gﬁi‘;m ﬁg eecrpe E%ESHT' et B :agTngmig_Bwne Lot DR O ) Ul L2 Ferlu e Diaiaetel
BURTEHHAR Ha nnardopwme LinuX. - (Enterprise) nio6oii hopmor Media Kit nubo 3aUMLIEHHOCTH Tpe6osakus gosepus (&), TY Qualys Vulnerability Nexpose Vulnerability i - P porp
MHOro(haKTopHas N2 11260 0T 05.08.2021 (e panHocTH 1 MioGoro  3ATPYKAETCA U3 0bnaka. «CKaHep-BC» Management; ST 03.07; annaparHoro
ayTeHTUMKaLmA BIA [1EATENHOCTI Komnnekca MAK
000 «UHpna» Indeed Access Manager  0312; N2 4993 o1 0312.2018  KpynHble koprnopauuu, On-premise, = Microsoft MFA; Keycloak; Y . -
(Indeed AM) 0301 T e o e SafeNet Authentication  RSA SecurlD Access; CPEACTBA MOWUCKA YI3BUMOCTEM B UCXOAHOM KOAE MO (APPLICATION SECURITY TESTING, AST) KOMM/IEKCHASI 3ALLUTA OT EOTOB, DDOS-ATAK 1 MEXXCETEBOUI 3KPAH A1l BEG-TIPU/IOXEHWIA

Services; ESET Secure Authentication; HasBanue 3apy6exHbie aHanorn (MHocTpaHHoe MO Kopg knacca N0

Okta Workforce; APYrUe NPOAYKTHI knacca PoccuiicKuit BeHROP  |poccuiickoro i CermenT 6UHeCa; | qynyar nocraskn |Cepudmkarsl OCTIK, OCB Poccim MMEIOLLIEE CXOACTBO (OYHKLUMOHANbHbIX GEELELLL no Peectp P ; 3apyGexHbie aanoru (uHocrpatioe M0,
! ) PP - y eecTpoBas CermeHT 6M3Heca;

Oracle ESSO, AM; Access Management, ESSO npoaykTa 3anucb OpraHusauuu XapaKTepUCTUK C NPOrpaMMHbIM 0BecreueHmnem) Poccumnckum seHgop [poccuinckoro T AT | R T opraHu3auuy ®opmar noctaskn |Ceprudmkatbl OCTIK, DCb Poccuu MMetoLLEEe CXOACTBO (DYHKLMOHANMbBHbIX

IBM WebSEAL; npopykTta no XapaKTEPMCTUK C MPOTPAMMHbIM 06ecreyeHmnem)

000 «TasuHtopmcepsuc» SAFE ERP 04.05; N2 134 ot 18.03.2016 SonarQube; Astra;

AO «Conap Cekbtoputu»  Solar Space On-Premise MporpammHbli Enterprise On-premise

03.4; Acunetix WVS (Web Invicti;
CUCTEMbI YNPABJIEHUS KNIOYEBBIMI HOCUTE/IAM, CREDENTIAL MANAGEMENT SYSTEM (CMS) 0315 et CTIN P Komnnexc Solar Space:
: : ! - N2 23679 ot 29.08.2024.
TR KOLL Knacca Mo > . . e ( o " 000 «MBC» PVS-Studio 04.05; N° 9837 ot 18.03.2021 SonarQube; Helix; Mpasoobnagarens N0:
PR p no Peectpy eecTpoBas ermeHT 613Heca; apy6exHblie aHanoru (MHocTpaHHoe M0, umetollee CXOACTBO (MYHKLMOHANbHbIX XapaKTepUCTUK C MPOrPamMMHbiM 04.04 Coverity; Parasoft :
Poccuiicky BeHRop ggg;v;:lé:oro oTeuecTBEHHOro |3anuchb opraHu3auum ®opmar nocTaBkm (061 cyemenm) Klocwo)rlk; ICETHANE,
- no . = : : : AO «Conap Cekbloputu»  Solar appScreener 04.05; N2 7763 ot 14.12.2020 Ceptudoukar OCTIK Poccum Solar appScreener ceptucpmumposad OCTIK Poccum <
000 «Uugua» Indeed Certificate 0316; N 4921 0T 0312.2018  KpynHble kopnopauuu,  On-premise, SafeNet Authentication Manager (SAM); PrimeKey EJBCA Enterprise; Versasec VSEC:CMS S-Series; 02.08 Ha cooTBeTCTBME: Tpe6oBaHmaM Aosepnst (4) n TexHuueckim ycnouam (Ceptudpukar S3ALMLWEHHBIN AOCTYN K BEB-PECYPCAM ([OCT TLS)
Manager (Indeed CM) 03.17 CPeaHuit 1 Manblit 6u3Hec  KkopobouHoe pewenne  AppViewX (CERT+, ADC+, AUTOMATION+); Venafi Zero Touch PKI; Apyrve npoaykTbl knaccos PKI Management n CMS NO 4825 oT 3.06.2024) H Kog knacca N0 3a0v6 ( no
HMO «3wenou» AHanu3aTop NCXOAHbIX N© 14300 07 26.07.2022  Manbli 1 cpegHuil 6usHec ®usnueckui Hocutenb  CepTudpmkat MuHob6opoHbl Poccin N 7258 ot 26.12.2024 10 26.12.2029 Veracode DAST; Checlgmarx AST Platform PoCCHiiCKNil BEHAOP pgig:alzl:oro no Peectpy PeectpoBas CermeHT 6M3Heca; dopmart NocTaBKkm M;@{O i?:tfo;ﬂ?ggmym:m%ggﬁESEIX !
MOHWUTOPUHI YA3BUMOCTW YYETHDbIX JAHHbIX 1 ATAKU HA HUX B PEXXMME PEAJIbHOIO BPEMEHU T‘Z‘;(“é’g;porpa"""‘ g’é}s\n f%?“'te)? npoayKTa opraunsauin XapaKTepuUCTUK C MPOrpaMMHbIM obecneueHnem)
«AK-BC 3» g

Kop knacca N0

no Peectpy PeectpoBas CermeHT 6M3Heca; Qualys Web Application

HassaHue AO «Conap Cekbloputu»  Cepauc Solar - Cepsuc rOCT TLS. Bce cermeHTbl 6u3Heca BapuaHTbl 0kasaHua cepauca: FOCT VPN (mexcets), FOCT VPN (site-to-site), https (RSA), https (rOCT).

3apy6exHble aHanoru (nHocTpaHHoe MO, uMetolee CXOACTBO (YHKLMOHAbHBIX XapaKTepPUCTUK C MPOrPamMMHbIM

MCKUM 7 Scanning; i i - TLS- - TLS-
Poccunckun BeHaop |poCccMUCKOro oTeuecTBeHHoro |3anuch OpraHu3aLum (Qopmart nocTaBKm 06ecnet|eHweM) g CepBuc wudpyet nepefaBaemblil Tpaduk OT BaLero canta [lononHuTenbHble BapuaHTbl nogknouenHns: TLS-cepsep B LIOJ; TLS-cepsep y knuexTta
NPOAYKTa no [0 NOMb30BaTeNS, YTOObI 3M10YMbILUAEHHUKM HE CMOF NONYYUTb AOCTYN
- : : K KOHpMAEHLMANbHBIM faHHbIM. B cepuce MOCT TLS ncnonb3yetcs
Indeeq Identity Threat 03.07; N225537 07 2012.2024  KpynHble Kopriopaum, On-premise, S|lverfort3 3ALLNTA API POCCHIACKas MHAPACTPYKTYPa C OTeUeCTBEHHbIMI KpUNTOANTopUTMaMM
Detection and Response  03.02 CpefHuin 6u3Hec kopobouHoe pewwenne  CrowdStrike;

3apy6exHbie aHanorn (nHocTpaHHoe MO,
@opmar noctaBkn |Ceptucukarsl CTIK, DCb Poccuu MMEtoLLEEe CXOACTBO (DYHKLMOHAMbBHbIX
XapaKTepUCTUK C MPOrpaMMHbIM 0becreyeHrem)

(Indeed ITDR) Falcon Identity Threat Detection . Ha3ganne PeecTpoBas CermeHT 6U3Heca;
Poccuiickuii BeHaop  |poccuitckoro 2anmch ELLEI]

npoaykTa
poay Koa knacca N0
no Peectpy CermeHT 6M3Heca;
opraHusauum

3apy6exHble aHanoru (nHocTpatHoe MO,
®opmar nocraBkn |Ceptucdukarbl @CTIK, ®Ch Poccum nMeroLLee CXOACTBO (PYHKLMOHANMbHbIX
XapaKTepUCTUK C NPOrpaMMHbIM 0becneueHrem)

Ha3BaHue
Poccunckum seHgop |poccunckoro
npogykra

Platform V SOWA N2 15215 ot 1410.2022 IBM DataPower

CpefHNi v KpynHbli
6usHec

On-premise, PaaS

03.01 N2 19585 oT 1710.2023 Tripwire Enterprise

000 «Apyaut Cexbloputu» SoftControl Change
(SafenSoft) Monitoring

KpynHbin Enterprise Moanucka

* 3apy6e)XHble aHaNoru POCCUNCKOro NPOAYKTA YKa3aHbl HA OCHOBE AAHHbIX KaTanora "Umnopto3ameleHue” APMM u LleHTpa KomneTeHuUi No uMNopTo3amelieHunto B chepe UKT CTpaHuua 3
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[eHepanbHbIN NapTHEP

O SOLAR S

[FARPA A

Crparermiecwe 1" UserGate

3AWLNTA AAHHbIX

CPEACTBA 3ALUTbI NUHOOPMALMWN OT HECAHKLLMOHUPOBAHHOIO AOCTYNA (C31 OT HCA)

Kopa knacca MO

Ha3BaHue
P p no Peectpy PeectpoBas
Poccuiickumn BeHgop [poccuiickoro e T | B (s

CPEACTBA 3ALUTbI OT YTEYEK MHOOPMALMU (DATA LOSS PREVENTION, DLP) CUCTEMblI MOHUTOPWHIA AKTUBHOCTU BA3 JJAHHbIX (DAM)

Kop knacca MO

no Peectpy 3apy6exHble aHanoru (nHocTpatHoe MO,

MmeloLLee CXOACTBO (hYHKLMOHANbHbBIX

Ha3BaHue

3apy6exHble aHanoru (MHocTpaHHoe MO, H
poccuiickoro

umeloLLee CXOACTBO (hYHKLIMOHAbHBIX

3apy6exHble aHanoru (MHocTpaHHoe MO,

UMeKLLEee CXOACTBO PYHKLNOHANBHBIX CermeHT 6M3HeCa;

OpraHusayuun

CermeHT 6U3Heca;
OpraHusauum

CermeHT 6U3Heca;
OpraHn3sauum

PeectpoBas

®opmar nocraBku |Ceptuchmkarbl @CTIK, ®Ch Poccum Qopmar nocraBku |Ceptuchnkarbl OCTIK, ®Ch Poccun Poccuiickuin BeHpop ®opmar nocraBkn |Ceptuchukarbl OCTIK, ®Ch Poccun

npoayKTa no

000 «ApyauT Cekbloputu» SoftControl SysWatch, 03.01

(SafenSoft) SoftControl TPSecure

000 «lasundgopmcepuc» bnokxoct-CeTb 4 03.07;
03.08;
0312

03.16

AO «UndpoTeKC» ViPNet SafePoint 03.01;

N© 19585 ot 1710.2023

N@ 7410 o7 30.11.2020

N2 7057 ot 0710.2020

KpynHblii Enterprise, 6aHkn Mognucka

locynapcTBeHHble opraHbl
snactu, KOY. HekpynHble
KOMMepYeckine BaHKu.
Npepnpuartus TIK
YcTaHaBnuBaerca

Jinuensnn
1 YCTaHOBOYHbIN
KoMnaeKT

MK

XapaKTepUCTUK C MPOrpamMMHbIM obecreyeHrem)

McAfee Integrity Control;
Symantec SEP;

Het aHanoros

Symantec CSP;

Trend Micro Safe Lock
Ceptudpmkar OCTIK Poccun NO 4374 o1 11.03.2021, cpok aencTams - 11.03.2026.
Tpe6osaus gosepus (4), Tpebosanusa k CKH, Mpodnnb 3awmtsl CKH (koHTponsa
MNOAKIIOUEHNS CHEMHBIX MALIMHHBIX HOCUTENEl MHGOPMALLIN YeTBEPTOrO Knacca
3auwuTbl. UT.CKH.M4.N3), P CBT (5), TY

CepTudpnkar coorsetctBus OCTIK Poccun NO 4468 ot 1810.2021, cpok

pynna komnauui «fapga» lappa DLP N 417 01 18.04.2016

KpynHbiii, cpeanuit 6usHec nuensus (On-premise, Ceprudinkar coorsetcana OCTIK Poccum NO 4638 ot 28.12.2022, CpOK AeCTBUA -
110 2812.2027. Tpe6oBaHus gosepus (4), Tpebosanua k CKH, Mpodmnb 3awmtbl CKH
(KOHTPONA NOAKNIOUEHMA CbEMHbIX MALMHHbIX HOCUTENEH MHAOPMALLK YETBEPTOrO

6eccpounas) /AMK

Kknacca 3awmrbl. UT.CKH.M4.N3), 36

XapaKTepUCTUK C NPOrpaMMHbIM obecneyeHnem)

Symantec DLP;

Solarwinds DLP;

CocoSys Endpoint Protection;
Forcepoint DLP Security
Solution;

McAfee DLP;

RSA Data Loss Prevention;

Trend Micro Smart Protection;
Microsoft Endpoint DLP;
SecureTrust DLP;

Check Point Data Loss
Prevention Software Blade;
Cisco Umbrella data loss
prevention (DLP)

NpoAyKTa

Kpunto bl

N 509, N 518, NC 4292,
NO 4293

[inq rocynapcTBeHHbIX
CTPYKTYp, OPraHoB
UCTIONHUTENbHON BNACTH,
npeanpuatuin KN,
oneparopos UCMAH,
(hnHAHCOBbIX OPraHn3aLmii
1 6aHKOB, NPeAnpUATUI

Jnuensus

OCB Poccun. Ceptudimkar coorsetctansa NO CO/124-4638 cBuaeTENbCTBYET

o0 cooteTcTBUN KpnnTo B/l TpeboBaHuam k CK3M no knaccam KC1 n KC2. Cpokm
JHeicTBus ceptudmkara ans «Kpunto bf» sepcin 3.0 (ncnonuenme 1,2) -

10 28 ceHTA6psA 2026 .

XapaKTepUCTUK C NPOrpaMMHbIM 0becneueHnem)

Kpunto b/l «umnopTo3ameLLaeT» BCTPOEHHbIE B 3apybexHble
CYB/l MNOPTHbIe CPEACTBA 3aLLUTbl AAHHbIX HA POCCANCKME,
CepTMhNLMPOBAHHbIE;

Oracle;

MS SQL;

Tibero

OnK, no6biBatoLLen
0Tpacnu, ANst KPYMHbIX

W CPELHNX KOMMEPYECKMX
KOMMaHui

AQ «CekbloplT» (Zecurion) Zecurion DLP N 2469 0120122016 KpynHblii  CpegHmiA

6U3Hec, roccekTop

On-premise Ceptucimkar OCTIK Poccum NQ 4720 ot 0410.2023, cpok AencTaus - 0410.2028. 10
Zecurion DLP Enterprise RVcooTBETCTBYeT TPe6OBaHIUAM JOKYMEHTOB: Tpe6OBaHMSA
nosepus (4), Tpebosanusa k CKH, Mpodmnb 3awmtsl CKH (KoHTpONA nogknioueHus

CbeMHbIX MALIMHHBIX HOCUTENEeN NH(OPMALWMM YETBEPTOTO Knacca 3awmTbl. UT.CKH.

Forcepoint DLP;
McAfee DLP;
Symantec DLP;
Safetica;

feicTeus - 1810.2026. TpebosaHus aosepus (4), Tpe6osaHua k CKH, Mpodunb
3auwTbl CKH (KOHTPONA NOAKNIUEHNA CbeMHbIX MALMHHbIX HOCUTENEN
MH(OPMALWMK YETBEPTOrO Knacca auyuTbl. UT.CKH.M4.N3), 36, P CBT (5)

03.09; Ha paboune CTaHLmMm

0312 1 CepBepbl Ang
pasrpaHuyenns goctyna
nonb3oBarenei

000 «Kop 6e3onacHoctu» CpeacTBo 3alLuThl
nHdopmaumu Secret Net
Studio

Dallas Lock 8.0-K

000 «KoHdmpeHT»

Dallas Lock 8.0-C

Dallas Lock Linux

N@ 3855 ot 16.08.2017

N° 407 o7 18.04.2016

N° 313 ot 08.04.2016

N2 1285 ot 05.09.2016

K KpUTMUYECKN BAXHOU
UH(opMaLmMmu

11 NOAKNIOYAEMbIM
YCTpONCTBaM

OpraHbl rocBnacTu,
cy6bekTbl KW, KpynHbii
11 cpeaHnin busHec

Cm. Mpumeyanue 1

Cm. MpumeyaHue 2

Cm. MpumeyaHme 3

Jinuensus

MporpammHblii
KOMM/IEKC CPeACTB
3aUWKUTbI MHOpMALMK
B OC cemencTea
Windows

C BO3MOXHOCTbIO
noaKnYeHms
annaparHbix
naeHTUdrKaTopoBs

MporpammHblil
KOMMAEKC CPeACTB
3alMTbl MHOopMaLmMm
B OC cemencTea
Windows

C BO3MOXHOCTbIO
noaKnioYeHns
annaparHbix
naeHTUduKaTopoB

MporpammHbli
KOMMNEeKC CPeacTs
3aWyTbl NHOpPMALUK
B OC cemeiicTBa Linux
C BO3MOXHOCTbIO
noaKMoueHus
annaparHbix
naeHTUdKaTopoB

Avast Business Antivirus;
Symantec Endpoint Security;
Panda Endpoint Security;
McAffee Endpoint Security

CeptudmumposaH no Tpe6osaHuam P OCTIK Poccum (ceptudpmkar NO 3745,
HeicTBUTENeH 0 16.05.2025, 6yaeT NPoAneH) : 4-i ypoBeHb A0BEPHS; 5-11 Knacc
3aleHHocTi CBT; 4-11 knacc 3aiwmTbl CKH; 4-n1 knacc 3aumtbl CAB3; 4-1 knacc
3awnTbl COB ypoOBHA XOCTa; 4-1 Knacc 3awutbl M3 Tuna «B». CeptudmumpoaH
no Tpe6osaxuam Pl OCB Poccun (ceptudpmkar N CO/C31-0718, neicTeuTeneH
110 30.05.2029): knacc 3awutbl ot HCJ AK3/AK5

Ceptudpmkar OCTIK Poccun NO 2720 ot 25.09.2012, cpok AeicTBNA-25.09.2026.
Tpe6osaHus gosepusa(4), Tpe6osanua k M3, Mpodunb 3awutbl MI(B ueTsepToro
Knacca sauurbl. UT.M3.B4.M3), Tpe6osawusa k CKH, Mpodnnb 3awutsl CKH(koHTponsa
oTuy)xaeHNs (nepeHoca) MHhOPMALMK CO CbEMHBIX MALIMHHbIX HOCUTENE
MH(OPMALMK YETBEPTOro Knacca 3auuTbl. UT.CKH.H4.N3), Mpodunb 3awmTbl
CKH(KOHTpONS NOAKNIOUEHNA CbEMHBIX MALIMHHbIX HOCUTENER MHAOpMALIK
YeTBEPTOro Knacca 3awuhl. UT.CKH.N4.N3), Tpe6osanms k COB, Mpoduan 3awutsl
COB(y3na uetBepTOro Knacca 3awutbl. T.COB.Y4.N3), PA CBT(5)

Sophos For Business
Endpoint;

F-Secure Total;
Bitdefender Security
for Endpoints;

Ceptudpmrar OCTIK Poccum N 2945 o1 16.08.2013, cpok AeicTBIUSA-16.08.2024. Het aHanoros
Tpe6osaxus gosepua(2), Tpebosanua k M3, Mpodunb 3awmtel M3(B uetBepToro

Knacca aurbl. IT.M3.B4.M13), Tpe6osawusa k CKH, Mpodunb 3aumtsl CKH(koHTponsa

oTuyaeHNs (NepeHoca) MHOPMALMN CO CbEMHbIX MALIMHHbIX HOCUTENEl

MHGOPMaLMK BTOPOro Knacca auwTbl. UT.CKH.H2.M3), Mpodunb 3auuts!

CKH(KOHTPONA NOAKIOUEHIS CbEMHbIX MALINHHBIX HOCUTeNel NH(OopMaLK

BTOPOTO Knacca awmtbl. UT.CKH.M2.N3), Tpe6osanus k COB, Mpotnu 3awwuTbi

COB(y3na uetBepToro Knacca 3awutbl. IT.COB.Y4.N3), PN CBT(3)

Ceptuchnkar OCTIK Poccum 3594 ot 04.07.2016, Cpok AencTBUs-04.07.2029.
Tpe6oBanus gosepusa(4), Tpebosanua k M3, Mpodunb 3awwtbl M3(B uetseproro
Knacca saurbl. UT.M3.B4.M3), Tpe6osaHus k CKH, Mpodunb 3awutsl CKH(koHTpons
NOAKNIOYEHNS CbeMHDBIX MALLMHHBIX HOCUTENEN MH(OPMALLMI YETBEPTOTO Knacca
3awmtbl. UT.CKH.N4.N3), Tpebosaxus k COB, Mpodunu 3awmtbl COB(y3na ueTBepToro
Kknacca sawwrbl. UT.COB.Y4.N3), PI CBT(5)

ﬂpumeuauue 1. 3awuta VIH(hOpMaLWIVI B dBTOMATU3UPOBAHHbIX CUCTEMAX A0 KNacCa 3allMILEeHHOCTN 2A (15) BK/IIOYMTENbHO. 3alLuTa VIH(bOpMaLI,VIM B dBTOMATU3MPOBAaHHbIX CUCTeMaxX ynpaBieHna NPOU3BOACTBEHHbIMI N TEXHONTOTMYECKUMI NpoLecCaMn Ha KpUTUYECKN BaXHbIX 06beKTax, noTeHUUanbHo

0onacHbIX OﬁbeKTaX, a TaKxe OﬁbeKTaX, npeacTaBAAOLNX NOBbIWEHHYD 0NAaCHOCTb ANA XU3HW U 300P0BbA moneﬁ unana 0pr>Ka|ou1,e|7| HpMpOﬂHOIZ cpenbl, 40 1 Knacca 3aLyLeHHOCTI BKNOYUTENbHO. 3awuTa MH(bOpMaLI,I/IM B MHdJOpMaLlVIOHHbIX cuctemax Ao 1ypoBHA 3alLNLLEHHOCTI NepCcoHanbHbIX AaHHbIX

BK/IOUYMTENbHO. 3alLuTa MHQ)OpMaLlI/IVI B MHd)OpMaLWIOHHbIX cucremax 10 1 ypoBHA 3aLNLLEHHOCTI NEePCOHaNbHbIX AaHHbIX BKNOUUTENBHO. 3awmTa wmfpopmauuw B roCyapCTBEHHbIX VIH(hOpMaLWIOHHbIX cucremax o 1 Knacca 3almiLeHHoCTU BKNIOYNTENbHO.

Mpumeyanne 2. 3awmTa I/IH(hOpMaLlMI/I B aBTOMATM3MPOBAHHbIX CUCTEMAX [0 K/acca 3allnieHHOCTH 2A (1r) BK/TIOUMTENbHO. 3alLuTa MHd)OpMaLWIM B dBTOMATU3MPOBAHHbIX CUCTeMax ynpaBieHna NPpon3BoACTBEHHbIMUA N TEXHONOTMYeCKUMI npoLiecCaMn Ha KPUTUYECKIN BaXXHbIX 06beKTax, NoTEHLMUANbHO

OMacHbIX 06beKTaX, a TaKke 06beKTax, NPEACTABNSIOLLMX MOBbILEHHYI0 OMACHOCTb AN XWU3HIA 1 3R0POBbSA NOAEN U ANS OKPYXKaAIoLei NPUPOAHON CPefbl, 40 T Knacca 3alnLeHHOCTI BKNIOUMTENbHO. 3alyuTa MHOPMaLN B MHDOPMALMOHHBIX CUCTEMAX A0 1YPOBHS 3aLMLLEHHOCTH NEPCOHANbHBIX AAHHbIX

BK/IOUMTENbHO. 3alLuTa VIHQ)OpMaLI,I/IVI B MHq)OpMaLI,I/IOHHbIX cuctemax Ao 1ypoBHA 3aLNLLEHHOCTI NepCOHabHbIX AaHHbIX BKNOUYUTENBHO. 3awmTa I/IHCbOpMaLlMI/I B roCylapCTBEeHHbIX I/IH(;bOpMaLlMOHHhIX cucTemax Ao 1 Knacca 3aluiLeHHOCTH BKKYUTENbHO.

Npumeyanue 3. 3awyuTa MHHOPMALMI B rOCYAAPCTBEHHBIX MHDOPMALMOHHBIX CUCTEMAX A0 T KNacca 3aLNILEHHOCTI BKIIOYUTENbHO. 3aLuTa MHOPMALMIA B 3HAUYMMbIX 06BEKTAX KPUTUUYECKOW MH(OPMALMOHHOIN MHAPACTPYKTYPbI A0 1 KAaTEropuin 3HAUMMOCTH BKIOUNTENBHO. 3allLuTa MH(OPMALIAN B UH-

000 «Cepullndpopm» Cepultudopm Kb N© 2468 ot 20.12.2016

AO «Conap Cekbtoputu»  Solar DOZOR N2 25822 ot 28.12.2024

APXWUBATOP

HasBanue
poccumnckoro
npoaykTa

Poccuiickuii BeHgOp

000 «APunTer» (ARinteg) Apxusatop ARZip N 15721 ot 0512.2022

MogxoaAT no6oit
KOMNaH1M

On-premise, 06n1aKo

B2B, B2G 110, On-premise, Cloud

CermeHT 6M3HeCa;

opraHM3aLun (Qopmart nocTaBKm

KpynHblid, CPeAHNiA, Manblil INEeKTPOHHbIN
R

n&.n3)

Ceptudpmukar cootsetctBus OCTIK Poccn N 4144 Ha COOTBETCTBUE 4 YPOBHIO
L0BEpUA 1 TexHUuecknx ycnosui, Bbigad OCTIK Poccun 2811.2019, nepeocopmneH

29.01.2021, no cocTosiHMIO Ha 12.03.2025 Ha nepeodopmaeHn

Solar Dozor ceptudpnumposan ®CTIK Poccum Ha cooTseTcTBUE: TpE6GOBaHUAM
nosepusa (4) u TexHuueckum ycnosuam (ceprucimkar coorsetcrama NO 4459

01 30.09.2021, feiicTByet Ao 30.09.2026)

Ceptudmkarbl ®CTIK, ®Cb Poccun

He TpebyeTcs

GTB Technologies DLP

Boldon James;

Broadcom (Symantec DLP);
CheckPoint DLP;

CIM Track;

Clearswift Endpoint DLP;
Comodo MyDLP;

CoSoSys Endpoint Protector;
Data Resolve;

Digital Guardian;

ESET Safetica;

Fidelis DLP;

Forcepoint DLP;

GTB DLP Suite;

Imperva Data Security Fabric;
Ivanti Device Control;
Karmasis;

Lepide Auditor;
ManageEngine;

McAffee DLP Endpoint;
Microsoft Purview;

CoSoSys Endpoint Protector;
Digital Guardian DLP;

ESET Safetica;

Forcepoint DLP;

MicrosoftDLP;

NetWrix Data Security
Platform;

ObservelT;

Quest Change Auditor;
Seclore;

SolarWinds Access Rights
Manager;

SolarWinds DLP;

Sophos;

StealthDEFEND FOR FILE
SYSTEMS;

Symantec DLP;

Teramind DLP;

Titus;

Trellix (McAfee);

Trend Micro DLP;
Tripwire Enterprise;
Verdasys Digital Guardian

GTB DLP Suite;
McAfee DLP;

Symantec DLP;
Teramind DLP

3apy6exHble aHanoru (nHocTpanHoe MO,
NMetoLLee CXofCTBO PYHKLMOHANbHbIX
XapaKTepUCTUK C NPOrpaMMHbIM 0becreyeHrem)

7-zip, WinRAR, apxuBatopbl, BCTpoeHHble B OC

Apxusatop ARZip ot ARinteg - 370 1 apx1BaTop, 1 CPEACTBO NPOTUBOAENCTBUA YTEUKAM AAHHDIX.

MpefHa3HaueH Ans oxatus 6e3 noTepb OAHOTO 1 6onee (aitnoB B eAuHbli daiin-apxms Ang yA06CTBA NEPEHOCA 1 XPaHEHUS JaHHDIX.
06ecneunBaet 3heKTMBHOCTb OKaTUs AaHHbIX HA YPOBHE NyyLlNX MUPOBBIX PelleHuil 6narogaps COBPEMEHHbIM anropuTMam.
ARZip yHuKaneH Tem, uto 6narogaps UHTerpauuy ¢ DLP-cuctemamu no3BonisieT npyu pabote ¢ 3anaponeHHbiMy (hainoBbiMi QpXUBaMII NPOBEPATD X COAEPKMMOE Ha HaNMUMe OTCNEXMBAEMOI MH(OPMALWMK 1 TEM CaMblM NPeayNpeXaTh YTEUKN JAHHbIX B 3aNapONEeHHbIX apXMBaX.

3ALLUNTA CPEACTB BUPTYANNU3ALIUN

Ha3BaHue

Poccuiickuin BeHgoOp |poccuickoro

CermeHT 6M3HeCa;

opraHu3auMm (Qopmar nocraBku

Ceptudmkarbl @CTIK, Ch Poccum

3apy6exHble aHanoru (nHocTpaHHoe MO,
MIMEIOLLee CXOACTBO (PYHKLMOHANbHbIX

pynna komnauui «fapaa» fapaa DBF

N 1284 ot 05.09.2016

Nuuensns (On-premise,
6eccpounas) /AMK

KpynHbiit 6u3Hec

3ALUTA HECTPYKTYPUPOBAHHbIX AAHHbBIX (DATA-CENTRIC AUDIT AND PROTECTION, DCAP)

Poccuiickuin BeHAop

000 «Maksec rpynn»
(BxomuT B Fpynny
KOMMaHuil «fapha»)

Ha3BaHue
poccunckKoro
npoaykra

Makves DCAP

AO «CexkbloplT» (Zecurion) Zecurion DCAP

000 «CepullHropm»

CepullHchopm FileAuditor 0312,
03.09;

0317

Kopa knacca N0

PeectpoBas

N© 6299 ot 07.04.2020

N© 21884 o1 15.03.2024

N@ 22647 0T 24.05.2024

CermeHT 6M3HeCa;
opraHM3aLun @dopmart nocTaBKm

KpynHbiit n cpegHni On-premise

KpynHbli n cpesHui
6u3Hec, roccekTop

On-premise

MoaxoaAT no6oi
KOMnaHuu

On-premise, 06nako

CepTucmkar coorsetcaus OCTIK Poccun N2 4443 ot 20.08.2021, CPOK AeUCTBUSA
110 20.08.2026. Tpe6oBaHus nosepus (4), TV

Ceptudukarbl @CTIK, ®Ch Poccum

CepTucukar cootBetctBus GCTIK PoccuuN2 4744 ot 08.12.2023, Cpok AenCTBUS
110 0812.2028, TpeboBaHus nosepus (4)

Ceptudpmkar cootetcTBUs NO 4144 HA COOTBETCTBME 4 YPOBHIO JOBEPUS

IBM Security Guardium Data Protection;

Imperva SecureSphere;

Thales Cipher Trust Database Protection;
Huawei DBSS (Database Security Service);
McAfee Data CenterSecurity Suite for Databases;

Oracle Database Security;
Trustwave DbProtect;
Fortinet FortiDB;

IBM Security Guardium Data Protection;

Imperva SecureSphere;

McAfee Data Center Security Suite for Databases;

Oracle Database Security;

Thales CipherTrust Database Protection;

Trustwave DbProtect

3apy6exHble aHanoru (nHocTpaHHoe MO,
MMENOLLEe CXOACTBO (DYHKLMOHAMNbHbIX
XapPaKTEPMCTUK C MPOTPAMMHbIM 06ecreyeHmnem)

Varonis Data Governance
Suite;

Netwrix Netwrix Auditor;
SailPoint SecuritylQ;
Veritas Data Insight;
Varonis Data Security
Platform;

Netwrix Auditor;

Netwrix Data Classification
Platform;

NetWrix Data Security
Platform;

Varonis;

11 TeXHUUeCKIX ycnosuiA, Bbigad OCTIK Poccun 28.11.2019, nepeotopmneH 29.01.2021, Netwrix Auditor;

M0 COCTOSHMIO Ha 12.03.2025 Ha nepeodopmneHInn

Imperva Data Security Fabric;
Netwrix Data Classification
Platform;

Quest Change Auditor for
Windows File Servers;
LepideAuditor;

CIM Track;

Seclore;

Fortra (Titus);

One Identity Data Governance
Edition;

STEALTHbits StealthAUDIT;
IBM DCAP;

Forcepoint Data Classification

Symantec DLP Network
Monitor;

Quest Change Auditor;
Quest Identity Manager;
StealthBits;

Imperva Data Security Fabric

Veritas Data Insight;
StealthDEFEND® FOR FILE
SYSTEMS;

Fortra (Boldon James);
Tripwire® Enterprise;
Microsoft Information
Protection;

GTB Data Discovery with
Classification;
Getvisibility Data Discovery
and Classification

npoAayKTa XapaKTepuCcTuK ¢ nporpaMmHbIim oéecnequMeM)

¢)0pMaLI,VIOHHbIX cuctemax 0 1 yPOoBHA 3aLNLLEHHOCTI NEPCOHANbHbIX AAHHbIX BKMOUUTENBHO. 3awwmTa MH(bOpMaLlI/IM B aBTOMATU3MPOBAHHbIX CUCTeMax ynpaBieHna NPpon3BoACTBEHHbIMU N TEXHONOTMYeCKUMI npoLecCaMn Ha KpUTUYECKN BaXXHbIX 06beKTax, NOTEHLMANbHO ONACHbIX 0ObEKTaX, @ TaKKe

AO «Conap Cekbloputu»
00beKTax, NPeACTaBASIOLNX NOBBILEHHYI0 OMACHOCTb ANS XXU3HN 1 3[0POBbS NIOAEN W ANS OKPYXaloLeil NPUPOLHON Cpeabl, A0 1 KNacca 3alLULEHHOCT BKNKYUTENbHO. 3alyuTa MHGOPMaLMK B aBTOMATU3MPOBAHHbIX CUCTEMAX 40 KNACcca 3aWnLeHHOCTH 1T BKNUMTENbHO.

MpOrpamMMHbIA KOMMEKC
«Cucrema KoHTpona
A0CTYNa K HECTPYKTYpY-
POBaHHbIM JaHHbIM Solar

DAG»

N 23432 ot 30.07.2024  Manblii, CpeAHNA,
Enterprise

TporpamMmHbIi

000 «KoHdmpeHT» Cucrema 3awwuTbl N°2032 ot 08:10.2016 KOMMAeKC, on-premise
NH(opmaLM
B BUPTYaNbHbIX
nHdpactpykTypax Dallas
3apy6exHble aHanoru (MHocTpaHHoe MO, Lock

uMetoLLee CXOACTBO (hYHKLMOHAMbHbIX

[ocynapcTBeHHble MporpammHas
CTPYKTYpbI, NCMONb30BaHME pa3paboTka B BUAE
B TNC, KWK, UCNAH n ACY  npasa

TN. 3awmuta MHpopMaLUM  Ha MCNONb30BaHME
B aBTOMATU3NPOBAHHbIX

cuCTeMax Jio knacca

Ceptudpmkar OCTIK Poccium N 3837 ot 18.12.2017 r. C311 BU Dallas Lock npownu
CepTMGNKALMOHHDIE UCTIbITAHUS Ha COOTBETCTBIE TPe6oBaHusM GCTIK Poccum: no 5

CPEACTBA/MoAYIN ,ﬂOBEPEHHOVI 3ArPY3KHU Knaccy 3awmuieHHocTv CBT ot HC/; no 4 ypoBHio gosepust (YA 4).

Kop knacca N0
Ha3BaHue no Peectpy PeecTtpoBas

< CermeHT 6M3HeCa;
poccumnckoro 0TeueCTBeHHOro [3anucb

Poccuiickui BeHpop Mopmar nocraBku |Ceptuchukarbl @CTIK, ®Ch Poccum

npogykta no

03.01;
03.08;
03.2;
0317

000 «rasundopmcepsuc» SafeNode System Loader

ViPNet SafeBoot 3 03.01;
01.01;

01.03

000 «Kop 6e3onacHoctu» TporpamMmmHo-annaparHbiin 15.01
Komnnekc «Co6onb»

000 «Kondmpaent» CpeacTso JOBEPEHHON 0312
3arpy3Kku ypoBHSA Nnatbl
pacwmpeHus (CA3 NP)

Dallas Lock

CpeacTBo OBEPEHHON 03.01
3arpy3kin ypoBHs 6a3oBoli
CUCTeMbl BBO/A-BbIBOAA

(ca3 Yb) Dallas Lock

N2 4252 ot 20.05.2020;
bynet npoaneH
Ha 5 netr

N2 3442 ot 03.05.2017

N2 20874 ot 26.12.2023

N°2019 ot 08.10.2016

N°20592 ot 14.12.2023

LWN®OPOBAHUE AAHHbIX HA CEPBEPAX 1 PABOUYUX CTAHLINAX

. Ha3BaHue
Poccumnckumn BEHAOP |POCCUUCKOIo
npoaykKTa no
000 «ApyauTt Cekbtoputu» SoftControl DeCrypt
(SafenSoft)

AO «AnapawH P.A.» Secret Disk

ViPNet Client 4U for Linux 03.17;
03.03

ViPNet Client 4U for
Android

03.1;
0310

ViPNet Client 4

Kop knacca N0
no Peectpy
OTEYeCTBEHHOr0 |3anucb

PeectpoBas

N2 19585 ot 1710.2023
NO 513, N° 514,

N2 519 - nuHenka
KOMMEpUEeCKINX

11 CepTUMLLINPOBAHHDIX
NpoAyKTOB

N2 4319 ot 29.03.2018

N° 781 ot 16.05.2016

N2 778 01 16.05.2016

OpraHusauum

[oCyfapCTBeHHbIe OpraHbl
Bnacru, npeanpuatua 13K,
cunosble BeAomcTBa, A3C,
yupexpaeHus
3[paB0OOXPaHeHNs
YcTaHaBnMBaeTcs

Ha paboune CTaHLum

11 cepBepbl Ans
pa3rpaHnyeHuns foctyna
nonb3oBarenei

K KpUTMUECKN BaXHOU
MH(opMaLmMu

11 OpraHu3auum
[I0BEPEHHOI 3arpy3Ku
0nepaunoHHOI CUCTEMbI

OpraHbl rocnactu,
cy6bekTbl KW, KpynHbii
11 CpeaHuin 6u3Hec

focynapcTBeHHble

CTPYKTYPbI, NCTIONb30BaHNE

B8 TNC, KN, NCNAH n ACY
mn

[ocyfapcTBeHHble

Jinuensnn
11 YCTaHOBOYHbINA
KOMNneKT

lporpammuo-
annapaTtHoe CPeAcTBo,
nocTaBnserca B 3
thopm-thakTopax ans
YAO06HON MHTErpaLmMn
B Pa3nnyHble MOfenn
APM

lporpammHo-

CTPYKTYpbl, NCNO/Ib30BaHUe TeXHUYecKoe CPpeacTso,

8 [UC, KK, ncnau
WACY TN

CermeHT 6M3HeCa;
OpraHu3auum

baHku

[Inf roCCTPYKTYp, OPraHoB
MCMONHUTENbHON BNACTH,
npeanpuatui KNN,
onepatopos UCMAH,
(hWHAHCOBbIX OpraHn3aLui
11 6aHKOB, NpeanpuUATUN
OnNK, no6biBaoLWen
0TPaCAY, ANs KPYMHbIX

11 CPeAHUX KOMMEpPYECKNX
KOMMaHUin

VPN Client

¢ wncpoBannem roCT ans
3alLKThl paboumx Mect
nonb3oBarenei Ha 0C
Linux

VPN Client

¢ wudpposanuem rOCT ans
3aLUKUTbI MOBUNBHBIX
YCTPOWCTB No/b30BaTeneit
Ha OC Android

VPN Client

¢ wncposanuem roCT ans
3aWnTbl paboumx mect
nonb3oBareneil Ha 0C
Windows

KOTOpoe BCTpauBaeTcs
B 6a30Byt0 CuCTEMy
BBOfa-BbIBOAA

1 NOCTABNSAETCA B BUAE
USB-flash HakonuTens

@opmart nocraBku

MNoanucka

Kopo6ouHblit npoaykT

MK

XapaKTepUCTUK C MPOrPaMMHbIM 06ecrieyeHmnem)

Ceptudpmnrar coorsetcraus OCTIK Poccun N2 4252 ot 20.05.2020, cpok Het ananoros
fencTsus - 20.05.2025. bynet npoaneH Ha 5 net. Tpe6osanus gosepus (2), Mpodunb

3auwumtbl CA3 UT.CA3.YE2.M3), TY

Ceprudhukar cootsetctaus OChb Poccun NO CO/527-5070 oT 25.12.2024 yaocToBepsieT,
yto MporpammHblii Komnekc ViPNet SafeBoot 3 (ncnonenue 1) ¢ yuetom
13BeLyeHns 06 n3meHeHnn N2 1 cooTBETCTBYET TpebOBaHUAM K MEXaHU3MAM
JI0BePEeHHOI 3arpy3ku IBM (Knacc 3awwmTbl 2, Knacc cepsuca b) u moxer
1CNONb30BATHCA NS 3aLLUMTbl OT HECAHKLMOHMPOBAHHOTO AOCTYNA K MHGOpMaLuK,
He Cofiepallen CBEEHMI, COCTABNAKLNX FOCYAAPCTBEHHYIO TailHy. CepTudmkar
cootBeTcTBUA OCTIK Poccuu NO 4673 ot 10.05.2023, cpok aeiicTeus - 10.05.2028.
Tpe6osanus gosepus (2), Tpebosanusa k CA13, Npodunb 3auwTsl CA3 (6a30800
CuCTeMbl BBOAA-BbIBOAA BTOPOrO Knacca 3auuTbl. UT.CA3.Y62.M3)

Ceptuchuumposat no TpebosaHuam PL OCTIK Poccuu: 2-11 knacc CA3 ypoBHs nnatbl  HeT aHanoros
paclwmpenns; 2-i yposeHb fosepus. CeptucmumposaH no Tpe6osaquam P OCh
Poccuu: AMMA3 knacca 16/36; MA3 26

Ceptudukar CTIK Poccum N2 3666 oT 25 Hosi6pst 2016 . CepTuthULNpOBaHO

Ha COOTBETCTBIE TpeboBaHNAM K C/I3 N0 2 Knaccy 3almTbl B COOTBETCTBIN

¢ npodunem 3auwtbl UT.CA3.NP2.N3 n 2 yposHio gosepus (VA 2).

Ceptudukar MunobopoHbl Poccun N2 5695 ot 31 mapta 2022 r. CepTucmLMpoBaHo
MuHo60poHbI Poccun Ha cooTBeTcTBME Tpe6oBaHuAM K CA13 N0 2 Knaccy 3awuTbl
B COOTBETCTBMM C Npochunem 3awutbl UT.CA3.MP2.M3, 2 ypoBHI0 KOHTpONS
orcytcTeua HAB, POB, KMKT.

Ceptucimkar OCTIK Poccum N 4786 0T 13 mapTa 2024 r. CepTdnLMpoBaHo

Ha COOTBETCTBUE TpeboBaHNAM Kk C13 N0 2 knaccy 3aluTbl B COOTBETCTBIN

¢ npodpunem sauwwtbl UT.CA3.YB2.M3 n 2 yposHio gosepus (YA 2).

3apy6exHble aHanoru (nHocTpaHHoe MO,
umetoLLee CXOACTBO (hYHKLIMOHAMBHBIX

Ceptudmkatbl @CTIK, ®CH Poccuu
XapaKTepUCTIK C MPOrPaMMHbIM 06ecrneyeHnem)

Wincor Hard Disk Encryption

Microsoft BitLocker;

CheckPoint Endpoint Security;
Check Point Full Disk Encryption;
McAfee Complete Data Protection;
Symantec Endpoint Protection;
TrendMicro Endpoint Encryption;
VeraCrypt ans Linux;

VeraCrypt ans Windows

Ceptncpmkar OCTIK Poccum NO 4765 ot 26.01.2024, cpok AencTaus - 26.01.2029.
Tpe6osanus gosepus (4), TY. Ceptudpmkar OCTIK Poccun N 3742 or 12.05.2017, cpok
OKOHYaHMSA [IeiCTBNA TEXHUYECKOW NOAAEPXKKM - 12.05.2030. P HAB (&), TY.
Ceptudukar CTIK Poccum N2 3358 ot 06.03.2015, CPOK OKOHUAHUSA AENCTBUS
TeXHUUECKoW noaaepxku - 06.03.2030. PA HAB (&), TY. Ceptudinkar GCB Poccun

NO C®/120-5019 ot 03.11.2024, cpok aeitcTaus - 01.09.2026. KC1/KC2

Ceprudhukar cootsetcTBus OChb Poccun NO CO/124-4517 ot 13.06.2023 yaocToBepserT,
uT0 NporpammHbiit komnnekc ViPNet Client 4U for Linux (ncnonneus 1, 2)

B KOMNeKTauuu cornacko dopmynspy OPKE.00239-0130 01 GO cootseTcTBYET
Tpe6oBaHMAM K CPEACTBAM KpUATOrpathnueckor 3alutbl MHGOpMALMY,
NpefHa3HaueHHbIM ANA 3alUTbl MHGOPMALUK, He CORepXaLlLeil CBEAEHNI,
COCTAB/AIOLLAX TOCYAAPCTBEHHYIO TailHy, knacca KC1 (ana ncnonHenus 1) n knacca
KC2 (nnst ucnonHeHns 2) v MOXET UCTIONb30BATLCA AS KPUNTOTPAthUECKO 3aLLUTbI
(co3nanue u ynpaenexue kniouesoi nHGopmamei, windposaHue hainos, faHHbIX,
COfiepXaLLMXCA B 06M1aCTAX ONepaTuBHOM NamaTy, 1 IP-Tpaduka, BbluncneHune
MMUTOBCTABKMN ANs (hainoB, AaHHbIX, COREPXALLMXCS B 061ACTAX ONepaTuBHOM
namaTi, u IP-Tpachuka) MHopMaLmK, He CORepXKaLLei CBEAEHHIA, COCTaBNALLMX
TOCYAPCTBEHHYHO TaMHY.

Ceptucmkar cootsetctana MCb Poccm NO C/114-4829 ot 03.04.2024 T.
nogTeepxaaert, uto ViPNet Client 4U for Android cooTBeTcTByeT Tpe6oBaHuAM

K CPeCTBaM KpunTorpacduyeckor 3awuTbl MHOpPMaLLMK, He Cofepxallen Fortinet FortiClient;

CBEZIEHNN, COCTABNSIOLLMX roOCYAAPCTBEHHYIO TalHY, knacca KC1, u MoXeT Palo Alto Networks;
CNONb30BATbCA ANA KpUMTOrpatnueckoil 3aLuThl (wndposanue hainos, faHHbIX, Zyxel VPN

COAEPXALLNXCS B 06NACTAX ONEPATUBHON NaMsATH, U IP-Tpachuka, Bbluncnexme

VMUTOBCTaBK 415 (halinoB, JaHHbIX, COAEPKALLMXCA B 06MACTAX ONEPaTUBHOI

namaTi, u IP-Tpachuka) MHhopMaLMK, He COAEPXKALLEN CBEAEHMIA, COCTABNALMX

TOCY/AAPCTBEHHYHO TaMHY.

Ceprudhukar coorsetctaus OCh Poccun N2 CO/124-4778 ot 05.03.2024 ypoctoBepsiet, Check Point Harmony Endpoint;
uTO NporpamMmHbii komnnekc ViPNet Client 4 (Bepcus 4.5) (ncnonHerus 1,2, 3) Cisco VPN Solutions;

B KOMNeKTauuu cornacto opmynspy OPKE.00116-0530 01 GO cooTBeTCTBYET Fortinet FortiClient;
Tpe60BaHMAM K CPEACTBAM KPUNTOTpadnyeckor 3awuTbl UHGOpMaLMn, Palo Alto Networks;

He Coflepkalleil CBEAEHII, COCTABNSIOWMX FOCYAAPCTBEHHYIO TailHy, knaccoB KC1,  Zyxel VPN

KC2, KC3 ans ncnontenuns 1, 2, 3, COOTBETCTBEHHO. TpeHOBAHNAM K CPEACTBAM

3NeKTPOHHON NOANMCY YTBEPXKAEHHbIM Npukazom OCh Poccuu oT 27 fekabps 2011 .

N° 796, yctaHoBneHHbIM ana knaccos KC1, KC2, KC3 ans ncnonHenus 1,2, 3,

Check Point Harmony Endpoint;
Cisco VPN Solutions;

Fortinet FortiClient;

Palo Alto Networks;

Zyxel VPN

Check Point Harmony Endpoint;
Cisco VPN Solutions;

MACKNPOBAHWE AAHHbIX

Tpynna komnauui «Tapga» lapga Mackuposatue N2 15678 ot 25.11.2022

000 «Kpoccrex Contownc Jay Data N2 18349 ot 02.08.2023

Tpynn»

-

KOHTEWHEPHDIE CPE[bI

3awymweHHoct 1T
BK/IOUNTENbHO.

CermeHT 6M3Heca;

opraHusauuy (opmar nocraBku

KpynHbli n cpegHni

6u3Hec 6eccpouHas) /AMK

KpynHble u cpegHue B2C/  On-premise
B2B-opraHu3auuu, B ToM

uncne umerowme

COOCTBEHHYIO pa3paboTky

BE30MACHOCTb KOHTENHEPHbIX CPEA, (CONTAINER SECURITY SOLUTIONS)

000 «Kpoccrex Contownc  CrossTech Container N2 25043 ot 27.11.2024

Tpynn» Security

AO «C6epTex» Platform V Service Mesh N 14193 ot 11.07.2022

CermeHT 6M3Heca;
opraHu3aLun (Qopmar nocTaBku
CpeaHue n KpynHble
npeanpusaTus, CermeHT B2B
1 B2G 6e3 oTpacnesoit
NpUBS3KN

CpefHNi v KpynHbii

on-premise

On-premise, PaaS

Ceptudpmkarbl @CTIK, ®CB Poccum

Nuuensna (On-premise, Ceptudmkar cootsercTaua CTIK Poccum NO 4718 ot 1511.2023, Cpok aeicTBus

10 1511.2028. Tpe6oBanus osepus (4), Y

Ceptudmkarbl CTIK, Ch Poccum

3apy6exHble aHanoru (nHoctpaHHoe Mo,
UMetoLLLee CXOACTBO (YHKLUMOHANbHbIX
XapaKTePUCTUK C MPOTPaMMHbIM 06ecreyeHmnem)

Oracle Data Masking;
DATPROF Data Masking Tool;
IBM InfoSphereOptim Data
Privacy;

Delphix;

Informatica PersistentData
Masking;

Delphix;

Infognito;

Informatica

Microsoft SQL ServerData
Masking;

Infognito;

Accutive Data Discovery
& Masking

3apy6exHble aHanoru (nHoctpaHHoe MO,
MMEOLLEE CXOACTBO (PYHKLNOHAMbHDBIX
XapPaKTEPUCTUK C MPOTPAMMHbIM 06ecreyeHmnem)

Aqua Security;
Prisma Cloud (Compute)

Istio

KPUNTOrPAGUYECKAS 3ALLNTA NHOOPMALIMK B NNIATEXXHON CUCTEME

MNATE)XXHbIE HSM-MOAY/N

GEELET T
POCCUNCKOTro
npoaykTa

Poccuiickui BeHEOp

000 «KpunTo-Tpo» Kpuntollpo HSM N22968 oT 14.03.2017

Kop knacca N0
no Peectpy PeectpoBas
OTEYECTBEHHOr0 [3anucb

GEELET T
POCCUNCKOTro
npoAaykTa

Poccuiickuin BeHEOp

000 «UHHocTenmx LieHTp N©22609 ot 24.05.2024

Paspa6oTok» (Innostage)

Innostage NGSC:
SALLNLLEHHOE YACTHOE
OB/MAKO

SASE

Kop knacca NoO
no Peectpy PeectpoBas
OTEYeCTBEHHOr0 [3anucb

Hassanne
poccuiickoro
npoaykTta

000 «CkaitfiHC» (SkyDNS) SkyDNS

Poccuiickuin BeHaop

1084 ot 01.06.2016

000 «C-Teppa Cu3clu»  C-Teppa BuptyanbHbii N 1888 ot 23.09.2016

Llnto3

03.11;
03.03

CermeHT 6M3HeCa;

opraHu3auum (®opmar nocTraBku

baHku; Mpoueccunrosbie  MAK

LieHTpbl; Oneparopbl
NNATeXHbIX CUCTEM

CermeHT 6M3HeCa;

opraHu3auMm (opmar nocraBku

KpynHbii, cpegHni 6usHec

CermeHT 6U3Heca;

opraHM3aLmn (Qopmar nocraBku

KpynHblit, CpesHui, Manblii INeKTPOHHAN NULEH3Ns

Ha Nno/ib3oBarensa

Manbiii 6u3Hec, CpegHuii  MoctaBka yepes

CermeHT, KpynHblit GU3HeC, NapTHepoB, B BUAE

L0/ NpoOrpammHoOro
UCMONHEHNS

Ceptudmkarbl @CTIK, Ch Poccum

Ceprucpukar OCh Poccum no knaccam KB/KB2

Ceptudmkarbl CTIK, Ch Poccum

He TpebyeTtcs

Ceptudpmkarbl @CTIK, ®CB Poccum

He Tpe6yeTtcs

OCB: CK31 KC1.
OCT3K: M3 b4, 4 yp.nosepus.

CepTucinkarsl OCb Poccum N2 CO/114-4760 0T 14.02.2024, CPOK feiACTBUS —

14.02.2027, CK311 KC1, nen.3-1;

3apy6exHble aHanoru (MHocTpaHHoe MO,
MMELOLLee CXOACTBO (PYHKLMOHANbHbIX
XapaKTepUCTUK C MPOrPAMMHbIM 06ecreyeHmnem)

Thales payShield 9000;
Thales payShield 10K

3apy6exHble aHanoru (nHocTpaHHoe MO,
MMELOLLee CXOACTBO PYHKLMOHANbHbIX
XapaKTepUCTUK C MPOrPaMMHbIM 06ecreyeHmnem)

Check Point CloudGuard;
Trend Micro Deep Security;
Wiz

3apy6exHbie aHanoru (MHoctpaHHoe MO,
MMEHLLEE CXOACTBO (PYHKLNOHANBHBIX
XapaKTepUCTUK C NPOrpaMMHbIM 0becneyeHrem)

Cisco Umbrella;
Fortinet;
Palo Alto;

WebRoot;
DNSFilter

Cisco ASAv (Adaptive Security Virtual Appliance);

Fortinet FortiGate VM;

Check Point CloudGuard Network Security Virtual Gateway;
Palo Alto Networks VM-Series Virtual Firewalls;

3ALLNTA KOHEYHbIX TOUEK

ENDPOINT PROTECTION PLATFORM, EPP

Poccuiickuii BeHgop

000 «Apyaut CeKbropuTn»

(SafenSoft)
AO «NHhoTeKC»

000 «Kop 6e30nacHoCcTh»

000 «Kpoccrex ContowHc
Tpynn»

000 «CkaitfiHC» (SkyDNS)

AO «Conap Cekbloputu»

000 «C-Teppa Cn3clu»

Ha3BaHue
poccuuckoro
npogykra

SoftControl SysWatch,
SoftControl TPSecure

ViPNet EndPoint
Protection

Cpencrso 3awwuTbl
nHdopmauun Secret Net
Studio

Crosstech Endpoint Device
Management (CEDM)

SkyDNS

Koa knacca N0
no Peectpy
0TEYECTBEHHOrO0
no

03.01

03.14;
03.02;
03.03;
0315

03.01

09:14;
02.08;
0910

0213

Cepsuc Solar - 3awuTa KoHeuHbix Touek (EDR).
PacliMpeHHbIit MOHUTOPVHT U BbIIBNIEHIE YTP03 6€30MaCcHOCTY Ha Paboumx CTaHLMAX U cepsepax, 24/7, Ha 6ase EDR

C-Teppa KnueHT (3auma
KOHEUHBIX YCTPOWCTB

B ponu cepTumnumMpo-
BaHHOro M3 u VPN,
nopaepxka Split
tunneling)

C-Teppa KnueHT A (3aumta
KOHEUHbIX YCTPOIACTB

B pOnM cepTnLmMpo-
BaHHOro M3 n VPN,
noagepxka Split
tunneling)

C-Teppa IOHuT (3awmTa
KOHEUHbIX YCTPOIACTB
B pONN CEPTUULIMPO-
BaHHOro M3 n VPN,
nopaepxka Split
tunneling)

0311;
03.03

03.11;
03.03

0311;
03.03

PeectpoBas
3anucb

N2 19585 o 1710.2023

N2 8640 ot 3112.2020

N@ 3855 ot 16.08.2017

N220702 ot 25.12.2023

N2 1084 ot 01.06.2016

N@ 5021 ot 03.12.2018;
N2 5019 o1 0312.2018

N© 10472 ot 06.05.2021;
N° 10470 ot 06.05.2021;
N@ 10469 ot 06.05.2021

N°20359 ot 14.12.2023;
N@ 6712 ot 09.06.2020;
N° 6704 ot 09.06.2020

CermeHT 6M3HeCa;
opraHu3aLuy dopmart nocraBku

KpynHbiit Enterprise, 6ankin Mognucka

[Insi 3awWmThbl paboumx MK
CTaHLWI 1 CepBepoB

B OpraHu3aLnsx
pa3nuyHOro mMaciutaba
OpraHbl rocnactu,
cy6bekTbl KW, kpynHbii
1 CPefHNi 6U3Hec

Jnuensus

CpepHuiA U KpynHbli
6usHec

On-premise

KpynHbli, CPERHNNA, Manblidi INEKTPOHHASA NULEH3MSA
Ha nonb3oBarens

KoHeuHble paboune
CTaHLMW NONb30BaTENEN,
BCe CerMeHTbl 6u3Heca,
3alluTa YAaNneHHOoro
poctyna

locTtaBka uepes
NapTHepoB B BuAe
NpOorpammHoOro
obecneyeHuns

KoHeuHble paboune
CTaHLK nonb3oBarenei,
BCE CerMeHTbl 613Heca,
3alKTa yaaneHHoro
Joctyna

loctaBka uepes
napTHepoB B BUAe
NpOorpammHoOro
obecneyeHns

KoHeuHble paboune
CTaHLMK NONb30BaTENeNn,
ACY TI, 6aHKOMaTb,
yAAneHHble YyCTPONCTBa
6e3 OC, Bugeokamepbl,
3anpaBoyHble CTaHLNK, BCe
CermMeHTbl bu3Heca, 3almTa
YAaNeHHOro Aoctyna

locTaBKa yepes
napTHepoB B Bufe
MAK - nporpammHo-
annaparHbli

Ceptudukarbl CTIK, ®Ch Poccum

CepTucmkar cootsetctaus GCTIK Poccum N2 4666 0T 22.03.2023 . Ha ViPNet
EndPoint Protection cooTBETCTBYET TPE6OBAHMAM K CUCTEMAM OOHAPYKEHWSA
BTOPKEHWI YPOBHSA y31a 4 Knacca, MeXceTeBbIM 3kpaHaMm Tuna B ueTBepToro knacca
11 Tpe6oBaHNAM A0BepUs 4 knacca

CeptuchmumposaH no Tpe6osaxuam P OCTIK Poccum (ceptudpmkar NO 3745,
JencTBuTeNeH 1o 16.05.2025, 6yaeT NpoaseH) : 4-i ypoBeHb 40BepHs; 5-1 Knacc
3almuieHHocTy CBT; 4-it knacc 3aumtbl CKH; 4-11 knacc 3awmTbl CAB3; 4-1 Knacc
3aumTbl COB ypOBHS XOCTa; 4-1 Knacc 3awutbl M3 Tuna «By. CepTudmumpoBat
no Tpe6osaHuam Pl OCB Poccun (ceprudpuar NO CO/C31-0718, necreuteneH
110 30.05.2029): knacc 3awutbl ot HC AK3/AK5

He Tpebyertcs

OCh: CK31 KC1, CK31 KC2.

OCT3K: M3 B4, 4 yp. nosepus.

Ceptucpukar OCH Poccum N2 CO/114-4766 0T 14.02.2024, cpok fencTens — 14.02.2027.
CK3W KC1, ncna-1.

N CO/124-4767 0T 14.02.2024, CpoK AeicTBUA — 14.02.2027. CK3 KC2, ncn1-3.
Ceptudpmkar OCTIK Poccum N2 4479 ot 2911.2021, cpok aencTams — 2911.2026.
Tpe6osaHus gosepus (4), Tpebosanua k M3, Mpocmunb auwtsl M3 (B ueTeeptoro
Knacca 3awmrbl. UT.M3.B4.M3)

OCB: CK3U1 KC1, CK3U1 KC2, CK311 KC3.

OCTIK: M3 B4, 4 yp. noBepus.

Ceprudpukar OCH Poccum NO C/124-5015 ot 30.10.2024, cpok AeiicTaus - 01112025,
CK3W KC3, ncn.7-5.

NO CO/114-4755 OT 14.02.2024, CpoK AeicTBUA — 14.02.2027, CK31 KC1, ucn.7-1.

NO CO/124-4756 0T 14.02.2024, Cpok AeicTBus - 14.02.2027, CK3W KC2, ncn.7-3.
Ceptudpmkar OCTIK Poccum N2 4479 ot 2911.2021, cpok AencTams — 2911.2026.
Tpe6osaHus gosepus (4), Tpebosanua k M3, Mpodnnb 3awwtsl M3 (B uetseproro
Knacca 3awwtbl. UT.M3.B4.M3)

OCh: CK3U1 KC1, CK311 KC2, CK31 KC3.

OCTIK: M3 A4, 4 yp. foBepus.

CepTudmkar OChb Poccum N2 CO/124-4757 0T 14.02.2024, Cpok AeitcTBus - 14.02.2027,
CK3W KC1, ncn.6-1, No CO/124-4758 0T 14.02.2024, CpoK aeicTeus - 14.02.2027, CK31
KC2, ncn.6-3, No CO/124-4759 0T 14.02.2024, CpoK AeicTBUA — 14.02.2027, CK3 KC2,
ncn.6-5.

CepTucimkar OCTIK Poccun N2 4476 ot 01.12.2021, cpok aenctaus - 0112.2026.
Tpe6osaHus gosepus (4), Tpebosanus k M3, Mpotunb 3auwtsl M3 A (yetBepToro
Kknacca 3awmrbl. UT.M3.A4.N3)

MOBILE DEVICE MANAGEMENT (MDM), ENTERPRISE MOBILITY MANAGEMENT (EMM), UNIFIED ENDPOINT MANAGEMENT (UEM)

Poccuiickuii BeHgop

Ha3BaHue
poccunckoro
npogykra

UEM SafeMobile

Kop knacca N0
no Peectpy
0TeYeCTBEHHOTro

PeectpoBas
3anucb

N 11745 ot 15:10.2021;
COOTBETCTBYET
TpebosaHuam FOCT P
57580.1-2017
«be3onacHoCTb
(DMHAHCOBbIX
(6aHKOBCKMX)
onepauui. 3awmTa
VH(OpMALMN
(DMHAHCOBbIX
OpraHu3aunmy»

CermeHT 6M3HeCa;

opraHu3auuy @opmaTt nocTaBKu

High SMB, Enterprize-b2b, ~On-premise, SaaS
b2G

Ceptudukarbl OCTIK, ®Ch Poccum

CepTudimkar OCTIK NO 4845 oT 30.08.2024, cpok AencTaus - 30.08.2029. TpebosaHus
nosepud (4), Tpebosanua nosepus (6), TY

3apy6exHble aHanoru (MHocTpaHHoe MO,
NMetoLLee CX0ACTBO PYHKLMOHANbHbIX
XapaKTepuUCTUK C NPOrpaMMHbIM 0becneueHrem)

McAfee Integrity Control;
Symantec SEP;

Symantec CSP;
Trend Micro Safe Lock

Check Point Harmony; Sophos Endpoint Protection;
Cisco Secure Endpoint; Sophos Intercept X Endpoint +
McAfee Endpoint Security; EDR;

Palo Alto Cortex; Trend Micro Apex One

Sophos For Business Avast Business Antivirus;
Endpoint; Symantec Endpoint Security;
F-Secure Total; Panda Endpoint Security;
Bitdefender Security McAffee Endpoint Security
for Endpoints;

Ivanti Endpoint Manager;
Ivanti IT Asset Management;
Microsoft system center configuration manager

Cisco Umbrella; WebRoot;
Fortinet; DNSFilter
Palo Alto;

Cisco AnyConnect Secure Mobility Client;
Check Point Harmony Endpoint;
Palo Alto Networks Cortex XDR

Cisco AnyConnect Secure Mobility Client;
Check Point Harmony Endpoint;
Palo Alto Networks Cortex XDR

Cisco AnyConnect Secure Mobility Client;
Check Point Harmony Endpoint;
Palo Alto Networks Cortex XDR

3apy6exHbie aHanoru (MHocTpaHHoe MO,
NMetoLLee CXOACTBO PYHKLMOHANbHbIX
XapaKTepUCTUK C NPOrpaMMHbIM 0becneueHnem)

Ivanti (Mobilelron);

VMWare Workspace ONE (AirWatch);
Microsoft Intune;

IBM Maas$ 360;

SOTI MobiControl;

ManageEngine;

SafeUEM;

Citrix XenMobile;

Esper MDM

AHTI/IBVIpyCHOI;I 3alLMTbl B COCTABE NPOAYKTA HET. B KauecTBe aHTMBMPYCa MOXHO MUCMO/b30BaTh no6oe BHelIHee pelueHne, COOTBETCTBYIOLLEE TpeﬁOBaHI/IﬂM 3aKa34lka.

AHTUBUPYCHASA 3ALLUTA (ANTIVIRUS PROTECTION, AVP)

Poccuiickuii BeHgOp

Ha3BaHue
poccunckoro
npoaykra

Kog knacca N0
no Peectpy

PeectpoBas

3apy6exHbie aHanorn (MHocTpaHHoe MO, UMetoLee CX0ACTBO (YHKLMOHANbHbIX XapaKTePUCTUK C MPOTrPaMMHbIM 06ecrneueHnem)*

NO CD/114-4768 0T 14.02.2024, CpoK AecTBUS - 14.02.2027, CK3U KC1, ncn.3-7.
Ceptuchnkar OCTIK Poccum NO 4478 ot 30.11.2021, cpok encTaus - 30.11.2026.
Tpe6osaxus gosepus (4), Tpebosanus k M3, Mpodmnb 3awwtl M3 b (yetBepToro
Kknacca 3awmrbl. UT.M3.64.N3)

Juniper Networks vSRX Virtual Firewall;

Barracuda CloudGen Firewall Vx;

Sophos Firewall Virtual Appliance (Sophos XG VM);
WatchGuard FireboxV (Virtual Edition);

SonicWall NSv Series Virtual Firewall

CcooTBETCTBEHHO..CepTudukar cootsetctaus OCH Poccum N2 CD/525-4990

o1 16.09.2024 y,0CTOBEPAET, 4TO NPOrpamMMHblii komnnekc ViPNet Client 4 (sepcusa
4.5) (ncnonHenus: 1,2,3) cootetcTayet Tpe6osanuam OCH Poccun K ycTpoiicTeam
TUNA MeXCeTeBble IKPaHbl (4 KNACC 3allyLLEHHOCTI) N MOXET UCMONb30BaThCA ANA
3alUNTbl MHOPMALMK OT HECAHKLMOHNPOBAHHOTO AOCTYNa.

On-premise =

000 «/lokTop Be6»* Dr.Web Desktop Security NQ 47 01 20.02.2016

Suite

03.06;
03.01;
03.02;
03.03;
03.04;
03.05;
03.07;
0312;

03.14;
0315

Bitdefender Gravityzone Enterprise Security;
Check Point Harmony;

Check Point Harmony Endpoint;

Cisco Secure Endpoint;

Cisco Security Endpoint;

CrowdStrike Falcon;

ESET Endpoint Protection;

ESET NOD32 Antivirus Business Edition;

ESET NOD32 Secure Enterprise;

ESET NOD32 Small Business Pack;

ESET NOD32 Smart Security Business Edition;
ESET Secure Business;

ESET Small Office Pack ba3oBbii;

ESET Small Office Pack CraHaapTHbIN;

Eset Virtualization Security;

FireEye Endpoint Security;

Fortinet FortiClient;

Malwarebytes Endpoint Protection;
McAfee Endpoint Protection Suite;
McAfee Endpoint Security;

McAfee Integrity Control;

Microsoft 365 Defender;

Microsoft Defender for Endpoint;
Palo Alto Cortex;

Panda Adaptive Defense 360;
Qihoo 360 Safeguard Enterprise;
Qihoo 360 Total Security for Business;
SentinelOne Singularity Platform;
Sophos Endpoint Protection;
Sophos Intercept X;

Sophos Intercept X Endpoint + EDR;

Symantec Endpoint Protection;

Symantec Protection Suite Enterprise Edition;
Symantec Protection Suite Small Business Edition;
Symantec Small Business Edition;

Trend Micro Apex One;

TrendMicro Enterprise Security for Endpoints;
Trend Micro Hybrid Cloud Security;

Trend Micro Industrial Endpoint Security;

Trend Micro Safe Lock;

Trend Micro Smart Protection;

Trend Micro Worry-Free Business Security Advanced;
Webroot Business Endpoint Protection

000 «Kpocctex ContowHc  CrossTech Docs Security N2 20485 ot 14.12.2023

Tpynn» Suite

03.01; CpegHuii U KpYMHbIi
03.09; 6u3Hec

2 BE30MACHAS! PA3PABOTKA
KOPMOPATUBHbBIE KOMMYHUKALLAW

MECCEH/DKEPDI

KOMNO3ULMOHHbIA AHAIN3 MPOrPAMMHOIO KOJA OSA/SCA

Ha3BaHue
poccunckoro
npogykrta

3apy6exHbie aHanoru (MHocTpaHHoe MO,
NMetoLLee CXoaCTBO (PYHKLMOHANMbHbBIX
XapaKTepUCTUK C NPOrpaMMHbIM obecreyeHnem)

M0 CodeScoring.SCA:

BlackDuck, Mend, Snyk, VeraCode SCA, Checkmarx SCA;

M0 CodeScoring.0SA:

Sonatype Repository FireWall, JFrog XRay, Snyk Open Source;
M0 CodeScoring.Secrets:

GitGuardian;

M0 CodeScoring.TQl:

JellyFish, CodeScene, Sonarqube

CermeHT 6M3HeCa;

Poccuiickuin BeHaop OpraHu3auuu

®opmar noctasku |Ceptudpukarbl @CTIK, ®Cb Poccuu

Kopa knacca 0

ggigligrl?oro no Peectpy PeectpoBas
npoaykTa (I_)I'geueCTBeHHoro 3anucb
besonacHblit meccenmxep 06.02
[NS KOPropaTuBHbIX
KOMMYHuMKauui ViPNet

CSS Connect

3apy6exHbie aHanoru (MHoctpaHHoe MO, N2 13008 ot 05.03.2022
MMEKOLLEE CXOACTBO PYHKLUOHAMbHbIX

XaPaKTePUCTUK C NPOrpamMMHbIM o6ecnequmeM)

000 «[poduckon» CodeScoring Manbiit 1 cpeaHni 6uskec, MO
KpYMHbIA 613HeEC,

ToCCeKTop

CermeHT 6M3HeCa;

Poccuinckuin BeHpop opraHusauuu

Qopmart noctasku |Ceptudpukarbl @CTIK, ®Chb Poccuu

N 2138 ot 08.11.2016 OpraHu3auum nwboro MK

maclTaba

3akntoyerne 8LL OCb Poccuu no pesynbratam IKCNepTU3bl MaTepuanos
nccnenoBaHuii no oexke BausHuA MO ViPNet CSS Connect for Android Ha NK
ViPNet Client 4U for Android N© 149/3/2/2/1233 ot 08.04.2024..3akntoueHue 8L, OCh
Poccum no pesynbTatam 3KCNepTU3bl MATEPUANOB UCCNEA0BAHNIA MO OLEHKE
BnuaHusa MK ViPNet CSS Connect for Windows Ha MK ViPNet Client 4

NC 149/3/2/2/1837 ot 31.05.2024.

Telegram;
Viber;
WhatsApp;
Skype

*3apy6exHbie aHanoru poccwﬁplgoro MPOAYKTA yKa3aHbl HA OCHOBE AaHHbIX kaTasnora "limnopto3ameuieHue” APIIMN n LieHTpa KOMMNeTeHUM No umMnopTosamelyeHunio B cchepe UKT
Source: companies’ data, The Vision, ComNews. Information correct as of March 2025 / laHHble KomnaHui, VISION n ComNews Ha mapT 2025 ©ComNews Group, 2025
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